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[image: ]he con­tro­ver­sies sur­round­ing data re­ten­tion and mass sur­veil­-
lance re­flect a found­a­tional di­lemma for the re­si­li­ence of
liberal societies. While some ar­gue that ex­tens­ive sur­veil­lance is a
ne­ces­sary tool to ef­fect­ively provide se­cur­ity, oth­ers em­phas­ize
that blanket data col­lec­tion it­self con­sti­tutes a de­par­ture from lib­-
eral core val­ues and car­ries an in­her­ent risk of ab­use, not only by
authoritarian forces.
This fun­da­mental con­flict goes far bey­ond the dis­cus­sion of
pub­lic data col­lec­tion. It co­in­cides with a data-driven eco­nomy that
is based on the com­plete and con­stant mon­it­or­ing of hu­man be­ha­-
vior on­line. Against this back­drop, the bound­ar­ies between state
and private sur­veil­lance are be­com­ing in­creas­ingly blurred, with
gov­ern­ments and Big Tech com­pan­ies in­creas­ingly col­lab­or­at­ing
and even­tu­ally be­com­ing in­ex­tric­ably intertwined (as it is cur­rently
un­fold­ing in the US). The  Eyes Everywhere  Symposium on
Verfassungsblog  responds to a press­ing need to con­tinu­ously
engage legal, polit­ic­al, and so­ci­etal per­spect­ives in dia­logue. In
response to the Court of Justice of the European Uni­on’s plen­ary
de­cision in  La Quad­rat­ure du Net II (C-470/21) last year, lead­ing
schol­ars and prac­ti­tion­ers from across Europe and the United
States have con­trib­uted ana­lyses that ex­pose the legal fault lines,
tech­no­lo­gical and eco­nomic real­it­ies, and so­ci­etal im­plic­a­tions of
con­tem­por­ary sur­veil­lance sys­tems.
By bring­ing these vari­ous views to­geth­er, this book aims to pre­-
serve and pro­pel the crit­ical de­bates sparked by the re­spect­ive case
law and dis­cussed at the Sym­posi­um. It speaks to law­yers, poli­cy­-
makers, and any­one else who re­fuses to ac­cept the gradual rise of
sur­veil­lance as in­ev­it­able. May it pro­voke, chal­lenge, and, above all,
keep the de­bate sur­round­ing the un­der­ly­ing ten­sion between pri­-
vacy and se­cur­ity alive, ul­ti­mately lead­ing to a more ro­bust and nu­-
anced pro­tec­tion of fun­da­mental rights in the di­gital age.
T
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[image: ]en years after its ground­break­ing judg­ment de­clar­ing the Data
Re­ten­tion Dir­ect­ive in­com­pat­ible with Art­icles 7 and 8 of the
EU Charter of Fun­da­mental Rights, the Full Court sig­ni­fic­antly
eased its pre­vi­ous strict re­quire­ments. On 30 April 2024, it is­sued
La Quad­rat­ure Du Net II (C-470/21) and de­clared for the first time
the gen­eral and in­dis­crim­in­ate re­ten­tion of IP ad­dresses
permissible for the pur­pose of fight­ing gen­eral crime. The Court as­-
sumed the need for such re­ten­tion meas­ures to pre­vent sys­temic
im­pun­ity for crimes com­mit­ted on­line. However, the more data is
col­lec­ted on­line, the more de­tailed the vir­tual pro­files of in­di­vidu­-
als be­come. This raises fun­da­mental ques­tions about on­line pri­-
vacy: Are cit­izens be­com­ing trans­par­ent to gov­ern­ment agen­cies in
an age of massive private data col­lec­tion? Must the sur­veil­lance
en­ter­prise be un­der­stood as a pub­lic-private part­ner­ship, en­com­-
passing all areas of hu­man life, and does the EU Charter provide
suf­fi­cient safe­guards to pro­tect the people?
Given the Court of Justice of the European Uni­on’s (CJEU) fun­-
da­mental change of heart, we have brought to­gether a range of
schol­ars and prac­ti­tion­ers from Europe and bey­ond with dif­fer­ent
dis­cip­lin­ary back­grounds to contextualise the said judg­ment and to
situ­ate it within a broader de­bate on mass data re­ten­tion, on­line
sur­veil­lance, and an­onym­ity, high­light­ing the in­ter­ac­tion between
private and pub­lic act­ors. Moreover, this ed­ited volume dis­cusses
the im­pact of the judg­ment on fun­da­mental rights un­der the EU
Charter, while also high­light­ing the state of on­line sur­veil­lance fa­-
cil­it­ated by the mass stor­age of private data.
The con­tri­bu­tions of­fer vary­ing per­spect­ives on data re­ten­tion
meas­ures and norm­at­ive as­sess­ments of the Court’s rul­ing. Some
au­thors em­phas­ize the need for en­hanced on­line law en­force­ment
tools, while oth­ers crit­ic­ally high­light how the un­pre­ced­en­ted
T
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[image: ]amounts of data, col­lec­ted by private cor­por­a­tions for com­mer­cial
pur­poses, serve as a source of in­form­a­tion in crim­inal pro­ceed­ings.
The polit­ics of mass data re­ten­tion
The first two con­tri­bu­tions con­sist of an ex­change between
Joachim Herrmann, the Bav­arian Min­is­ter of the In­teri­or, and me,
Erik Tuchtfeld, on the polit­ics of mass data re­ten­tion. Her­rmann
calls for the in­tro­duc­tion of mass data re­ten­tion of IP ad­dresses in
Ger­many to ef­fect­ively pro­tect vic­tims of hate speech and vi­ol­ence.
He high­lights that the in­ter­net has be­come a stage for ser­i­ous
crimes – from the ex­change of child sexual ab­use ma­ter­ial to the
wide­spread dis­sem­in­a­tion of hate speech – which has been
recognized by the European Court of Justice, even­tu­ally re­du­cing
the in­tens­ity of its ju­di­cial re­view. In Her­rman­n’s view, this is a
wel­com­ing de­vel­op­ment, as it is primar­ily the task of the demo­-
cratic le­gis­lator to bal­ance con­flict­ing fun­da­mental rights and de­-
cide on the pro­por­tion­al­ity of le­gis­lat­ive meas­ures. In my rep­lica, I
em­phas­ize that it is a main fea­ture of the rule of law that such a
bal­an­cing can only take place within the frame­work defined by con­-
sti­tu­tions. It is the core task of con­sti­tu­tional courts to as­sess the
pro­por­tion­al­ity of a meas­ure in ques­tion. Since the amount of
personal data gen­er­ated by in­di­vidu­als and stored by private and
pub­lic in­sti­tu­tions has never been lar­ger, I chal­lenge Her­rman­n’s
find­ing that the stor­age of cit­izens’ data must be in­creased.
Instead, tar­geted meas­ures against sus­pects should be de­ployed,
which would be suf­fi­cient to en­hance law en­force­ment on­line.
Eyes Every­where
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[image: ]La Quad­rat­ure du Net II – re­volu­tion or evol­u­tion?
The second cluster of con­tri­bu­tions ana­lyzes the judgment La
Quad­rat­ure Du Net II in de­tail. Lukas Mar­tin Landerer reads the
de­cision through the lens of the CJEU’s role as mo­tor of in­teg­ra­-
tion. While the more re­cent judg­ments on data re­ten­tion have been
cri­ti­cized as weak­en­ing the fun­da­mental rights pro­tec­tion of
European cit­izen, Lan­derer points out that this was the only chance
for the Court – already fa­cing threats of ultra vires proceedings – to
avoid an es­cal­a­tion of the ten­sions with Mem­ber States. In this
con­text, par­tic­u­larly France and Bel­gium stand out as two Mem­ber
States re­ly­ing heav­ily on data re­ten­tion, so that the ex­cep­tional
per­mis­sion to store data was ef­fect­ively turned into the rule.
It is the lack of clar­ity in Union law as well as in the ECJ’s jur­is­-
pru­dence which causes a con­stant struggle between the Mem­ber
States and the Court, Aqilah Sandhu ar­gues. She reads the nev­er­-
end­ing data re­ten­tion saga as a fail­ure of the EU le­gis­lat­or, as it did
not man­age to re-draft a clear and un­am­bigu­ous legal basis for data
re­ten­tion in the EU.
Ana Bobić  also re­flects on the judg­ment’s sig­ni­fic­ance for
European in­teg­ra­tion. She ar­gues that the Court in­creases the
Mem­ber States’ mar­gins for na­tional solu­tions, and, as a con­-
sequence, re­duces the pro­tec­tion of in­di­vidu­als and their rights. In
her opin­ion, this con­sti­tutes a gen­eral norm­at­ive shift in European
Union law, also shown in budget­ary, asylum, and mi­gra­tion policy.
Fur­ther­more, the judg­ment dis­torts the del­ic­ate bal­ance
between users, au­thors, ex­ploiters, and plat­forms in the field of
copy­right law, Guido Westkamp ar­gues. In this com­plex mat­rix of
dif­fer­ent in­terests, the judg­ment in­centiv­ises and re­in­forces broad
en­force­ment strategies tar­get­ing users, and dis­reg­ards user an-
Erik Tuchtfeld
19

[image: ]onym­ity as a cent­ral con­di­tion for the ex­er­cise of com­mu­nic­at­ive
and cre­at­ive freedoms.
Marcin Rojszczak re­con­structs the ten-year-old his­tory of the
CJEU’s jur­is­pru­dence on mass data re­ten­tion and con­cludes that
last year’s de­cision com­ple­ments the ex­ist­ing line of jur­is­pru­dence.
However, he la­ments the lack of depth in the Court’s explanation of
the 
re­la­tion­ship 
between 
the 
col­lec­tion 
and 
pro­cessing
of low-sensitivity data and their sub­sequent use by state au­thor­it­-
ies. This gap, he pre­dicts, will lead to more rul­ings on the mat­ter in
the future.
Valentina Lana and Aziz Z. Huq ana­lyze the spillover ef­fects
of the judg­ment, stem­ming from the in­ter­ac­tion of the de­cision
with other bod­ies of law, such as the GDPR and the DSA, and com­-
mer­cial prac­tice re­lated to data. They are “en­rich­ing and com­plic­at­-
ing” the de­cision trough con­tex­tu­al­iz­a­tion and, among oth­ers,
identify an ex­pan­sion of the right to a hu­man de­cision bey­ond the
es­tab­lished scope in European Union law.
A more crit­ical ap­proach is taken by Elif Men­dos Kuşkonmaz.
In her opin­ion, the Court’s find­ings ce­ment in­trus­ive prac­tices
stem­ming from the fight against coun­terter­ror­ism as reg­u­lar state
prac­tice for all kinds of crime. In her ana­lysis of the pro­por­tion­al­ity
of gen­eral data re­ten­tion schemes, she high­lights the zer­o-risk
imperative which drives cur­rent ap­proaches. In con­sequence,
every­one is treated like a sus­pect and must be mon­itored. With re­-
gard to data trans­fers in third coun­tries out­side the EU, she ar­gues
that the in­creas­ingly lower level of pro­tec­tion of fun­da­mental
rights in the Union must also be taken into con­sid­er­a­tion when
eval­u­at­ing the ad­equacy of for­eign data pro­tec­tion re­gimes, such as
the UK’s.
Giulia Form­ici describes the Italian data re­ten­tion re­gime,
which for a long time re­mained un­im­pressed by the CJEU’s judg-
Eyes Every­where
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[image: ]ments. Most re­cently, however, also the Italian le­gis­la­tion, in par­-
tic­u­lar with its broad in­ter­pret­a­tion of “ser­i­ous crimes” jus­ti­fy­ing
data re­ten­tion, came un­der the scru­tiny of the CJEU. In her opin­-
ion, the in­creas­ing ten­sion between Mem­ber States and the CJEU in
its at­tempt to con­sti­tu­tion­al­ize mass sur­veil­lance prac­tices should
be re­solved by the European le­gis­lat­or. While this does not ne­ces­-
sar­ily mean that all na­tional data re­ten­tion re­gimes must be
harmonized, a con­crete set of shared ba­sic prin­ciples and safe­-
guards could help Mem­ber States to nav­ig­ate through the com­plex
re­quire­ments set out in the Court’s case law.
Chiara Grazi­ani analyses the dif­fer­ent legal re­gimes in Europe
and the United States and warns that a lower­ing of pri­vacy
standards might be dic­tated by sheer eco­nomic power. In par­tic­u­-
lar, she em­phas­izes the pos­sib­il­it­ies of the US gov­ern­ment to ac­cess
the private data pools of US-­based Big Tech com­pan­ies, even when
they store their data on European soil, and the lack of ju­di­cial con­-
trol mech­an­isms to limit such data ac­cess.
Pri­vacy in times of sur­veil­lance cap­it­al­ism
The third cluster deals with col­lec­tion of per­sonal data by private
cor­por­a­tions, of­ten prom­in­ently dubbed as “sur­veil­lance cap­it­al­-
ism” (Zuboff), and the ac­cess that law en­force­ment au­thor­it­ies en­-
joy to these data pools. André Bartsch, Johanna Fink, Jakob
Mutter, Marc Bovermann, and Isabelle Weiss jointly call for
more at­ten­tion to these private data col­lec­tions when as­sess­ing the
ex­tent of gov­ern­ment sur­veil­lance. To this end, they pro­pose a
“gen­eral sur­veil­lance ac­count” (Überwachungsgesamtrechnung) cov­-
er­ing the ac­cess of law en­force­ment agen­cies to private data pools.
Such a “gen­eral sur­veil­lance ac­count” must not only in­clude a
norm­at­ive ana­lysis of the sur­veil­lance meas­ures but needs to be
Erik Tuchtfeld
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[image: ]based on a solid em­pir­ical found­a­tion. Thus, more re­port­ing ob­lig­a­-
tions for law en­force­ment agen­cies are needed.
This pro­cess of a weapon­iz­a­tion of sur­veil­lance is also
emphasized by Thomas Chris­tian Bächle, who de­scribes how
tech­niques of datafic­a­tion, pro­fil­ing, tar­get­ing and re­com­mend­ing,
which were de­veloped by so­cial me­dia plat­forms to dis­play ads to
po­ten­tial cus­tom­ers, are used by private-pub­lic cy­ber­in­tel­li­gence
ser­vices to identify com­batants and ter­ror­ists. Fur­ther­more, he de­-
scribes how the ob­ject of sur­veil­lance has ex­pan­ded in re­cent
times, shift­ing away from the mere de­scrip­tion of what people do
to the pre­dic­tion of what they will do based on prob­ab­il­it­ies linked
to their pro­files. To this end, mod­ern tech­no­lo­gies ana­lyse voices,
ges­tures, and fa­cial ex­pres­sions to un­der­stand the in­side of an in­-
di­vidu­al’s mind. If such tech­no­lo­gies were to be im­ple­men­ted on a
large scale, Bächle con­cludes, the crim­inal law of the fu­ture might
pun­ish the mere thought of com­mit­ting an il­legal act as a vi­ol­a­tion
of the law.
An­onym­ity in the di­gital world
To di­min­ish the ef­fects of con­stant sur­veil­lance in the di­gital
realm, many people dis­guise their civil iden­tity. Sarah Stummer
un­der­lines the im­port­ance of an­onym­ity for many in­ter­net users
ac­cord­ing to re­cent sur­veys and ex­plains its re­l­at­ive char­ac­ter.
While an in­di­vidual might be an­onym­ous in re­la­tion to other in­ter­-
net users, it can still be iden­ti­fi­able for law en­force­ment
authorities. A right to an­onym­ity, in­de­pend­ent of its con­crete legal
con­struc­tion, is not ab­so­lute, but only gran­ted within cer­tain lim­-
its. In her opin­ion, the ECJ’s latest de­cision con­siders this, al­low­ing
law en­force­ment to identify in­ter­net users and ef­fect­ively pro­tect
vic­tims of on­line crime.
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[image: ]The book is con­cluded by an in­ter­view with Sabine
Leutheusser-Schnarrenberger, who was, inter alia, Fed­eral
Minister of Justice and mem­ber of the Bav­arian Con­sti­tu­tional
Court. We shed some light on the re­la­tion­ship of means and ends,
and how they re­late over time, when it comes to sur­veil­lance.
No con­clu­sion, but some thoughts on an on­go­ing de­bate
The de­bate on data re­ten­tion has re­mained as lively as ever over
the past 20 years. In this ed­ited volume, we move bey­ond the tech­-
nical de­tails of the ECJ’s La Quad­rat­ure du Net II decision to situ­ate
it within a broader dis­cus­sion on an­onym­ity and sur­veil­lance,
European unity and the EU’s bound­ar­ies, and the pub­lic ob­lig­a­tion
to store data in an era of con­stant com­mer­cial track­ing.
The ques­tion of how and when the re­ten­tion of per­sonal data
without any con­crete sus­pi­cion is le­git­im­ate re­mains at the core of
cur­rent do­mestic se­cur­ity policy. In 2024 alone, the ECJ is­sued the
La Quad­rat­ure du Net II De­cision on the re­ten­tion of com­mu­nic­a­-
tion metadata, the EC­tHR ruled in Podchasov on ac­cess to the
content of communications, and the Ger­man par­lia­ment voted in
fa­vor of bio­met­ric sur­veil­lance of the internet. The lat­ter is a
measure that re­quires the cre­ation of large data­bases con­tain­ing all
per­sonal im­ages avail­able on­line.
This high­lights how the cur­rent de­bate ex­tends from IP ad­dress
re­ten­tion to bio­met­ric data­bases, gain­ing new mo­mentum with the
rise of AI ap­plic­a­tions. These tech­no­lo­gies prom­ise to sift through
vast data col­lec­tions, ana­lyz­ing and sys­tem­at­iz­ing data points to
cap­ture and in­ter­pret the of­ten un­pre­dict­able and er­ratic nature of
hu­man be­ha­viour.
In times when the le­gis­lat­ors’ judg­ment is clouded by fears of
po­ten­tial dangers, it is up to the courts – most not­ably the ECJ – to
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[image: ]keep an eye on the big­ger pic­ture and pro­tect the civil and polit­ical
freedoms en­shrined in the Uni­on’s Charter.
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[image: ]ood­bye data re­ten­tion”, pro­claimed former Fed­eral Min­is­-
ter of Justice Sabine Leutheusser-Schnarrenberger,   after
the European Court of Justice (ECJ) up­held its re­strict­ive jur­is­pru­-
dence on the stor­age and dis­clos­ure of tele­com­mu­nic­a­tion traffic
data for na­tional se­cur­ity pur­poses in its 2020 de­cision Privacy
International (C‑623/17), des­pite vehe­ment cri­ti­cism from Mem­ber
States. However, as the re­cent judg­ment by the ECJ (La Quad­rat­ure
Du Net II  (C-470/21)) shows, it is just not pos­sible to make such
apo­dictic state­ments in the field of legal policy. The threat level
determines the pro­por­tion­al­ity of the means – both of which are
sub­ject to the per­petual flux of time.
The ECJ’s La Quad­rat­ure du Net II judg­ment
With its full court judg­ment of April 30, 2024, the ECJ has fur­ther
de­veloped its re­quire­ments for the “gen­eral and in­dis­crim­in­ate re­-
ten­tion of data” of IP ad­dresses: a legal ob­lig­a­tion to re­tain data
can not only be con­tem­plated for “ob­ject­ives of com­bat­ing ser­i­ous
crime or pre­vent­ing ser­i­ous threats to pub­lic se­cur­ity” (paras. 77
and 95), but also, un­der cer­tain cir­cum­stances, for “com­bat­ing
crim­inal of­fences in gen­er­al” (paras. 92 and 103). Without ac­cess to
IP ad­dresses, the Court ar­gues, there would be “a real risk of sys­-
temic im­pun­ity not only for crim­inal of­fences in­fringing copy­right
or re­lated rights but also for other types of crim­inal of­fences com­-
mit­ted on­line or the com­mis­sion or pre­par­a­tion of which is
facilitated by the spe­cific char­ac­ter­ist­ics of the in­ter­net” (para.
119). The ECJ’s re­sponse to those who, at the mere men­tion of the
words “data re­ten­tion” – a mis­lead­ing term in my opinion  – re­flex­-
ively evoke the Or­wellian sur­veil­lance state is that the stor­age of IP
ad­dresses “does not con­sti­tute a ser­i­ous in­ter­fer­ence with the pri­-
vacy of the hold­ers of those ad­dresses, since those data do not al-
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[image: ]low pre­cise con­clu­sions to be drawn about their private life” (para.
103).
The Charter of Fun­da­mental Rights is not a “su­per po­lice act”
If the op­pon­ents of such a data re­ten­tion ob­lig­a­tion nev­er­the­less
com­plain that the judg­ment is a “misfortune” , a “disap-
pointment” and a “sad re­versal in the pro­tec­tion of privacy” , they
fail to re­cog­nise that as­sess­ments of pro­por­tion­al­ity must ne­ces­-
sar­ily ad­apt to changes of the state of se­cur­ity. The judg­ment was
only a sur­prise for those who are of the opin­ion that the bal­an­cing
of fun­da­mental rights res­ults in ab­so­lute standards, which the ECJ
had cre­ated once and for all for the field of data re­ten­tion with its
land­mark de­cision Digital Rights Ireland (C-293/12 and C-594/12) of
2014. However, this ex­ceeds the competences of ju­di­cial legal in­ter­-
pret­a­tion. As the Ger­man Fed­eral Con­sti­tu­tional Court (FCC)
clarified, the “fun­da­mental rights of the Ba­sic Law, the guar­an­tees
of the European Con­ven­tion on Hu­man Rights (E­CHR) and the
Charter of Fun­da­mental Rights of the European Union are rooted
primar­ily in com­mon con­sti­tu­tional tra­di­tions of the Mem­ber
States and are thus a mani­fest­a­tion of com­mon European and uni­-
ver­sal values” , but they do not define the de­tails of the
investigative powers of law en­force­ment. De­tailed and dif­fer­en­ti­-
ated lim­its for in­ter­fer­ences with fun­da­mental rights, as, for ex­-
ample, 
pre­scribed 
in 
Art­icle 
13 
(3-5) 
of 
the 
Ger­man
Constitution  (protecting the in­vi­ol­ab­il­ity of the home), are the
result of a par­tic­u­lar and intense political con­tro­versy sur­round­ing
the “great eaves­drop­ping of­fens­ive” – a sim­il­arly mis­lead­ing fram­-
ing from the same polit­ical camp – and an ab­so­lute ex­cep­tion.
Com­par­at­ively, such de­tailed re­quire­ments for the pur­poses and
lim­its for stor­ing and ac­cess­ing tele­com­mu­nic­a­tion traffic data do
3
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[image: ]neither ex­ist in the fun­da­mental rights cata­logues of the ECHR and
the EU Charter of Fun­da­mental Rights nor in other pro­vi­sions of
the Ger­man Con­sti­tu­tion.
On the con­trary: the val­ues pro­tec­ted by fun­da­mental rights
are ac­tu­ally in con­flict. On the level of Union law, there are the fun­-
da­mental rights to re­spect for pri­vacy and per­sonal data pro­tec­-
tion, arising from Art­icles 7 and 8 of the EU Charter of Fun­da­-
mental Rights, for those whose traffic data is stored and may,
where ap­plic­able, be ac­cessed. However, fun­da­mental rights are not
only rights of de­fence against state in­ter­ven­tions, but also in­clude
du­ties to pro­tect those who are vic­tims of crime. Thus, some have
even ar­gued that the com­plete aban­don­ment of data re­ten­tion ob­-
lig­a­tions would be in­com­pat­ible with fun­da­mental rights (see
Fischer  and Benamor ).
“Go­ing dark” in the world wide web
There are in­nu­mer­able dangers lurk­ing in the in­ter­net as a world­-
wide com­mu­nic­a­tions net­work that con­nects every­one in vir­tu­ally
all areas of life in real time.
Not even the former Fed­eral Min­is­ter of Justice Buschmann dis­-
putes that ser­i­ous crimes are be­ing com­mit­ted re­lent­lessly via the
in­ter­net, such as the con­sump­tion and dis­tri­bu­tion of child sexual
ab­use ma­ter­i­al. Genu­ine suf­fer­ing lies be­hind the vast ma­jor­ity of
crim­in­ally rel­ev­ant im­ages and videos on the in­ter­net. Al­most
every im­age up­loaded on­line is cre­ated off­line. In some cases, the
pro­duc­tion of such im­age ma­ter­ial is even pub­lished as a
livestream of the ab­use. Moreover, the in­ter­net is used to ob­tain
op­por­tun­it­ies for com­mit­ting such acts, in­clud­ing so-c­alled cy­ber­-
groom­ing. This refers to the tar­geted con­tact­ing of chil­dren on the
in­ter­net with the aim of ini­ti­at­ing sexual con­tacts, in most cases
7
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[image: ]an­onym­ously or un­der a false name. Fur­ther­more, the in­ter­net is
be­ing in­creas­ingly used to dis­sem­in­ate hate speech, it is a plat­form
for rad­ic­al­isa­tion, for ex­chan­ging dis­crim­in­at­ory ma­ter­i­als with
like-­minded per­sons and for plan­ning and con­duct­ing ter­ror at­-
tacks. But even crimes that may be con­sidered less severe are de­-
vel­op­ing ex­treme di­men­sions on the in­ter­net. For in­stance, crim­in­-
als at­tempt to ob­tain user lo­gin data us­ing all kinds of phish­ing
tac­tics, with the aim of con­duct­ing fin­an­cial trans­ac­tions for their
own be­ne­fit, es­pe­cially bank ac­count trans­fers and product or­ders.
Also, ransom­ware is used for means of di­gital ex­tor­tion.
In the an­onym­ity of the Darknet, IP ad­dresses fre­quently
represent the only in­dic­at­ors for in­vest­ig­a­tion activ­it­ies by the se­-
cur­ity ser­vices (see La Quad­rat­ure du Net I (C-511/18, C-512/18 and
C-520/18), para. 154). To use a fig­ur­at­ive com­par­is­on, IP ad­dresses
are the num­ber plates on the data high­ways, with the ma­jor dif­fer­-
ence that they are is­sued dy­nam­ic­ally with each time some­body
con­nects to the in­ter­net, which means that they can only re­veal
who is ac­cess­ing a ser­vice as long as the rel­ev­ant data is stored by
the tele­com­mu­nic­a­tions pro­vider. If the IP ad­dress is no longer
stored by the tele­com­mu­nic­a­tions pro­vider at the time of the law
en­force­ment agency’s re­quest, or can­not be de­term­ined due to the
lack of any stored port num­ber, in­vest­ig­a­tions usu­ally fail due the
ab­sence of fur­ther in­vest­ig­at­ive ap­proaches. After the failed Is­lam­-
ist ter­ror at­tack in­volving the use of the pois­ons like ri­cin and cy­-
an­ide in January 2023, hardly any­one can ser­i­ously doubt that the
fail­ure to store IP ad­dresses cre­ates se­cur­ity risks that can put
people’s lives in danger. It was only the for­tu­nate cir­cum­stance
that one of the sus­pects was a cus­tomer of a tele­com­mu­nic­a­tions
pro­vider that stores IP ad­dresses vol­un­tar­ily for seven days that led
the investigators to his home ad­dress in Castrop-Rauxel.
9
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[image: ]“Quick freeze” is not an al­tern­at­ive
The “quick freeze” pro­ced­ure pro­posed by the former Fed­eral Min­-
is­ter of Justice is not able to fill the pro­tec­tion gap caused by the
omis­sion to store IP ad­dresses. Here, data from the period be­fore
the ju­di­cial or­der was is­sued can only be gathered if it has been
stored vol­un­tar­ily by the pro­vider, for ex­ample for com­mer­cial
purposes. Due to the un­avoid­able delay un­til a se­cur­ity ser­vice is
no­ti­fied of an of­fence, the quick freeze pro­ced­ure is un­suit­able, in
par­tic­u­lar when it comes to com­bat­ing child sexual ab­use. It is also
im­port­ant to note that after a cer­tain period of time, pro­viders are
leg­ally ob­liged by data pro­tec­tion law to ir­re­vers­ibly de­lete data
that they have stored and no longer re­quire. The quick freeze pro­-
ced­ure only al­lows for data to be frozen which is still avail­able at
the time of the court’s de­cision. Even in the best cases, pro­viders
cur­rently only store IP ad­dresses between four and seven days.
Some­times they store the data only for one day or a few hours, so
that the quick freeze pro­ced­ure is in most cases no longer cap­able
of se­cur­ing any rel­ev­ant data.
Pro­por­tion­al­ity de­pends on con­text and time
As with all na­tional se­cur­ity mat­ters, pro­por­tion­al­ity is a de­cis­ive
factor when it comes to the ques­tion of the leg­al­ity of stor­ing
traffic data. The aim is to cre­ate an ap­pro­pri­ate bal­ance for the con­-
flict­ing fun­da­mental rights. This con­sid­er­a­tion falls within the
primary com­pet­ence of the demo­crat­ic­ally le­git­im­ized le­gis­lature.
The ob­jectiv­ity of law in­ev­it­ably reaches a cer­tain limit here, since
the ques­tion of what is pro­por­tion­ate is al­ways to a cer­tain de­gree
in the eye of the be­holder and de­pends on the lat­ter’s val­ues and
con­vic­tions. In other words, the bal­an­cing of the im­pacts cer­tain
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31

[image: ]meas­ures have on fun­da­mental rights with the pur­poses pur­sued
by the law, in par­tic­u­lar when they are aim­ing at pro­tect­ing cit­-
izens’ fun­da­mental rights, is at its core a polit­ical de­cision, which is
de­term­ined by the demo­crat­ic­ally elec­ted ma­jor­ity. The out­come of
this bal­an­cing ex­er­cise can change when demo­cratic ma­jor­it­ies
change. For ex­ample, a so­cial-lib­eral gov­ern­ment might eval­u­ate
the pro­por­tion­al­ity of a lim­ited re­ten­tion of IP ad­dresses
differently than a Chris­ti­an-­con­ser­vat­ive government . The
primacy of polit­ics makes it im­possible to de­rive ab­so­lute ju­di­cial
stand­ards from the prin­ciple of pro­por­tion­al­ity that bind the le­gis­-
lature forever.
There is no doubt that one of the great achieve­ments of the
rule of law is that in­de­pend­ent courts, which, like the ECJ and the
Fed­eral Con­sti­tu­tional Court, have the power to re­view le­gis­la­tion,
en­sure that the polit­ical ma­jor­ity does not lose sight of what is
reas­on­able. However, this does not le­git­im­ise any kind of ju­di­cial
“su­per le­gis­lature”. The re­quire­ment of ju­di­cial self-restraint is to a
con­sid­er­able de­gree im­man­ent to the test of pro­por­tion­al­ity. It is
not al­ways the case that this is ob­served as con­sist­ently by the
courts as it was by the Ger­man Con­sti­tu­tional Court dur­ing the
COVID pan­dem­ic. Here, the Court made the fol­low­ing cla­ri­fic­a­tion:
“When as­sess­ing whether a meas­ure is ap­pro­pri­ate, too, the
legislator in prin­ciple has a mar­gin of ap­pre­ci­ation […]. In this re­-
spect, the Fed­eral Con­sti­tu­tional Court re­views whether the le­gis­-
lator has taken ten­able de­cisions within its mar­gin of
appreciation.”
(para. 217)
However, the more the ju­di­ciary takes the test of pro­por­tion­al­ity
out of the hands of the le­gis­lature, the more politi­cized it be­comes.
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[image: ]If every prob­lem had only one pro­por­tional solu­tion, the Bundestag
would be out of a job by now, after 75 years of vig­or­ous le­gis­la­tion.
The fact that this is not the case has one simple reas­on: the world
is in a state of con­stant change. Not only do some val­ues and con­-
vic­tions change in the course of time but also – and par­tic­u­larly –
the polit­ical and so­cial frame­work. This ap­plies above all in
“insecure times”, when crises and in­ter­na­tional con­flicts render the
world in a state of un­rest. As a res­ult of this, “there is no ‘fi­nal
word’ in a democracy” . With demo­cracy, it is there­fore as with
com­mu­nic­at­ing ves­sels: Any change on one side al­ways leads to a
change on the oth­er. As a re­l­at­ive prin­ciple, pro­por­tion­al­ity is an
in­her­ently un­suit­able in­stru­ment to de­velop ab­so­lute stand­ards for
etern­ity.
If the threat changes, the pro­por­tion­al­ity of coun­ter­meas­ures
changes ac­cord­ingly
In terms of se­cur­ity law, a change in the threat situ­ation re­quires a
re­sponse by the le­gis­lat­or. It must put the se­cur­ity ser­vices in a po­-
s­i­tion that en­ables them to re­act ad­equately to the new threat situ­-
ation. If a court de­cision has con­duc­ted a pro­por­tion­al­ity re­view to
a great ex­tent in the place of the le­gis­lature, the change in the
threat situ­ation can force the court to re-e­valu­ate its assessment. A
judg­ment is al­ways bound to its con­crete con­text and thus lim­ited
in its ef­fects, es­pe­cially when pro­por­tion­al­ity con­sid­er­a­tions were
at the core of the de­cision. A dif­fer­ent con­text can and must res­ult
in a dif­fer­ent de­cision. This is quite self-evid­ent, and is now per­-
ceived with par­tic­u­lar clar­ity in the more de­cision­istic case law of
the ECJ. Such re-e­valu­ations can also be found, however, in the case
law of the Ger­man Con­sti­tu­tional Court, which is ori­ented more to-
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[image: ]wards con­tinu­ity. This is evid­ent in the judgment from 2020 re­-
gard­ing the stra­tegic for­eign telecommunications sur­veil­lance of
the Ger­man Fed­eral Intelligence Service (BND): here, the Court on
the one hand em­phas­ized the higher in­tens­ity of the in­ter­fer­ence
with fun­da­mental rights con­sid­er­ing the “d­is­pro­por­tion­ately
broader ac­cess” com­pared to its de­cision from 1999 , but at the
same time, it con­tras­ted it with the “higher po­ten­tial for danger”
that had res­ul­ted from the de­vel­op­ment of com­mu­nic­a­tions tech­-
no­logy, the tighter cross-bor­der in­teg­ra­tion of the liv­ing con­di­tions
in gen­er­al, and the con­sid­er­able in­crease in threats from abroad.
The same prin­ciples must ap­ply when it comes to data re­ten­-
tion. Since the pre­ced­ent-­set­ting judg­ments of the Ger­man Con­sti­-
tu­tional Court in 2010 and the ECJ in 2014 (Digital Rights Ireland),
the se­cur­ity situ­ation in Ger­many and Europe has changed pro­-
foundly. The global polit­ical land­scape is con­sid­er­ably less stable in
the wake of the war in Ukraine and the con­flicts in the Middle East,
and also due to the im­pact of cli­mate change and the COVID pan­-
dem­ic. Also do­mestic se­cur­ity is en­dangered to a de­gree that would
have been un­ima­gin­able only a few years ago. We are be­ing over­run
al­most daily with cy­ber­at­tacks and dis­in­form­a­tion cam­paigns by
for­eign powers, while their es­pi­on­age and sab­ot­age are mean­while
ex­ceed­ing Cold War levels. At the same time, global in­sec­ur­ity is
fuel­ling ex­trem­ist ef­forts of all kinds, as well as crude con­spir­acy
the­or­ies, and an­ti­-­demo­cratic pro­pa­ganda. Un­bridled hate and
agit­a­tion are pro­lif­er­at­ing, especially on the in­ter­net, but also on
our streets, where po­lice and res­cue ser­vices come un­der at­tack
and are even lured into traps. Gen­eral ac­cept­ance of the fun­da­-
mental val­ues of a lib­eral ba­sic demo­cratic or­der in so­ci­ety is van­-
ish­ing. The in­ev­it­ab­il­ity that lib­eral demo­cracy could one day mark
“the end of history” , ap­pears to us today as il­lus­ory, even as a
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[image: ]uto­pia, when we already dis­cuss the ques­tion of “How Demo­cra­cies
Die” .
The alarm­ing de­vel­op­ments in our se­cur­ity situ­ation are call­ing
many cer­tain­ties from the past into ques­tion. This also ap­plies to
the idea, in­her­ited from the 1970s, that sur­veil­lance in­ev­it­ably re­-
stricts free­dom. The dysto­pian fears for the fu­ture that pre­vailed at
that time, which con­tinue to sur­vive to this day in cer­tain circles,
are the basis of their fun­da­mental re­jec­tion of the tem­por­ary re­-
ten­tion of IP ad­dresses. I was never con­vinced by this at­ti­tude,
since se­cur­ity ser­vices that are bound by the rule of law are not a
threat but a guar­an­tee of free­dom. Today, I con­sider this
self-evident. The “turn­ing point” in the pro­tec­tion of ex­ternal se­-
cur­ity an­nounced by the former Chan­cel­lor Scholz is equally in­ev­it­-
able in our do­mestic se­cur­ity policy. This also in­volves a
re-evaluation of traffic data re­ten­tion. Even after the de­cisions by
the ECJ and Fed­eral Ad­min­is­trat­ive Court , I have cri­ti­cised that
the former Fed­eral Min­is­ter of Justice is re­fus­ing to do his work at
the ex­pense of vic­tims of ser­i­ous crimes like child sexual abuse.
After the re­cent judg­ment, it is now clear that the com­puls­ory re­-
ten­tion of IP ad­dresses would be com­pat­ible with Union law, even
in the case of far less ser­i­ous crimes. For which ones ex­actly re­-
mains to be dis­cussed in more de­tail. The com­plete fail­ure by the
fed­eral le­gis­lature is no longer com­pat­ible with the pro­tec­tion of
vic­tims as demanded by fun­da­mental rights. To pro­tect free­dom
on­line, our security services ur­gently need to be able to ac­cess
stored IP ad­dresses. The ECJ has cor­rectly re­cog­nized this need.
Thus, it is not the time to say “Goodbye”.
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[image: ]My spe­cial thanks go to the staff of the Bav­arian State Min­istry of
the In­teri­or, for Sport and In­teg­ra­tion, in par­tic­u­lar Min­is­teri­alrat Dr.
Jo­hannes Un­ter­reit­meier and Ober­re­gier­ung­s­rätin Ms. Kath­rin Aicher.
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[image: ]ass data re­ten­tion is on the rise: on the ini­ti­at­ive of Hesse
(gov­erned by con­ser­vat­ives and so­cial-­demo­crat­s), the
Bundes­rat has called on the Bundestag to in­tro­duce a one-­month
re­ten­tion period for IP addresses, North Rhine-West­phalia,
Schleswig-Hol­stein and Baden-Württemberg (the co­ali­tions of con­-
ser­vat­ives and greens in Ger­many) sup­port a sim­ilar initiative, and
the (con­ser­vat­ive) Bav­arian Min­is­ter of the In­teri­or, Joachim
Herrmann, is also call­ing for “More pro­tec­tion for vic­tims through
data retention” . In the cur­rent hey­day of se­cur­ity pack­ages in
Germany, we are now also see­ing a “su­per grand co­ali­tion” in fa­-
vour of man­dat­ory IP ad­dress re­ten­tion.
Her­rmann ar­gues, on be­half of this “co­ali­tion of the will­ing” to
store data, that the changes in Ger­many’s and Europe’s se­cur­ity are
for­cing con­sti­tu­tional courts to re­con­sider the pro­por­tion­al­ity
stand­ards of past de­cisions and, in par­tic­u­lar, to al­low the in­tro­-
duc­tion of mass data re­ten­tion. He paints a dysto­pian pic­ture of
the situ­ation in Ger­many, a state of hate and vi­ol­ence. What he and
his polit­ical com­rades-in-arms over­look: The in­vest­ig­at­ive
capacities of law en­force­ment au­thor­it­ies have never been bet­ter,
and the di­gital data pools that can be ana­lyzed have never been
larger.
The nev­er­-end­ing story of mass data re­ten­tion
Mass data re­ten­tion to com­bat in­ter­net-re­lated crimes is an ever­-
green in European se­cur­ity policy. The Ger­man Fed­eral Con­sti­tu­-
tional Court and the European Court of Justice (ECJ) have by now
issued (at least) eight different rulings  on the permissibility  and
struc­ture of a pre­vent­ive ob­lig­a­tion to store metadata (such as tele­-
phone num­bers and times of tele­phone calls, the con­nec­tion owner
be­hind an IP ad­dress and loc­a­tion data of cell phones, see Art­icle 5
M
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[image: ]of the Data Re­ten­tion Dir­ect­ive of 2006 (Dir­ect­ive 2006/24/EC).
Herrmann’s accusation that “data re­ten­tion” is a “mis­lead­ing term”
of a cer­tain “polit­ical camp” is not very con­vin­cing. As the
European Dir­ect­ive re­pealed by the ECJ in 2014 was en­titled
“Directive […] on the re­ten­tion of data […]”, the ac­cus­a­tion can ba­-
sic­ally only be dir­ec­ted self-crit­ic­ally at the (con­ser­vat­ive) ma­jor­ity
in the Coun­cil and Par­lia­ment at the time, which ad­op­ted the
Directive with this name.
Data re­ten­tion has been the sub­ject of in­tense polit­ical and
legal de­bate for al­most two dec­ades now. It was in­tro­duced in Ger­-
many 
in 
2007,  
immediately 
re­stric­ted 
by 
a 
tem­por­ary
injunction from the Fed­eral Con­sti­tu­tional Court, de­clared un­con­-
sti­tu­tional in 2010,   passed again – in a mod­i­fied form – by the
Bundestag in 2015,  declared un­law­ful un­der EU law and there­fore
in­ap­plic­able by the OVG Mün­ster in 2017; an as­sess­ment that was
fi­nally con­firmed by the ECJ in Bundesrepublik Deutsch­land v
SpaceNet AG (C‑793/19) and Bundesrepublik Deutsch­land v Telekom
Deutsch­land GmbH (C‑794/19) in 2022. The co­ali­tion agree­ment of
the former “traffic light co­ali­tion” provided for reg­u­la­tions on data
re­ten­tion to be de­signed in such a way that they “can be stored in a
leg­ally se­cure man­ner on a case­-by-case basis and by court
order”. While former (lib­er­al) Min­is­ter of Justice Buschmann
sees this agree­ment as a man­date to im­ple­ment the quick freeze
concept (in which metadata is only “frozen” on an ad hoc basis fol­-
low­ing a crim­inal offense), the so­cial-­demo­cratic Min­is­ter of the
In­terior Faeser – in con­tra­dic­tion to the co­ali­tion agree­ment, but in
agree­ment with the opposition and the Bundes­rat – is call­ing
for  the in­tro­duc­tion of gen­eral IP data retention. It shows that
the al­most 20-year his­tory of data re­ten­tion in Ger­many is quite
con­fus­ing and has been char­ac­ter­ized by many agree­ments, ter­-
min­a­tions of agree­ments, judg­ments and civil so­ci­ety protests.
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[image: ]The prob­lem of an­onym­ity on the in­ter­net
Data re­ten­tion is more con­tro­ver­sial than al­most any other
measure in Ger­man do­mestic policy. The cur­rent de­mands are lim­-
ited to the in­tro­duc­tion of IP data re­ten­tion. Un­like, for ex­ample,
the stor­age of loc­a­tion data, times and par­ti­cipants in tele­phone
calls, this is not about the pos­sib­il­ity of ret­ro­spect­ively in­vest­ig­at­-
ing the life of a known sus­pect, but about identi­fy­ing an un­known
sus­pect. Thus, it is primar­ily a tool for de-an­onym­iz­a­tion, not for
com­pre­hens­ive pro­fil­ing. Ac­cord­ingly, the Fed­eral Con­sti­tu­tional
Court already em­phas­ized in its 2010 decision  and the ECJ since
2020 in La Quad­rat­ure Du Net I (C-511/18, C-512/18 and C-520/18;
paras. 152-159) that the re­quire­ments for IP data re­ten­tion are
lower than for the re­ten­tion of other metadata.
However, it re­mains the case, as crit­ics re­peatedly em­phas­ize in
vari­ous places, that the re­ten­tion of data without reas­on­able cause
puts cit­izens un­der gen­eral suspicion. From this point of view,
an­onym­ity is seen as a danger whose primary func­tion is to provide
a cover for crimes. As a res­ult, cit­izens are gen­er­ally seen as pos­-
sible per­pet­rat­ors who must ac­cept in­ter­fer­ences with their
fundamental rights in or­der to be iden­ti­fi­able at the time when the
sus­pi­cion is real­ized and a crime is com­mit­ted. The possibility of
iden­ti­fic­a­tion is not a by-­product of other data pro­cessing – such as
the stor­age of IP ad­dresses for com­mer­cial pur­poses or
maintenance purposes – but the sole pur­pose of the state’s com­-
mand to store data. This ig­nores that an­onym­ity – both in vir­tual
as in phys­ical spaces – is a pre­requis­ite for free­dom. The mere ex­-
ist­ence of sur­veil­lance in­creases the pres­sure to con­form and leads
to chilling effects for the ex­er­cise of freedoms pro­tec­ted by fun­da­-
mental rights, in­clud­ing stat­ing (sup­posedly) con­tro­ver­sial opin­-
ions.
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[image: ]The de­pend­ency on con­text of fun­da­mental rights judg­ments
Her­rmann is right to em­phas­ize that the legal as­sess­ment of
interferences with fun­da­mental rights de­pends on the con­text. For
ex­ample, 
new 
tech­no­lo­gical 
de­vel­op­ments 
or 
al­tern­at­ive
investigative procedures could lead to less in­trus­ive, equally
effective means to foster a le­git­im­ate goal, so that pre­vi­ously per­-
miss­ible in­ter­fer­ences with fun­da­mental rights are no longer
necessary. In its 2010 de­cision on data re­ten­tion, the Fed­eral
Constitutional Court also made it clear that the pro­por­tion­al­ity of
an in­di­vidual sur­veil­lance meas­ure must al­ways be as­sessed in the
con­text of the over­all state of state sur­veil­lance (“­gen­eral
surveillance account”):
“[…] the re­ten­tion of tele­com­mu­nic­a­tions traffic data must not be
un­der­stood as pav­ing the way for le­gis­la­tion aim­ing to en­able, to
the greatest ex­tent pos­sible, the pre­cau­tion­ary re­ten­tion of all
data that could po­ten­tially be use­ful for law en­force­ment or pub­lic
se­cur­ity pur­poses. Re­gard­less of how the pro­vi­sions gov­ern­ing
data use were de­signed, any such le­gis­la­tion would be in­com­pat­-
ible with the Con­sti­tu­tion from the out­set. The re­ten­tion of tele­-
com­mu­nic­a­tions traffic data without spe­cific grounds will only
sat­isfy con­sti­tu­tional stand­ards if it re­mains an ex­cep­tion to the
rule. It must not be pos­sible to re­con­struct prac­tic­ally all activ­it­ies
of cit­izens even in com­bin­a­tion with other ex­ist­ing datasets.”
(para. 218)
In or­der to ef­fect­ively pro­tect fun­da­mental rights against the pos­-
sib­il­ity to “re­con­struct prac­tic­ally all activ­it­ies of cit­izens” in
today’s “Sur­veil­lance Cap­it­al­ism” (Zuboff), a com­pre­hens­ive ana­-
lysis of all data col­lec­tions avail­able to law en­force­ment au­thor­it­ies
17
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[image: ]is re­quired. They of­ten com­plain that the in­creas­ing use of en­cryp­-
tion tech­no­lo­gies makes it more dif­fi­cult to mon­itor com­mu­nic­a­-
tion (often re­ferred to as “go­ing dark” ). However, in the his­tory of
man­kind, in­di­vidu­als have never pro­duced as much per­sonal data
as they do today. That these data col­lec­tions, which are held by
private com­pan­ies, are be­ing used for other than their ori­ginal pur­-
poses by law en­force­ment can be ob­served in­tens­ively in the USA.
There, for ex­ample, law en­force­ment au­thor­it­ies have ob­tained in­-
form­a­tion from Google about which users have used cer­tain search
terms or been to cer­tain locations. A strik­ing ex­ample of this mis­-
ap­pro­pri­ation of even the most sens­it­ive data is the well-founded
fear that the data stored by fe­male health apps will be ac­cessed in
the fu­ture to pro­sec­ute il­legal abortions.
These are all con­texts and so­cial con­di­tions that Her­rmann
seems to over­look. In­stead, he em­phat­ic­ally em­phas­izes that “do­-
mestic se­cur­ity is en­dangered to a de­gree that would have been un­-
ima­gin­able only a few years ago” and clas­si­fies the no­tion that
“sur­veil­lance in­ev­it­ably re­stricts freedom” as some­thing “in­her­ited
from the 1970s”. At this point, it should there­fore be noted that life
in Ger­many as a whole – des­pite some prob­lem­atic de­vel­op­ments
in re­cent years – is safer than ever be­fore. In a long-term view,
there are fewer homicides,   less violence,   more rights for
women and minorities   and less terrorism than in the past.
There­fore, la­belling the idea of a so­ci­ety free from sur­veil­lance as
“out­dated” by Her­rmann is at least not foun­ded in any real-life
decrease in se­cur­ity in re­cent dec­ades in Ger­many.
IP mass data re­ten­tion as a pan­acea
In line with this, Her­rmann sketches the im­age of an in­ter­net in
which “in­nu­mer­able dangers” lurk, in which “ser­i­ous crimes are be-
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[image: ]ing com­mit­ted re­lent­lessly” and “[u]n­bridled hate and agit­a­tion are
pro­lif­er­at­ing”. This is as (un­)true for the in­ter­net as it is for
physical spaces: where people come to­geth­er, there is an ex­change
of know­ledge and ex­per­i­ence, cre­ativ­ity and in­spir­a­tion, friend­ship
and solid­ar­ity. However, as in any so­cial con­text, norm vi­ol­a­tions,
in­clud­ing the most ser­i­ous crimes, are also committed.   These
must be pre­ven­ted to a suf­fi­cient de­gree – also due to the state’s
duty to pro­tect its cit­izens – and oth­er­wise be sanc­tioned. However,
Her­rman­n’s pan­or­ama of cy­ber­crime, from the ex­change of child
sexual ab­use ma­ter­ial (C­SAM) to ransom­ware at­tacks, gives the im­-
pres­sion that IP data re­ten­tion is the only thing stand­ing between
a state of rampant vi­ol­ence and law­less­ness caused by an­onym­ity
on the one hand and a good life in ab­so­lute se­cur­ity on the oth­er.
This clearly ex­ceeds the reas­on­able ex­pect­a­tions for IP data re­-
ten­tion. Firstly, it is already the case that, in prac­tice, all Ger­man
tele­com­mu­nic­a­tions pro­viders vol­un­tar­ily store IP ad­dresses for
seven days for billing purposes.  The Bundes­rat’s ini­ti­at­ive men­-
tioned above also ex­pli­citly re­cog­nizes this. These seven days are
already suf­fi­cient to en­able the iden­ti­fic­a­tion of sus­pects in a good
three quar­ters of all proceedings.
However, there are many reas­ons why IP ad­dresses of­ten do not
bring the de­sired suc­cess: For ex­ample, if the iden­ti­fied con­nec­tion
is the op­er­ator of a pub­lic Wi-Fi hot­spot, such as those found in
cafés, trains and many other pub­lic places, the in­vest­ig­a­tion will
come to noth­ing. Even if a con­nec­tion is shared in a flat or fam­ily,
identi­fy­ing the sus­pect in­volves con­sid­er­able fur­ther in­vest­ig­a­tion.
IP ad­dresses can also be eas­ily dis­guised tech­nic­ally, for ex­ample by
us­ing a vir­tual private net­work (VPN) or a proxy. Es­pe­cially in the
field of ser­i­ous crime, crim­in­als also of­ten use the so-c­alled
“Darknet” (it should be noted at this point, however, that the use of
the Darknet is es­sen­tial for hu­man rights act­iv­ists in au­thor­it­arian
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[image: ]re­gimes). This refers to a part of the in­ter­net that is not ac­cess­ible
via con­ven­tional browsers, but via the Tor net­work with the Tor
Browser. This net­work con­sists of sev­eral lay­ers (Tor is an ab­bre­vi­-
ation for “The Onion Rout­ing”) that en­sure en­cryp­ted and
anonymous communication. Con­trary to what Her­rmann claims, IP
ad­dresses are in this con­text not “the only in­dic­at­ors for in­vest­ig­a­-
tion activ­it­ies by the se­cur­ity services” , but are use­less be­cause
they are al­ways ob­fus­cated.
In­stead, it is more prom­ising – and in line with the state’s duty
to pro­tect – to de­velop tar­geted solu­tions for par­tic­u­lar crim­inal
phe­nom­ena. One prom­ising in­vest­ig­at­ive start­ing point is the user
ac­count, which is used to con­tact vic­tims and is, thus, a
prerequisite for the com­mis­sion of the crimes. Such an ac­count can
provide a vari­ety of clues that can be ana­lyzed by Open Source
Intelligence (OSINT)  or So­cial Me­dia In­tel­li­gence (SOC­MINT)
investigations. The ECJ also re­cog­nizes this (La Quad­rat­ure du Net
II, C-470/21; paras. 120-121), but em­phas­izes the par­tic­u­lar in­tens­-
ity of the in­ter­fer­ence of such com­pre­hens­ive in­vest­ig­a­tions for the
per­son con­cerned, as fur­ther in­form­a­tion about their private life is
ob­tained. However, it does not seem to take into ac­count that these
in­ter­fer­ences are lim­ited to a spe­cific sus­pect and there­fore have
sig­ni­fic­antly less broad ef­fects than the mass re­ten­tion of the data
of all cit­izens.
User ac­counts as an in­vest­ig­at­ive ap­proach for ser­i­ous crime
As the ac­counts are of­ten used re­peatedly, the pre­vent­ive stor­age of
IP ad­dresses is not ne­ces­sary in or­der to use them for in­vest­ig­at­ive
pur­poses. In­stead, it would be sufficient to for­ward the IP ad­dress
of the user ac­count the next time the ac­count is used after a sus­pi-
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[image: ]cion of a crime has been con­firmed and then im­me­di­ately re­solve it
in or­der to identify the in­di­vidual be­hind the IP.
Such an ap­proach is prom­ising even in cases of ser­i­ous crime,
such as the dis­sem­in­a­tion of CSAM. A large num­ber of these cases
only be­come known due to re­ports from the US-­based NGO
NCMEC, which co­oper­ates with so­cial plat­forms and cloud ser­vices
that sys­tem­at­ic­ally fil­ter the con­tent up­loaded to them – both pub­-
lic or private ma­ter­ial – for CSAM. Law en­force­ment au­thor­it­ies
em­phas­ize that in these cases, the “IP ad­dress is the best in­vest­ig­-
at­ive ap­proach to identify the per­pet­rat­ors, in some cases even the
only one” . However, all of these con­stel­la­tions in­volve sus­pects
who have cre­ated a user ac­count on the re­spect­ive ser­vice. The re­-
cur­ring use of the ac­count means that the re­spect­ive com­pany re­-
peatedly ob­tains know­ledge of the user’s cur­rent IP ad­dress – on
every single in­ter­ac­tion. In these cases, the cur­rent IP ad­dress can
be passed on to the law en­force­ment au­thor­it­ies (after ju­di­cial au­-
thor­iz­a­tion), and can then be re­solved in real time by the tele­com­-
mu­nic­a­tions pro­viders. Con­sequently, there is no need to store the
IP ad­dresses of per­sons without any con­nec­tion to a crime.
The same ap­plies to cases of groom­ing, in which adults ap­-
proach chil­dren and youth with the ob­ject­ive of sexual ab­use. This
hap­pens mainly on so­cial plat­forms that are at­tract­ive to minors. It
is there­fore ne­ces­sary for the per­pet­rat­ors to have a user ac­count in
or­der to make and main­tain con­tact with the minors. The
perpetrators’ aim of es­tab­lish­ing a basis of trust with them and
pos­sibly even cre­at­ing a re­la­tion­ship of de­pend­ency is only pos­-
sible through the re­cur­ring use of the ac­count.
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[image: ]The reas­on­ab­il­ity of in­ter­fer­ences with fun­da­mental rights
Her­rmann is right to em­phas­ize that it is primar­ily the task of
policy-makers to bal­ance and re­con­cile con­flict­ing fun­da­mental
rights. To this end, dif­fer­ent parties and gov­ern­ing ma­jor­it­ies pro­-
pose dif­fer­ent solu­tions that are in demo­cratic com­pet­i­tion with
each other. The frame of this demo­cratic com­pet­i­tion is defined by
the con­sti­tu­tion. There is no “primacy of polit­ics” over the law as
claimed by Her­rmann, but rather an ob­lig­a­tion of the le­gis­la­tion to
ob­serve the “con­sti­tu­tional or­der” and fun­da­mental rights “as
directly applicable law” (Articles 1 para. 3; 20 para. 3 Ger­man
Constitution). 
This 
lim­it­a­tion 
of 
pub­lic 
power 
by 
law
characterizes the rule of law. It is dan­ger­ous to sug­gest that the ju­-
di­cial pro­hib­i­tion of a cer­tain sur­veil­lance meas­ure is tan­tamount
to el­ev­at­ing the ju­di­ciary to a “su­per le­gis­lature” in which there is
only room for “one pro­por­tion­ate solu­tion”. Judg­ments con­sid­er­ing
one’s own polit­ical plans as a vi­ol­a­tion of fun­da­mental rights may
be painful, but should rather en­cour­age a self-crit­ical re­flec­tion
of the re­spect­ive polit­ical po­s­i­tions than harsh cri­ti­cism of the
courts.
It is still up for de­bate whether and how IP data re­ten­tion fits
into the polit­ical mar­gin defined by the ECJ. In La Quad­rat­ure Du
Net II (C-470/21), the ECJ found that the re­ten­tion of IP ad­dresses
“does not con­sti­tute a ser­i­ous in­ter­fer­ence”. However, the apo­dictic
state­ment in the judg­ment that without IP data re­ten­tion there
would be “real risk of sys­temic impunity” (para. 119) fails to re­cog­-
nize, in my opin­ion, how ex­tens­ive the in­vest­ig­at­ive ca­pa­cit­ies of
law en­force­ment au­thor­it­ies with their ac­cess to private data col­-
lec­tions already are. The as­sess­ment that the re­ten­tion of ad­di­-
tional data be­ne­fits the pro­tec­tion of fun­da­mental rights com­pared
to other in­vest­ig­at­ive meas­ures is not very con­vin­cing to say the
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[image: ]least (see, however, paras. 120-121). Furthermore, as shown above,
the wide­spread use of user ac­counts in the com­mis­sion of crim­inal
of­fenses due to the ar­chi­tec­ture of today’s in­ter­net of­fers op­por­-
tun­it­ies to identify sus­pects via their IP ad­dress even without pre­-
vent­ive data re­ten­tion.
Moreover, it would be a mis­take to in­ter­pret the rul­ing as a
blank cheque for IP data re­ten­tion. The qual­i­fic­a­tion of the in­ter­-
fer­ence as not be­ing ser­i­ous re­quires “a set of re­quire­ments in­ten­-
ded to en­sure, in es­sence, a genu­inely wa­ter­tight sep­ar­a­tion of the
dif­fer­ent cat­egor­ies of data re­tained, such that the com­bin­a­tion of
data be­long­ing to dif­fer­ent cat­egor­ies is genu­inely ruled out” (para.
103). These high tech­nical re­quire­ments for data re­ten­tion, in par­-
tic­u­lar the “wa­ter­tight sep­ar­a­tion” of dif­fer­ent data cat­egor­ies to
avoid de­tailed pro­files, have led to in­dustry as­so­ci­ations from Ger­-
many stat­ing pub­licly that they are in fact no longer al­lowed to
store data and must dis­con­tinue the cur­rent vol­un­tary re­ten­tion of
IP addresses. It re­mains un­clear how these re­quire­ments can be
im­ple­men­ted in prac­tice. There­fore, the in­tro­duc­tion of laws man­-
dat­ing IP data re­ten­tion is still as­so­ci­ated with a high de­gree of
legal un­cer­tainty. The only thing that seems cer­tain after April 30,
2024 is that data re­ten­tion will con­tinue to oc­cupy courts through­-
out Europe.
A Zeiten­wende in se­cur­ity policy
People in Ger­many have a right to be pro­tec­ted by the state. The
se­cur­ity policy of re­cent dec­ades has of­ten sailed on the edge of be­-
ing un­con­sti­tu­tional – and some­times even bey­ond it. Such a
policy does not make the coun­try safer. Rather, it leads to un­jus­ti­-
fied in­ter­fer­ences with fun­da­mental rights and legal un­cer­tainty. A
lot of time and en­ergy is lost in le­gis­lat­ive pro­cesses, the product of
36
37
Pro­tect­ing Vic­tims Without Mass Sur­veil­lance
50

[image: ]which is de­clared null and void by the highest courts years later.
This does not help the vic­tims of vi­ol­ence.
Ger­man se­cur­ity policy needs a Zeitenwende. Law en­force­ment
au­thor­it­ies should work to­gether with vic­tims of crimes and civil
so­ci­ety or­gan­iz­a­tion in an open pro­cess to de­velop tar­geted
measures to en­hance crim­inal pro­sec­u­tion without ex­pand­ing mass
sur­veil­lance and dis­mant­ling legal pro­tec­tion. Only re­cently,
Höffler clearly explained why the best se­cur­ity policy is a so­cial
policy that ad­dresses the struc­tural causes of ex­clu­sion and vi­ol­-
ence and, thus, makes the coun­try safer for everyone.
I agree with Her­rmann that our demo­cracy is in danger.
Freedoms that were long thought to be safe are once again be­ing
called into ques­tion. The grow­ing right-wing ex­trem­ism in this
coun­try is a danger to our demo­cracy. It is there­fore im­port­ant that
our demo­cratic and con­sti­tu­tional in­sti­tu­tions are strengthened.
This in­cludes, in par­tic­u­lar, the sep­ar­a­tion of powers and ef­fect­ive
ju­di­cial re­view mech­an­isms. We must not al­low ourselves to be in­-
tim­id­ated by the en­emies of freedom, but in­stead counter them
with more open­ness and more democracy.
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Data Re­ten­tion
Between Fun­da­mental Rights and In­teg­ra­tion

[image: ]
[image: ]he most vo­cally de­bated and leg­ally in­tens­ively ex­amined
instrument of mass sur­veil­lance is the ob­lig­a­tion of tele­com­-
mu­nic­a­tion ser­vices pro­viders to re­tain metadata (such as traffic
and loc­a­tion data or IP ad­dresses) of all their users without them
be­ing in any way con­nec­ted to a crime. The cent­ral prot­ag­on­ist in
this saga of “mass data re­ten­tion” is the Court of Justice of the
European Union (CJEU). In its Digital Rights Ireland (C‑293/12 and
C‑594/12) ruling of 2014, the CJEU de­clared the European Data Re­-
ten­tion Dir­ect­ive (Dir­ect­ive 2006/24/EC) (DRD), which uni­ver­sally
ob­liged pro­viders to re­tain their cus­tom­er’s traffic data, as in­com­-
pat­ible with Art­icles 7 and 8 of the Charter of Fun­da­mental Rights
of the European Union (EU-C­FR). Since then, the CJEU has gran­ted
Mem­ber States in­creas­ingly broad lee­way in a series of rul­ings.
Most re­cently, the Court ruled  in  La Quad­rat­ure Du Net
II  (C-470/21)  that the re­ten­tion of IP ad­dresses is per­miss­ible to
combat “general crim­inal of­fenses”.
This de­vel­op­ment has drawn cri­ti­cism of the CJEU. Some ar­gue
that the Court has taken “one step for­ward and two steps back” .
First, the Court wanted to es­tab­lish it­self as a highly fun­da­mental
rights sens­ible in­sti­tu­tion in Digital Rights Ireland. Then, in a “Co­-
per­nican revolution” , it re­vised its lib­eral stance. While I do not
want to dis­miss this cri­ti­cism com­pletely, I be­lieve that one should
not re­gard the court’s shift as yield­ing to the polit­ical pres­sure
from the Mem­ber States. Rather, it is the lo­gical con­sequence of the
ex­pand­ing European com­pet­ence on (con­sti­tu­tion­al) se­cur­ity law.
Se­cur­ity law, in this con­text, refers to the law fo­cus­ing on the pro­-
ced­ures and in­vest­ig­a­tion meas­ures of law en­force­ment agen­cies
and in­tel­li­gence ser­vices. This tra­di­tion­ally na­tion­ally reg­u­lated
legal field has be­come in­creas­ingly com­plex. Nowadays, con­sti­tu­-
tional courts do not strictly pro­hibit se­cur­ity meas­ures, such as
mass sur­veil­lance meas­ures, but “proceduralize”  them.
T
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[image: ]The CJEU as both an “en­gine of in­teg­ra­tion” and fun­da­mental
rights in­sti­tu­tion?
If one had con­duc­ted a sur­vey among law­yers and (other) so­cial
sci­ent­ists in the early 2010s about what guides the CJEU in its de­-
cisions, the ma­jor­ity would likely have in­voked the im­age of the
“en­gine of integration” . This phrase was of­ten used – some­what
crit­ic­ally – to sug­gest that the CJEU ten­ded to in­ter­pret European
law more ex­pans­ively than one could have ex­pec­ted by an ob­ject­ive
in­stance. And as the Mem­ber States would have ap­pre­ci­ated.
With the 2014 Digital Rights Ireland rul­ing, the CJEU as­sumed a
new role, ac­cord­ing to many ob­serv­ers. Un­like the Ger­man Fed­eral
Con­sti­tu­tional Court (B­Ver­fG) four years earlier, the Court ruled
that the ob­lig­a­tion of private tele­com­mu­nic­a­tions pro­viders to re­-
tain traffic data uni­ver­sally for six months and to hand it over to
state se­cur­ity au­thor­it­ies was dis­pro­por­tion­ate. This De­cision was
warmly wel­comed in Ger­many, es­pe­cially by politi­cians from the
Ger­man-speak­ing world (such as former Justice Min­is­ter Sabine
Leutheusser-Schnarrenberger and former Pir­ate Party mem­ber
Patrick Breyer ), who had sharply cri­ti­cized the data re­ten­tion ob­-
lig­a­tion 
for 
its 
in­fringe­ment 
on 
tele­com­mu­nic­a­tions
privacy. According to pre­vail­ing opin­ion, the CJEU had es­tab­lished
it­self as a “fun­da­mental rights institution” with the De­cision.
Some even called it a “turn­ing point in European fun­da­mental
rights protection” .
The ban on data re­ten­tion and its ex­cep­tions
Con­sequently, the re­ac­tions in the Ger­man-speak­ing dis­course to
the sub­sequent CJEU rul­ings on data re­ten­tion were rather
4
5
6
7
8
9
Data Re­ten­tion
60

[image: ]negative, as these rul­ings gradu­ally ex­pan­ded the pos­sib­il­it­ies for
na­tional le­gis­lat­ors to in­tro­duce data re­ten­tion reg­u­la­tions.
In Digital Rights Ireland, the CJEU had already hin­ted at the per­-
miss­ib­il­ity of a lim­ited data re­ten­tion ob­lig­a­tion. The main con­di­-
tion, ac­cord­ing to the Court, was whether the stored data could po­-
ten­tially be used for crime pre­ven­tion (para. 59). This opened up
some flex­ib­il­ity for Mem­ber States, which then in­tro­duced na­tional
data re­ten­tion laws.
The CJEU first cla­ri­fied the re­quire­ments for pro­por­tional data
re­ten­tion in its rul­ing on the UK’s and Sweden’s data re­ten­tion
laws (Tele2 Sverige & Privacy International (Joined Cases C‑203/15
and C‑698/15) in 2016). Later, while re­view­ing the reg­u­la­tions in
France, Bel­gium and Ger­many (La Quadrature Du Net I (C-511/18,
C-512/18 and C-520/18) (2020), SpaceNet (C-793/19) (2022) and La
Quad­rat­ure du Net II (2024)), it pro­gress­ively ex­pan­ded the lee­way
avail­able to Mem­ber States.
Some crit­ics had be­lieved that data re­ten­tion was “stone
dead”  after Tele2 Sverige be­cause the bound­ar­ies set by the CJEU
were ex­tremely nar­row. This in­ter­pret­a­tion, however, did not hold:
data re­ten­tion is today as alive as ever.
Since La Quad­rat­ure du Net I, the CJEU has al­lowed the uni­ver­-
sal re­ten­tion of IP-ad­dresses (yet ini­tially only to com­bat ser­i­ous
crim­inal of­fenses). It has also al­lowed the re­ten­tion of traffic data
un­der two ex­cep­tions. These are:
1. The uni­ver­sal re­ten­tion of traffic data on a states’ ter­rit­ory
for short peri­ods, when the Mem­ber State is fa­cing a
serious, real, and on­go­ing or fore­see­able threat to na­tional
security.
2. A “tar­geted data re­ten­tion” in spe­cific, par­tic­u­larly
crime-prone areas, even without a na­tional se­cur­ity threat.
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[image: ]Mem­ber States have cre­at­ively ex­ploited these ex­cep­tions.
France continues to im­ple­ment a gen­eral data re­ten­tion ob­lig­a­tion
nationwide, ar­guing that the na­tional se­cur­ity threat re­quired by
the CJEU is con­tinu­ally present. It im­poses a (short-term) data re­-
ten­tion ob­lig­a­tion on a ro­tat­ing basis. The French Con­sti­tu­tional
Court has es­sen­tially approved this practice. It was un­der sig­ni­-
fic­ant pres­sure, since the French gov­ern­ment threatened to pur­sue
an ultra vires review, if the court de­cided otherwise.
Bel­gium bases its na­tional data re­ten­tion on the “tar­geted re­-
ten­tion” ex­cep­tion. The spe­cific, crime-af­fected area where the
data re­ten­tion ap­plies (without a na­tional se­cur­ity threat) has,
however, the same bor­ders as the Bel­gian state territory.
The CJEU seems to have un­der­es­tim­ated the res­ist­ance of some
Mem­ber States to the ban on data re­ten­tion. It was prob­ably un­-
aware of how dif­fer­ently se­cur­ity au­thor­it­ies use this in­stru­ment.
French law en­force­ment agen­cies, for ex­ample, work much more
in­tens­ively with traffic data than their Ger­man coun­ter­parts. Ac­-
cord­ing to a sur­vey, French se­cur­ity au­thor­it­ies re­ques­ted traffic
data in over 80% of in­vest­ig­a­tions in 2018-2019.  Thus, a data re­-
ten­tion ban would par­tic­u­larly af­fect France.
Se­cur­ity law between in­teg­ra­tion and fun­da­mental rights
Ac­cord­ing to Art­icle 4 (2) of the Treaty on the Func­tion­ing of the
European Union (T­FEU), na­tional se­cur­ity re­mains the sole re­-
spons­ib­il­ity of the Mem­ber States. The EU only has com­pet­ence in
crim­inal mat­ters that typ­ic­ally have a cross-border nature. This
com­pet­ence however, primar­ily con­cerns the har­mon­isa­tion of the
defin­i­tions of crim­inal of­fence, not the na­tional law en­force­ment
au­thor­it­ies’ in­vest­ig­a­tion meas­ures. Con­sequently, some ar­gued
after the an­nul­ment of the DRD that the EU­-CFR could no longer
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[image: ]ap­ply to na­tional ob­lig­a­tions since there was no EU law re­quir­ing
data re­ten­tion anymore.
The com­pet­ence of the EU in­sti­tu­tions over se­cur­ity law arises
from the fact that se­cur­ity law today is primar­ily in­form­a­tion law.
European in­sti­tu­tions use this vehicle to in­flu­ence na­tional
investigative measures.
The CJEU based its au­thor­ity in Tele2 Sverige (paras. 73 ff.) on
Art­icle 15 (1) of the ePri­vacy Dir­ect­ive (Dir­ect­ive 2002/58/EC). This
pro­vi­sion states that the re­ten­tion of tele­com­mu­nic­a­tions traffic
data is gen­er­ally pro­hib­ited un­less it is ne­ces­sary and ap­pro­pri­ate
for na­tional or pub­lic se­cur­ity. The im­pact of this rule on na­tional
data re­ten­tion re­gimes was ques­tioned, as the ePri­vacy Dir­ect­ive
does not ap­ply to meas­ures in the area of pub­lic se­cur­ity ac­cord­ing
to Art­icle 1 (3). However, the CJEU ar­gued that Art­icle 15 (1) had no
use un­less it reg­u­lated na­tional data re­ten­tion re­gimes. Thereby, it
es­tab­lished its com­pet­ence over the is­sue. Some have ar­gued that
the Union lacks the com­pet­ence to es­tab­lish such a fun­da­mental
ban for na­tional reg­u­la­tions in the field of se­cur­ity law in the first
place. However, the CJEU had already com­men­ted on this is­sue of
com­pet­ence be­fore:
The Com­mis­sion has con­sist­ently ar­gued that the data is not
re­tained by state au­thor­it­ies, but by private com­pan­ies. There­fore,
it can rely on its com­pet­ence to har­mon­ize the in­ternal mar­ket
(Article 114 (1) TFEU). In its de­cision C‑317/04 and C‑318/04 on
the pas­sen­ger data agree­ment with the United States in 2006, the
CJEU ini­tially re­jec­ted the Com­mis­sion’s ar­gu­ment. The data trans­-
fer would ob­vi­ously con­cern pub­lic se­cur­ity and state activ­it­ies in
crim­inal mat­ters (paras. 57 and 54 ff.). There­fore, it was clear that
the agree­ment did not mean to har­mon­ize the in­ternal mar­ket.
However, in later de­cisions on the re­ten­tion of tele­com­mu­nic­a­tions
traffic data, the CJEU ac­cep­ted the Com­mis­sion’s view.
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[image: ]This ex­plains why the CJEU con­siders Art­icle 15 (1) of the
ePrivacy Directive to be a legal basis for a le­git­im­ate EU lim­it­a­tion
on na­tional data re­ten­tion re­gimes. The Com­mis­sion and the CJEU
have ex­pan­ded the scope of EU law fac­tu­ally to a broad range of se­-
cur­ity au­thor­it­ies’ meas­ures by treat­ing the ob­lig­a­tion of private
en­tit­ies to pro­cess data in this re­gard as a mat­ter of mar­ket
harmonisation. By do­ing so, the CJEU has put it­self in a dif­fi­cult
position. It must har­mon­ize pro­ced­ures of na­tional se­cur­ity
authorities, al­though it is not ori­gin­ally com­pet­ent for na­tional se­-
cur­ity law.
“Pro­ced­ur­al­ized” se­cur­ity law
The CJEU had to find a way out of this situ­ation. It ap­pears to have
aligned its case law to the jur­is­pru­dence of the Fed­eral Con­sti­tu­-
tional Court of Ger­many (FC­C).
Rather than de­clar­ing spe­cific se­cur­ity meas­ures as dis­pro­por­-
tion­ate, as the CJEU at­temp­ted in Digital Rights Ireland, the FCC de­-
rives spe­cific thresholds and other re­quire­ments for sur­veil­lance
and other se­cur­ity meas­ures from the prin­ciple of pro­por­tion­al­ity.
It has de­veloped a broad cata­logue of char­ac­ter­ist­ics to define the
in­tens­ity of any in­vest­ig­a­tion meas­ure. Based on this, the FCC clas­-
si­fies meas­ures on a scale ran­ging from “in­sig­ni­fic­ant” to “very in­-
tense” us­ing a firmly es­tab­lished case­-by-case mod­el. The en­tire
sys­tem is so com­plex that it is re­ferred to as an in­de­pend­ent “con­-
sti­tu­tional se­cur­ity law” , which no longer has much in com­mon
with a pro­por­tion­al­ity test in the sense of a ra­tion­al­ity
review.   Indeed, some have cri­ti­cized re­cent de­cisions (e.g., the
latest on the BKA-Act ) as over­step­ping ju­di­cial bound­ar­ies by
writ­ing “guidelines” for legislation.
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[image: ]The re­semb­lance of the FC­C’s ap­proach in re­cent rul­ings of the
CJEU is clear. Thus, I do not re­gard the re­cent data re­ten­tion rul­-
ings as signs of a grow­ing au­thor­it­arian or “il­liber­al” jur­is­pru­dence.
Rather, they are an ad­vance­ment in terms of com­plex­ity and
differentiation. The Court has ad­op­ted a sys­tem­atic ap­proach,
cat­egor­iz­ing se­cur­ity law measures  – much like the FCC  –
according to in­tens­ity levels and con­sti­tuted spe­cific con­di­tions
and thresholds for the legal basis of any se­cur­ity meas­ure de­pend­-
ing on its intensity.  The black or white think­ing, which con­siders
mass sur­veil­lance and other in­vest­ig­at­ive meas­ures gen­er­ally as
either pro­por­tion­ate or dis­pro­por­tion­ate, is out­dated. In­stead,
these meas­ures are “proceduralized” .
The chan­ging role of the fun­da­mental rights in­sti­tu­tion
There­fore, one should not ac­cuse the CJEU of abandon­ing its role
as a sens­ible “fun­da­mental rights in­sti­tu­tion”. Rather, the CJEU has
ad­op­ted the ap­proach of other courts in the area of (con­sti­tu­tion­al)
se­cur­ity law. As a European court, the CJEU can­not simply ban cer­-
tain po­lice meas­ures, but must re­spect the com­plex­ity and het­ero­-
gen­eity of na­tional law en­force­ment agen­cies. Ex­pand­ing the
Court’s com­pet­ence to pre­scribe rules con­cern­ing na­tional se­cur­ity
law would oth­er­wise have led to sig­ni­fic­ant con­flicts with the
Mem­ber States, as evid­enced by the French gov­ern­ment’s open
threat of an ultra vires-review.
The CJEU’s case law there­fore does not re­flect a shift to­wards a
more fun­da­mental right­s-hos­tile in­ter­pret­a­tion of the law, but
rather rests on the fact that the CJEU had to keep pace with de­vel­-
op­ments in fun­da­mental rights jur­is­pru­dence – at least in the area
of se­cur­ity law.
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Squar­ing the Circle
The CJEU between Fun­da­mental Rights Guard­ian and Ar­chi­tect of a
Se­cur­ity Union
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[image: ]arely is the name of a de­cision so em­blem­atic of the prob­lem
that lies be­hind it. The as­so­ci­ation La Quad­rat­ure du Net has
reached yet an­other land­mark judg­ment on data re­ten­tion be­fore
the Court of Justice of the European Union (CJEU). However, the
de­cision seems like squar­ing the circle for op­pon­ents and pro­-
ponents of mass sur­veil­lance alike. For dec­ades, na­tional law en­-
force­ment au­thor­it­ies and in­terior min­is­tries have com­plained
about a con­stant lack of in­vest­ig­at­ive ca­pa­city for com­bat­ing on­-
line crime. The CJEU is caught between its duty to en­sure uni­form
ap­plic­a­tion of EU law and its claim to have the fi­nal say in resolv­-
ing con­flicts af­fect­ing fun­da­mental rights. As a mat­ter of fact, the
data re­ten­tion saga is at the core of the ju­di­cial dia­logue between
the EU Court and the na­tional con­sti­tu­tional courts. This con­tri­-
bu­tion aims at con­tex­tu­al­iz­ing the La Quad­rat­ure du Net II-
judgment (C-470/21) of 30th April 2024 and ques­tions the flawed
methodological approach of the CJEU. In­stead of con­jur­ing up a
wor­ri­some paradigm shift, the judg­ment should rather be seen as a
wakeup call for the EU le­gis­lat­or, who for dec­ades has failed to es­-
tab­lish clear and un­am­bigu­ous lim­its for data re­ten­tion.
Steady re­treat
Ever since the Digital Rights Ireland-judgment in 2014 (C-293/12
and C-594/12), the CJEU has slowly been wa­ter­ing down its own
jur­is­pru­dence. In Tele2 Sverige (C-203/15) in 2016, it de­clared “tar­-
geted re­ten­tion of traffic and loc­a­tion data” to be per­miss­ible, if it
was strictly lim­ited “with re­spect to the cat­egor­ies of data to be re­-
tained, the means of com­mu­nic­a­tion af­fected, the per­sons con­-
cerned and the re­ten­tion period ad­op­ted” for the pur­pose of fight­-
ing ser­i­ous crime (para. 108). In La Quad­rat­ure du Net I (C-511/18,
C-512/18 and C-520/18) in 2020 the CJEU de­clared that the ob­ject-
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[image: ]ive of safe­guard­ing na­tional se­cur­ity jus­ti­fied the “pre­vent­ive re­-
ten­tion of data of all users of elec­tronic com­mu­nic­a­tions sys­tems”
if it was lim­ited to a fore­see­able period of time (paras. 137 f.). Also,
the Court paved the way for the gen­eral and in­dis­crim­in­ate data re­-
ten­tion of IP ad­dresses as they might be the only means to in­vest­-
ig­ate of­fences com­mit­ted on­line. This pos­sib­il­ity was how­ever lim­-
ited to cases of com­bat­ing ser­i­ous crime, pre­vent­ing ser­i­ous threats
to pub­lic se­cur­ity and safe­guard­ing of na­tional se­cur­ity. The re­ten­-
tion of IP ad­dresses has since been sub­ject to fewer re­stric­tions
than the re­ten­tion of traffic and loc­a­tion data.
In 2022, upon re­quest for a pre­lim­in­ary rul­ing by the Ger­man
Fed­eral Ad­min­is­trat­ive Court (SpaceNet (C‑793/19 and C‑794/19))
and the Su­preme Court of Ire­land (Commissioner of An Garda
Síochána (C‑140/20)), the CJEU af­firmed these lim­it­a­tions, al­low­ing
the gen­er­al­ised re­ten­tion of IP ad­dresses to com­bat ser­i­ous crime
(para. 102). With the re­cent La Quad­rat­ure du Net II-judgment, the
Full Court ex­ten­ded this ex­cep­tion to lesser crimes, such as com­-
bat­ing in­fringe­ments of in­tel­lec­tual prop­erty rights com­mit­ted ex­-
clus­ively on­line. It is im­port­ant to note that the gen­eral and in­dis­-
crim­in­ate re­ten­tion of IP ad­dresses in this case was not ne­ces­sar­ily
con­sidered to con­sti­tute “a ser­i­ous in­ter­fer­ence” (paras. 78 ff.) with
Articles 7, 8 and 11 of the Charter. Given the spe­cific pro­vi­sions and
safe­guards in French law, the Court was con­vinced that the
possibility that re­ten­tion could give rise to ser­i­ous in­ter­fer­ences in
the private life of the per­son con­cerned could be “genu­inely ruled
out”.
Com­pet­ence creep vis-à-vis the Mem­ber States
Lead­ing court cases do not auto­mat­ic­ally cre­ate uni­ver­sally bind­ing
pre­ced­ents and in­stead re­quire con­tex­tu­al­iz­a­tion, also in the con-
Squar­ing the Circle
72

[image: ]tin­ental legal sys­tem which is primar­ily based on stat­utory law. It
is the task of legal aca­demia to as­sess the com­plex fac­tual con­text
of a de­cision, the her­men­eut­ics ap­plied by the court as well as the
pro­ced­ural his­tory be­hind a case. In EU law in par­tic­u­lar, the in­ter­-
pret­a­tion of the law is in­creas­ingly be­ing re­placed by the in­ter­pret­-
a­tion of court decisions.
The CJEU’s pre­lim­in­ary rul­ings must be in­ter­preted in the light
of the ques­tions re­ferred as well as the so­ci­etal conditions in and
the le­gis­lat­ive frame­work of the re­fer­ring Mem­ber State. Given the
spe­cific legal frame­work gov­ern­ing the ad­min­is­trat­ive pro­ced­ure of
Hadopi, an in­de­pend­ent pub­lic au­thor­ity tasked with com­bat­ing
copy­right in­fringe­ments com­mit­ted on­line, the CJEU was con­-
vinced in the re­cent La Quad­rat­ure du Net II-judgment that data re­-
ten­tion was or­gan­ised in such a way that the “genu­inely wa­ter­tight
sep­ar­a­tion” of the dif­fer­ent cat­egor­ies of data was guar­an­teed from
a tech­nical point of view as well. Bear­ing this in mind, it is note­-
worthy that La Quad­rat­ure du Net II was re­ferred to the CJEU by the
French Con­seil d’État, the highest ad­min­is­trat­ive court in France –
the very same court that back in 2021 was asked by the French
Gov­ern­ment to de­clare La Quad­rat­ure du Net I  to be an act ultra
vires as it en­croached upon France’s na­tional se­cur­ity and un­der­-
mined its con­sti­tu­tional iden­tity.
The Con­seil re­jec­ted this claim, thereby re­frain­ing from wa­ging
“open war”   against the CJEU and in­stead op­ted for what the
Conseil’s 
former 
vice 
pres­id­ent 
called 
a 
rough
dialogue (le “dialogue rugueux” ) with the CJEU. Need­less to say, the
Con­seil con­sidered the CJEU to be in­cap­able of guar­an­tee­ing ad­-
equate pro­tec­tion on the basis that the safe­guard­ing of na­tional se­-
cur­ity falls ex­clus­ively within the com­pet­ence of the Mem­ber
States. And, es­tab­lish­ing a “se­cur­it­arian Solange”   doctrine, the
Con­seil con­sidered the in­dis­crim­in­ate and gen­eral re­ten­tion of
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[image: ]elec­tronic com­mu­nic­a­tion data for a period of one year to be in­dis­-
pens­able for the com­bat of ser­i­ous crimes and the pro­tec­tion of na­-
tional security.
Against this back­drop, La Quad­rat­ure du Net II is neither a
“major U-turn in EU case law”   nor “the end of on­line
anonymity” . In­stead, the judg­ment is just yet an­other chapter in
the con­sti­tu­tional dia­logue between the European courts – it is
more a tac­tical con­ces­sion to French par­tic­u­lar­it­ies, a strategy of
ap­pease­ment, than a really ser­i­ous de­par­ture from the high stand­-
ards of protection of fun­da­mental rights, as es­tab­lished in the
Court’s pre­vi­ous case law.
Meth­od­o­lo­gical flaws
When the Court (rightly) annulled the EU Data Re­ten­tion Dir­ect­ive
(Dir­ect­ive 2006/24/EC) in Digital Rights Ireland  in 2014, it did so
primar­ily be­cause in­stead of lim­it­ing it­self to what is strictly ne­ces­-
sary, the Dir­ect­ive in­terfered “with the fun­da­mental rights of prac­-
tic­ally the en­tire European pop­u­la­tion” (para. 56). The CJEU found
that the Dir­ect­ive lacked clear and pre­cise rules for lim­it­ing the
scope and ap­plic­a­tion of data re­ten­tion meas­ures, giv­ing rise to the
pos­sib­il­ity of severe in­ter­fer­ence with the fun­da­mental rights en­-
shrined in Art­icles 7 and 8 of the Charter.
Ever since the an­nul­ment, the CJEU has meas­ured the vari­ous
data re­ten­tion laws, mainly en­acted by the Mem­ber States to im­-
ple­ment the Data Re­ten­tion Dir­ect­ive, against the yard­stick of a
mere 
open­ing 
clause 
in 
the 
ePri­vacy-­Dir­ect­ive 
(Dir­ect­ive
2002/58/EC) read in the light of Art­icles 7, 8 and 11 of the Charter.
Its case law is carved out from Art­icle 15 of the ePri­vacy Dir­ect­ive,
a “vague and vast dis­ciple”, as rightly poin­ted out by Gi­ulia Form­ici
in this book, be­cause it allows Member States to derogate from the
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[image: ]prin­ciple of con­fid­en­ti­al­ity of the com­mu­nic­a­tions and the ob­lig­a­-
tion to erase and an­onym­ize per­sonal data where they are no
longer needed in the elec­tronic com­mu­nic­a­tions sector. In fact,
Art­icle 15 para. 1 of the ePrivacy Directive is a clas­sic de­clar­at­ory
open­ing 
clause 
(see 
F. 
Wollenschläger ’ ; 
Müller/
Schwabenbauer ; Sandhu, pp. 249 ff. ) re­fer­ring to the Mem­ber
States’ ex­clus­ive com­pet­ence to safe­guard na­tional se­cur­ity, de­-
fence, pub­lic se­cur­ity and the pre­ven­tion of crim­inal of­fences.
Whereas the EU can le­gis­late in the fields of data pro­tec­tion
and har­mon­ize the pro­cessing of elec­tronic com­mu­nic­a­tions data,
it lacks the com­pet­ence to har­mon­ize the powers of na­tional law
en­force­ment au­thor­it­ies un­der the cur­rent primary law frame­work.
Whether or not one con­siders this a de­fi­cit in the EU’s com­pet­ence
struc­ture, it is not the task of the CJEU to fix it. As such, na­tional
data re­ten­tion for the pur­poses defined in the open­ing clause does
not fall within the scope of Union law. The CJEU’s case law
basically reaches the same con­clu­sion via de­tours. In es­sence, the
CJEU ac­know­ledges a na­tional se­cur­ity ex­cep­tion al­low­ing for the
pre­vent­ive re­ten­tion of all users of elec­tronic com­mu­nic­a­tions sys­-
tems in case of “ser­i­ous threat to na­tional se­cur­ity” (La Quad­rat­ure
du Net I, para. 139).   Yet, meth­od­o­lo­gic­ally, it would have been
more con­sist­ent to de­clare such meas­ures as fall­ing out­side the
scope of Union law in the sense of Art­icle 51 para. 1 of the Charter.
In­ter­-in­sti­tu­tional di­vi­sion of power
It is the CJEU, not the EU le­gis­lat­or, which has er­ro­neously taken
on the task of de­fin­ing the strict safe­guards, and the lim­it­a­tions as
well as tech­nical re­quire­ments for data re­ten­tion meas­ures. In
2017, the Com­mis­sion pub­lished its pro­posal for an ePri­vacy Reg­u­-
la­tion, which has since May 2021 been ne­go­ti­ated in the Tri-
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[image: ]logue   (Council, Par­lia­ment, Com­mis­sion). As re­vealed by the
Coun­cil’s ne­go­ti­ation man­date, the Mem­ber States are try­ing to
pull the rug out from un­der the feet of the CJEU. They have pro­-
posed in­clud­ing the fol­low­ing re­cital which would heav­ily re­strict
both the scope of Union law and, im­pli­citly at least, any chance of
ap­ply­ing of EU fun­da­mental rights on their na­tional data re­ten­tion
laws:
“This Reg­u­la­tion does not ap­ply to the pro­tec­tion of fun­da­mental
rights and freedoms re­lated to activ­it­ies which fall out­side the
scope of Union law, and in any event meas­ures, pro­cessing activ­it­-
ies and op­er­a­tions con­cern­ing na­tional se­cur­ity and de­fence, re­-
gard­less of who is car­ry­ing out those op­er­a­tions, whether it is a
pub­lic au­thor­ity or a private op­er­ator act­ing at the re­quest of a
pub­lic authority.”
This is a clear at­tempt to counter the CJEU’s ex­tens­ive in­ter­pret­a­-
tion of the open­ing clause in the ePri­vacy-­Dir­ect­ive. Its aim is to
ex­clude data re­ten­tion meas­ures car­ried out by private tele­com­mu­-
nic­a­tion pro­viders in the state’s in­terest from the scope of Union
law.  Art­icle 11 of the pro­posed ePri­vacy Reg­u­la­tion on re­stric­tions
of the con­fid­en­ti­al­ity of elec­tronic com­mu­nic­a­tions data is much
broader than the cur­rent Art­icle 15 para. 1 ePri­vacy Dir­ect­ive which
it is meant to re­place. The pro­posed pro­vi­sion also al­lows re­stric­-
tions on con­fid­en­ti­al­ity to safe­guard the en­force­ment of civil law
claims. Fur­ther­more, the open­ing clause is not only ad­dressed to
the Mem­ber States, but also dir­ectly to the EU le­gis­lator and may
thus be a hint for the re­in­tro­duc­tion of data re­ten­tion at EU level.
The Full Court’s de­cision in La Quad­rat­ure du Net II is sur­pris­ingly
in line with this le­gis­lat­ive com­prom­ise. It would not be the first
time the CJEU an­ti­cip­ates a de­cision by the EU le­gis­lator – the
18
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[image: ]same happened in 2014, when the court es­tab­lished the right to be
for­got­ten in the Google Spain de­cision (C‑131/12) before Art­icle 17
GDPR was en­acted by the EU le­gis­lat­or. And the same happened in
its recent decision on Meta Platforms , when it ta­citly ap­plied the
ob­lig­a­tions for gate­keep­ers un­der the Di­gital Mar­kets Act on a case
from 2019.
Time for clar­ity
Whereas EU Law on data re­ten­tion is con­sidered to in­trude too
much on na­tional fun­da­mental rights, es­pe­cially by lib­eral Justice
Min­is­ters in Ger­many, it seems like it can­not be in­trus­ive
enough  for oth­ers. It could be ar­gued that the dec­ade old dis­pute
over data re­ten­tion can be tackled by the EU le­gis­lator at least
insofar as the in­ternal mar­ket and ser­i­ous cross bor­der as well as
on­line crimes are con­cerned. In­dis­crim­in­ate and gen­eral data re­-
ten­tion does con­sti­tute a mass breach of con­fid­en­ti­al­ity. It
therefore must be the ab­so­lute ex­cep­tion and based on ob­ject­ive
evid­ence to pre­vent un­law­ful dis­crim­in­a­tion. Mem­ber States could
at least agree on a set of ser­i­ous crimes, for ex­ample by means of
non-binding Guidelines. They should how­ever re­frain from merely
re­fer­ring to “ter­ror­ist activ­it­ies”, which is not a legal term. Oth­er­-
wise, the Mem­ber States’ con­tempt for the CJEU and the con­stant
re­treat of the Court risk un­der­min­ing the su­prem­acy of Union law
as well as ef­fect­ive fun­da­mental rights pro­tec­tion in the long term.
Whereas the pro­cessing and re­ten­tion of com­mu­nic­a­tion data by
private act­ors as well as the ac­cess to this data by state au­thor­it­ies
fall un­der the scope of Union law, sur­veil­lance activ­it­ies of the
com­pet­ent state au­thor­it­ies re­main ex­cluded from the court’s
scrutiny. This com­pet­ence di­vi­sion fails to ad­equately asses mass
sur­veil­lance activ­it­ies, which are the product of a public-private
20
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[image: ]partnership, with law en­force­ment au­thor­it­ies mak­ing use of
private data power. The po­ten­tial risks arising from mass data re­-
ten­tion have only in­creased over the last dec­ades, as the auto­mated
and real-time col­lec­tion of metadata to pre­dict private actions
and the use of AI tools  in war­fare have shown.
 
The views ex­pressed in this con­tri­bu­tion are en­tirely per­sonal to
the au­thor and do not rep­res­ent the of­fi­cial po­s­i­tion of the Fed­eral
Con­sti­tu­tional Court.
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[image: ]he clas­sic story about the right to pri­vacy and data pro­tec­tion
in the EU is one of a high level of pro­tec­tion. Ac­cord­ing to this
nar­rat­ive, the Court is the cham­pion of pri­vacy and data pro­tec­tion,
con­strain­ing the Mem­ber States’ com­pet­ences in na­tional
security. And yet, this ori­ginal rosy im­age is in­creas­ingly fad­ing
away, per­haps most vis­ibly in the La Quad­rat­ure du Net lit­ig­a­tion
(now in its second it­er­a­tion, C‑470/21). I will ar­gue that the second
judg­ment is a con­tinu­ation of two dy­nam­ics in EU law. First, the
Court is still clean­ing up the re­sid­ual mess that lingers on from the
now an­nulled Data Re­ten­tion Directive  (Directive 2006/24/EC).
Second, in so do­ing, it is in­cre­ment­ally al­low­ing the Mem­ber States
to inch ever more closely to what the an­nulled Dir­ect­ive ori­gin­ally
em­powered them to do: in­dis­crim­in­ately re­tain per­sonal data.
What con­nects these two out­comes is the Court’s shift to­wards
carving out space for Mem­ber States’ pref­er­ences to the det­ri­ment
of the pro­tec­tion of the in­di­vidual and her rights. This trend, I ar­-
gue, is con­sist­ent with what is hap­pen­ing in other areas of EU law,
point­ing to a more gen­eral norm­at­ive change in European in­teg­ra­-
tion.
To demon­strate these claims, I will do three things. I be­gin with
present­ing the “re­sid­ual mess” that the an­nul­ment of the Data Re­-
ten­tion Dir­ect­ive left, which is an im­port­ant con­text for un­der­-
stand­ing the judg­ment and its nov­el­ties. Second, I will briefly
present the judg­ment in La Quad­rat­ure du Net II, by show­ing that
the judg­ment joins a now con­stant jur­is­pru­dence, ex­tend­ing the
space for data re­ten­tion by the Mem­ber States as well as the jus­ti­-
fic­a­tions they may use when do­ing so. Lastly, I will place this trend
in the wider con­text of the EU’s re­cent pri­or­it­ising of the Mem­ber
States over its cit­izens.
T
1
Ana Bobić
83

[image: ]The re­sid­ual mess of the Data Re­ten­tion Dir­ect­ive
The Data Re­ten­tion Dir­ect­ive saw the light of day as a re­sponse to
the in­creased reg­u­la­tion of data re­ten­tion across the Mem­ber
States for na­tional se­cur­ity and the fight against terrorism.  It im­-
posed an ob­lig­a­tion on ser­vice pro­viders to re­tain tele­com­mu­nic­a­-
tion data, mak­ing it avail­able for ac­cess by com­pet­ent na­tional au­-
thor­it­ies to com­bat “ser­i­ous crime”. The data to be re­tained was
con­fined to traffic data, loc­a­tion data, and data ne­ces­sary to
identify the user, to the ex­clu­sion of the con­tent of com­mu­nic­a­-
tions. The pro­ced­ure for ac­cess it­self was left to the dis­cre­tion of
the Mem­ber States and was out­side the scope of the Dir­ect­ive, sub­-
ject to the prin­ciples of pro­por­tion­al­ity and ne­ces­sity.
Al­though the Dir­ect­ive ini­tially sur­vived the com­pet­ence chal­-
lenge (C‑301/06), its na­tional im­ple­ment­ing meas­ures were sub­ject
to a num­ber of ac­tions be­fore na­tional courts, and ul­ti­mately
reached the Court of Justice via the pre­lim­in­ary ref­er­ence pro­ced­-
ure, where it was an­nulled (Digital Rights Ireland, Joined Cases
C‑293/12 and C‑594/12). Without the Dir­ect­ive, some Mem­ber
States simply re­tained their data re­ten­tion le­gis­la­tion as a mat­ter
of na­tional com­pet­ence, which led to fur­ther lit­ig­a­tion be­fore the
Court of Justice. In Tele2 Sverige and Wat­son (Joined Cases C‑203/15
and C‑698/15), the Court of Justice brought the mat­ter back within
EU law, with the ePri­vacy Dir­ect­ive (Dir­ect­ive 2002/58/EC) (and
most prom­in­ently its Art­icle 15 (1)), now do­ing all the heavy lift­-
ing. Ac­cord­ingly, if the Mem­ber States want to or­der tele­com­mu­-
nic­a­tion ser­vice pro­viders to re­tain data, they must do so in line
with the ePri­vacy Dir­ect­ive and the Charter. In that sense, the con­-
fid­en­ti­al­ity of private com­mu­nic­a­tions is the rule, and data re­ten­-
tion the ex­cep­tion. Any in­dis­crim­in­ate data re­ten­tion may be
ordered solely for the pur­pose of fight­ing ser­i­ous crime, be sub­ject
2
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[image: ]to prior re­view by a court or an in­de­pend­ent ad­min­is­trat­ive au­thor­-
ity, and be re­tained within the EU.
With Mem­ber States eager to carve out as many ex­cep­tions as
pos­sible un­der Art­icle 15 (1) of the ePri­vacy Dir­ect­ive, na­tional
courts pur­sued fur­ther pre­lim­in­ary ref­er­ences. This bring us to the
first La Quad­rat­ure du Net  judgment (Joined Cases C‑511/18,
C‑512/18 and C‑520/18), where the Court ex­pan­ded the pos­sib­il­ity
of in­dis­crim­in­ate data re­ten­tion: “the ob­ject­ive of safe­guard­ing na­-
tional se­cur­ity is there­fore cap­able of jus­ti­fy­ing meas­ures en­tail­ing
more ser­i­ous in­ter­fer­ences with fun­da­mental rights than those
which might be jus­ti­fied by those other ob­ject­ives” (para. 136). Us­-
ing the Court’s find­ing, the re­fer­ring court (the French Con­seil
d’État), found that pre­vent­ing breaches of pub­lic or­der, track­ing
down the per­pet­rat­ors of crim­inal of­fences and com­bat­ing ter­ror­-
ism are of con­sti­tu­tional value, safe­guard­ing the fun­da­mental in­-
terests of the nation.
The judg­ment may be used to sum­mar­ise the stand­ard set of
rules for data re­ten­tion: In­dis­crim­in­ate data re­ten­tion is al­lowed
for the pro­tec­tion of na­tional se­cur­ity or com­bat­ing ser­i­ous crime.
Con­versely, 
com­bat­ing 
or­din­ary 
crime 
may 
only 
jus­tify
discriminate data re­ten­tion (para. 141). The de­gree of in­ter­fer­ence
with fun­da­mental rights must have a cor­res­pond­ingly pro­por­tion­-
ate lim­it­a­tion, and any in­dis­crim­in­ate re­ten­tion must be sub­ject to
prior re­view by either a court or an in­de­pend­ent ad­min­is­trat­ive
body whose de­cisions are bind­ing (para. 139). The wis­dom was re­-
peated in Prokuratuur (Case C‑746/18) and Commissioner of An
Garda Síochána (C‑140/20). This is the cru­cial con­text for un­der­-
stand­ing La Quad­rat­ure du Net II.
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[image: ]La Quad­rat­ure du Net II: nor­m­al­ising data re­ten­tion
The French “Hadopi law” aimed to pre­vent in­ter­net users from
shar­ing copy­righted works without the per­mis­sion of the copy­right
holders. The law’s name­sake agency was em­powered with a
“gradu­ated re­spon­se” to copy­right in­fringe­ments: 1) send­ing “re­-
com­mend­a­tion­s”, which are sim­ilar to warn­ings; 2) within a period
of one year fol­low­ing the send­ing of a second re­com­mend­a­tion, in
re­spect of con­duct that may con­sti­tute a re­pe­ti­tion of the of­fend­ing
con­duct de­tec­ted, the sub­scriber is no­ti­fied that the con­duct may
con­sti­tute the of­fence of gross neg­li­gence, which is a minor of­-
fence; 3) the re­fer­ral to the pub­lic pro­sec­u­tion ser­vice of con­duct
that may con­sti­tute such a minor of­fence or, as the case may be, the
of­fence of coun­ter­feit­ing (para. 57). To carry out its work, Hadopi is
able to or­der ser­vice pro­viders to re­tain IP ad­dresses and per­sonal
data and in­form­a­tion re­lat­ing to their hold­ers, con­cern­ing their
civil iden­tity. No prior ju­di­cial or in­de­pend­ent ad­min­is­trat­ive re­-
view is ne­ces­sary for Hadopi to make such re­quests.
In sum, at stake here is a na­tional law al­low­ing for
indiscriminate data re­ten­tion, for the pur­poses of pre­vent­ing and
pro­sec­ut­ing crime, without prior re­view. Ori­gin­ally hear­ing the
case in grand cham­ber, the Ad­voc­ate Gen­eral pro­posed a change in
the case law for of­fences con­duc­ted ex­clus­ively on­line, dis­pens­ing
with the need for a prior re­view. The case was re­opened for a
second hear­ing, this time be­fore the full court. The Court made
great ef­forts (see in par­tic­u­lar paras. 77-84) to main­tain that it is,
in fact, not at all chan­ging its pre­vi­ous case law, but it just so hap­-
pens that this case may be dis­tin­guished on facts.
Why it was ne­ces­sary to then do so in full court is puzz­ling to
say the least, given the mag­nitude of other re­cent cases de­cided in
that com­pos­i­tion (for ex­ample, the valid­ity of the Rule of Law Con-
5
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[image: ]di­tion­al­ity Regulation  (C‑156/21)  and the valid­ity of a treaty
change in Pringle  (C‑370/12)). This is all the more curi­ous when
look­ing at the fact that Ad­voc­ate Gen­eral Szpunar called his pro­-
posal in his First Opin­ion a “re­ad­just­ment” of the case law on data
re­ten­tion (sec­tion IV.4 of the Opinion), but in his Second Opin­ion
in­sisted that “the solu­tion which I pro­pose aims not to call in ques­-
tion the ex­ist­ing case law, but, with a view to a cer­tain prag­mat­ism,
to en­able that case law to be ad­ap­ted in par­tic­u­lar and very nar­-
rowly defined cir­cum­stances” (para. 30).
Re­gard­less of se­mantics, the Court found that in the present
case, re­gard­less of the large scale of in­dis­crim­in­ate re­ten­tion (most
strik­ingly, com­pare this to para. 100 of Space Net  (Joined Cases
C‑793/19 and C‑794/19) as well as paras. 139 and 141 of the first La
Quad­rat­ure du Net), the in­ter­fer­ence with fun­da­mental rights is less
ser­i­ous than in pre­vi­ous cases. The Court stated that “in re­la­tion to
email and in­ter­net tele­phony, provided that only the IP ad­dresses
of the source of the com­mu­nic­a­tion are re­tained and not the IP ad­-
dresses of the re­cip­i­ent of the com­mu­nic­a­tion, those ad­dresses do
not, as such, dis­close any in­form­a­tion about third parties who were
in con­tact with the per­son who made the com­mu­nic­a­tion. To that
ex­tent, that cat­egory of data is less sens­it­ive than other traffic
data” (para. 76). Since the in­tru­sion is (al­legedly) less ser­i­ous, the
mar­gin for au­thor­it­ies to in­ter­vene in­creased, war­rant­ing a re­laxed
set of cri­ter­ia, most cru­cially omit­ting prior re­view.
Thus, poli­cing copy­right in­fringe­ment on a large scale in the
eyes of the Court does not meet the stand­ard of ser­i­ous in­ter­fer­-
ence. Two cri­ti­cisms may be dir­ec­ted to this con­clu­sion. First, by
us­ing the method of dis­tin­guish­ing (al­though it is a mat­ter of
course that every single case is dif­fer­ent), the Court sig­nalled to
na­tional courts to con­tinue ask­ing about every meas­ure in­volving
data re­ten­tion, without provid­ing a more gen­eral rule. Put dif­fer-
6
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[image: ]ently, na­tional courts can­not be cer­tain that La Quad­rat­ure du Net
II provides a gen­eral rule for on­line of­fences, or whether its find­-
ings will later be con­fined to the French Hadopi law. Per­haps this is
what the Court wants to achieve.
The second cri­ti­cism con­cerns the de­par­ture from the way in
which ex­cep­tions con­tained in Art­icle 15 (1) of the ePri­vacy
Directive were pre­vi­ously in­ter­preted: As ex­haust­ive, among which
the pre­ven­tion and pro­sec­u­tion of or­din­ary crime did not fea­ture
among those jus­ti­fic­a­tions for which in­dis­crim­in­ate re­ten­tion of
data was al­lowed (and this spe­cific­ally con­cern­ing IP ad­dresses in
the above­men­tioned Space Net judgment). Copy­right in­fringe­ments
are far from be­ing the only crimes com­mit­ted (ex­clus­ively) on­line,
and there­fore the Mem­ber States may see this as a green light to
ex­pand the list of crimes for which in­dis­crim­in­ate data re­ten­tion
may be ordered. And all this without prior ju­di­cial or
administrative review.
The rule, not an ex­cep­tion
Bey­ond the pro­tec­tion of pri­vacy and per­sonal data, I see the judg­-
ment as part of a broader trend of the EU’s norm­at­ive ori­ent­a­tion.
When the EU is presen­ted with the choice of in­di­vidual rights
versus Mem­ber States’ reg­u­lat­ory powers, it in­creas­ingly chooses
the lat­ter. That was the case in the Euro crisis, where the prin­ciple
of equal­ity of Mem­ber States was the main and guid­ing ra­tionale
for en­dors­ing meas­ures based on the lo­gic of strict con­di­tion­al­ity,
dis­reg­ard­ing the rights of cit­izens af­fected by aus­ter­ity meas­ures.
Spe­cific­ally, con­di­tion­al­ity is, at its core, an in­sur­ance that the
Mem­ber States re­ceiv­ing as­sist­ance will con­tinue to pur­sue a sound
budget­ary policy. This in turn means that it would not be­come ne­-
ces­sary for Mem­ber States to cover the li­ab­il­it­ies of oth­ers in con-
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[image: ]tra­ven­tion of the pro­hib­i­tion of mon­et­ary fin­an­cing un­der Art­icle
125 TFEU. This res­ul­ted in a dis­reg­ard of the ma­jor re-dis­tributive
ef­fects of such de­cisions for cit­izens across dif­fer­ent Mem­ber
States and dif­fer­ent so­cioeco­nomic groups across the EU.
The same ap­plies to the prin­ciple of solid­ar­ity, which is men­-
tioned in the Treat­ies con­cern­ing both the re­la­tions between cit­-
izens and those between the Mem­ber States. The Court of Justice,
however, en­dorsed it as a gen­eral prin­ciple only when ap­plied
between the Mem­ber States (con­cern­ing the fair shar­ing of bur­den
in asylum  (Joined Cases C‑643/15 and C‑647/15) and en­ergy
(C‑848/19 P)). In ad­di­tion, the new Mi­gra­tion and Asylum Pact fol­-
lows this trend by al­low­ing the Mem­ber States wide powers to the
det­ri­ment of in­di­vidual rights of asylum seekers, in­clud­ing open­-
ing up space for their surveillance.
The nar­rat­ive of the Court as the in­sti­tu­tion pro­tect­ing the in­-
di­vidual and her rights is thus at risk, and the judg­ment in La
Quad­rat­ure du Net II did little to change this.
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[image: ]t is al­most too trite to state that the emer­gence of di­gital net­-
works over the past dec­ades has presen­ted a prob­lem for copy­-
right ex­ploiters. En­force­ment of copy­right against in­ter­me­di­ar­ies
was and is ar­du­ous. The legal land­scape re­mains com­plex due to
dif­fer­ent rules on li­ab­il­ity in na­tional laws and the ex­ist­ence of safe
har­bour pro­vi­sions. Copy­right ex­ploiters thus re­sor­ted to ad­opt­ing
stra­tegic en­force­ment tar­get­ing in­di­vidual users. These, however,
would of­ten re­main an­onym­ous due to the lack of ac­cess to traffic
data re­veal­ing their iden­tity. Things changed in 2019 with the com­-
ing into force of Art­icle 17 of the Dir­ect­ive on Copy­right in the Di­-
gital Single Mar­ket (DS­M­D), which im­poses cer­tain ob­lig­a­tions on
plat­forms to re­move in­fringing con­tent and to em­ploy fil­ter­ing
tech­no­lo­gies for cer­tain lar­ger plat­forms. Art­icle 17 DSMD – a
fervently debated pro­vi­sion – re­quires cer­tain large plat­forms to re­-
move con­tent in­fringing copy­right un­der cer­tain cir­cum­stances by
us­ing up­load fil­ters. That le­gis­lat­ive move clashes with com­mu­nic­-
at­ive freedoms be­cause it can­not be said for cer­tain at the very mo­-
ment of the up­load whether con­tent that makes use of other works
(m­emes, re­mixes etc) is in­fringing, or whether such use is covered
by an ex­cep­tion to copy­right. In Ger­many, the clear le­gis­lat­ive ob­-
ject­ive un­der the (com­plex) new “Urheberrechts-Diensteanbieter-
Gesetz” (UrhD­AG), which trans­poses Art­icle 17 DS­MD, was to safe­-
guard the col­lect­ive ex­pect­a­tion to com­mu­nic­at­ive freedoms and to
main­tain cre­ativ­ity on plat­forms. But the de­cision in La Quad­rat­ure
du Net II (C-470/21) – broadly per­mit­ting re­ten­tion of traffic data
for minor of­fences and their dis­clos­ure for the pur­pose of lit­ig­a­tion
– has the ad­verse ef­fect: it in­centiv­ises and re­in­forces broad en­-
force­ment strategies tar­get­ing users and re­quir­ing plat­forms to
hand over such data. Evid­ently, no user would risk be­com­ing the
sub­ject of lit­ig­a­tion in­stig­ated by power­ful copy­right ex­ploiters.
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[image: ]The Mat­rix Re­loaded
The de­cision in La Quad­rat­ure du Net II is a dis­fa­vor to cre­ativ­ity. It
per­mits a renais­sance of stra­tegic copy­right en­force­ment that is at
odds with the spe­cific Ger­man trans­pos­i­tion of the Copy­right Dir­-
ect­ive (Article 17 DS­MD) in the UrhDAG and is hardly in line with
the re­quire­ments un­der the EU Charter of Fun­da­mental Rights.
In Ger­many, the le­gis­lator op­ted for a model that does not
require immediate re­moval of po­ten­tially in­fringing con­tent but al­-
lows users to “flag” trans­form­at­ive or ref­er­en­tial uses as fall­ing
under the ca­ri­ca­ture, par­ody and pas­tiche ex­cep­tion. Au­thors (not
ex­ploiters) will re­ceive fair com­pens­a­tion for such uses and, in con­-
sequence, the con­tent “stays up”. The copy­right owner can then
make a com­plaint to the plat­form seek­ing re­moval or pur­sue lit­ig­a­-
tion.
The ap­proach dif­fers very much from solu­tions that are simply
based on requiring platforms to in­stall up­load fil­ters that im­me­di­-
ately re­move any con­tent that could po­ten­tially be in­fringing. In­-
deed, from a fun­da­mental rights per­spect­ive, the Ger­man trans­pos­-
i­tion fo­cussed on bal­an­cing the in­terests of au­thors and (usu­ally
an­onym­ous) users and their re­spect­ive claims to free­dom of com­-
mu­nic­a­tion and art, rather than pit­ting the com­mer­cial in­terests of
the copy­right and the plat­form in­dus­tries (in par­tic­u­lar, their re­-
spect­ive claims to prop­erty and free­dom of busi­ness) against each
oth­er. The de­cision in La Quad­rat­ure du Net II likely has the op­pos­-
ite ef­fect: the copy­right in­dus­tries will have ac­cess to traffic data,
which in turn al­lows for­ti­fied stra­tegic en­force­ment and lit­ig­a­tion
against users. That ef­fect is in­con­sist­ent with the EU Charter and
the very jur­is­pru­dence of the Court of Justice con­cern­ing user
rights un­der copy­right and fun­da­mental rights law.
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[image: ]Copy­right en­force­ment and an­onym­ity
The Court of Justice con­firmed that data re­ten­tion is per­miss­ible
even though the crime in ques­tion is not ser­i­ous. The de­cision
cent­rally con­cerns copy­right law. A crit­ical ef­fect of the de­cision is
that plat­form or so­cial me­dia users re­ly­ing on copy­right ex­cep­tions
and there­fore ex­er­cising their rights may lose an­onym­ity. Now, the
copy­right in­dus­tries can en­force the right to ob­tain user data based
on traffic data much more eas­ily.
The de­cision is ar­gu­ably in­con­sist­ent with pre­vi­ous case law on
data re­ten­tion and causes fric­tions with the over­all bal­ance that
has been achieved in copy­right law over the last dec­ade. This ap­-
plies at the EU level, but to a much more crit­ical de­gree to Ger­-
many.
The Court of Justice has early on af­firmed in its Promusicae
(C‑275/06) de­cision that copy­right en­force­ment – which today rests
upon Art­icle 8 of the En­force­ment Directive – is sub­ject to bal­an­-
cing with pri­vacy and data pro­tec­tion con­cerns un­der the EU
Charter. Later, the Court of Justice (in Funke Medien (C-469/17) and
Spiegel Online (C-516/17)) con­ceded that writ­ten copy­right ex­cep­-
tions (such as for pur­poses of quo­ta­tion or me­dia uses) must be
con­strued in light of the EU Charter – and that, im­port­antly, these
ex­cep­tions give users rights rather than mere priv­ileges. This was a
com­prom­ise between sec­ond­ary EU copy­right law (Article 5 of the
In­foSoc Dir­ect­ive (IS­D), Dir­ect­ive 2001/29/EC), and the po­s­i­tion
taken by the Ger­man Con­sti­tu­tional Court in the Pelham case , ac­-
cord­ing to which free­dom of art should be re­cog­nised as a bal­an­-
cing factor un­der the pre-ex­ist­ing “free use” clause (pre­vi­ously § 24
(1) of the Au­thors Rights Act, now re­pealed and re­placed in § 51a
UrhG with the “ca­ri­ca­ture, par­ody and pas­tiche” ex­cep­tion in Art­-
icle 5(3)(k) IS­D). In Pelham (C-476/17), the Court of Justice in­deed
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[image: ]re­fused to al­low do­mestic law to ap­ply fun­da­mental rights as
external limitations to copy­right in­fringe­ment, un­less a writ­ten ex­-
cep­tion is in place.
The copy­right in­dustry would usu­ally claim that any use in
such way prima facie con­sti­tutes an in­fringe­ment. For ex­ample, an
al­leged pas­tiche may con­sti­tute, fol­low­ing con­ven­tional copy­right
doc­trine, a crim­inal of­fence if found to be, in fact, a re­pro­duc­tion.
But the as­sess­ment is ut­terly con­vo­luted. Opin­ions on what con­sti­-
tutes pas­tiche vary con­sid­er­ably. “Pas­tiche” (in the sense of some
trans­form­at­ive or ref­er­en­tial use) also comes close not only to no­-
tions of non-­l­it­eral re­pro­duc­tions, but also to the dis­tinc­tion
between idea and ex­pres­sion, to the min­imum re­quire­ment that a
sub­stan­tial part of the au­thor’s ex­pres­sion has been taken, and to
the di­vid­ing line to be set between re­pro­duc­tion and ad­apt­a­tion, to
name but a few.
The mat­rix of in­terests
The pres­ence of sur­veil­lance and the po­ten­tial loss of an­onym­ity
now fol­low­ing from the La Quad­rat­ure du Net II de­cision has the
ca­pa­city to render the right to pas­tiche (and com­mu­nic­at­ive
freedoms by and large) ob­sol­ete. An­onym­ity is an in­dis­pens­able
con­di­tion to ex­er­cise fun­da­mental rights in­clud­ing the right to
free­dom of ex­pres­sion and art on so­cial me­dia and shar­ing plat­-
forms. Un­avoid­ably – and es­pe­cially con­cern­ing large plat­forms
such as Google’s You­Tube ser­vice – copy­right ex­ploiters con­sider
the pres­ence of such plat­forms as a threat to their mar­ket and ir­rit­-
at­ing com­pet­i­tion. That col­li­sion between big plat­forms and the
copy­right in­dustry has ul­ti­mately led to Art­icle 17 DSMD (pre­vi­-
ously (draft) Art­icle 13). On the one hand, Art­icle 17 im­poses ex­-
ten­ded dir­ect li­ab­il­ity stand­ards for plat­form op­er­at­ors for any-
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[image: ]thing po­ten­tially in­fringing up­loaded con­tent by users. On the
other hand (and after much tri­bals and tribu­la­tions in the le­gis­lat­-
ive pro­cess), it is in­tro­du­cing a man­dat­ory pro­vi­sion: Mem­ber
States must en­sure that users can ef­fect­ively ex­er­cise their fun­da­-
mental rights and rely, in par­tic­u­lar, on pas­tiche. But how?
The mat­rix of in­terests that na­tional le­gis­lat­ors face when
trans­pos­ing these con­flict­ing prin­ciples is mul­ti­far­i­ous. Plat­forms
may rely on the free­dom to con­duct their busi­ness. Ex­ploiters
would point out that they en­joy prop­erty rights and be­ne­fit from a
prin­ciple of a high level of pro­tec­tion un­der sec­ond­ary law. Users
en­ga­ging in memes and mashups will refer to com­mu­nic­at­ive
freedoms and, ad­di­tion­ally, may rely on the rights to data pro­tec­-
tion and pri­vacy should they be tar­geted by the in­dustry.
Au­thors versus ex­ploiters
And au­thors? Au­thors can in­deed claim rather di­verse le­git­im­ate
in­terests that le­gis­lat­ors must re­cog­nise. Of course, au­thors would
like to see fair re­mu­ner­a­tion (not ne­ces­sar­ily de­rived from agree­-
ments with their ex­ploiters, as the case may be, but also via a new
stat­utory li­cens­ing scheme), but also, and more im­port­antly, need
rights of ac­cess to preex­ist­ing works if the pur­pose of copy­right is
in­deed to foster cre­ativ­ity. To com­plic­ate things, many au­thors will
be plat­form users – and, of course, vice versa.
For ex­ploiters, the legal land­scape that should, ideally, be un­-
fold­ing ap­pears straight­for­ward. To them, ne­ces­sar­ily, the pro­lif­er­a­-
tion of shar­ing plat­forms con­sti­tutes dir­ect com­pet­i­tion with their
own busi­ness mod­els, i.e. stream­ing or down­load ser­vices. Of
course, any con­tent re­sem­bling a work or a pro­du­cer right (even
snip­pets taken from a broad­cast or sound re­cord­ing) con­sti­tutes,
prima facie, an in­fringe­ment, a po­s­i­tion fully aligned with copy­right
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[image: ]doc­trine. Hence, plat­forms must im­me­di­ately re­move any pro­tect­-
able con­tent – it is their ob­lig­a­tion to in­stall up­load fil­ters. Users
would still have a right to rely on pas­tiche, but must en­force it
against the plat­form after their con­tent had been taken down. In­-
deed, this may also be the pre­ferred solu­tion from the per­spect­ive
of the plat­form op­er­at­or. Tech­nical solu­tions mean less ex­pendit­-
ure com­pared to la­bor­i­ous and elab­or­ate con­tent mod­er­a­tion
schemes.
And even if such mod­er­a­tion scheme is in place, ex­ploiters may
still em­ploy a strategy to dis­suade users from trans­form­at­ive uses.
The threat of costly lit­ig­a­tion to the in­di­vidual user is real (and a
pro­tec­ted right un­der Art­icle 47 EU Charter) – provided, of course,
the plat­form has in­form­a­tion on the of­fend­ing user’s iden­tity. This
may be so or not. Whether a duty to dis­close such data to the po­-
ten­tial claimant ex­ists is, first and fore­most, a mat­ter of sec­ond­ary
law and may de­pend on fur­ther con­di­tions such as a court or­der.
The ef­fect is, over­all, to dis­in­cent­ive cre­at­ive ex­pres­sion that may
po­ten­tially be covered by free­dom of art.
From a con­sti­tu­tional per­spect­ive, the “stay down” scheme fol­-
lows from a par­tic­u­lar fram­ing of the le­gis­lat­ive pro­por­tion­al­ity ex­-
er­cise. The as­sess­ment is es­sen­tially based on bal­an­cing eco­nomic
in­terests – the right to prop­erty en­joyed by copy­right ex­ploiters
versus the right to busi­ness en­joyed by plat­form op­er­at­ors. It is no
co­in­cid­ence that, around 2018, when lob­by­ing for dir­ect li­ab­il­ity
began, the main and most prom­in­ent ar­gu­ment put for­ward by
copy­right ex­ploiters was the al­leged “value gap”. In es­sence, they
claimed nu­mer­ous in­stances of un­just en­rich­ment at the ex­pense
of both tra­di­tional and mod­ern mar­kets, in­clud­ing stream­ing and
down­load ser­vices.
The Court of Justice sub­sequently noted, in the Poland decision
(C-401/19) (fol­low­ing the opin­ion by AG Saug­mandsgaard Øe), that
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[image: ]the use of up­load fil­ters is com­pli­ant with the EU Charter only in
case of “mani­fest in­fringe­ment­s”, though it did not define that
term. However, the Court also clearly con­ceded the need for user
cre­ativ­ity. There is one ex­ample that may be used to il­lus­trate an
ap­proach that man­ages to re­duce com­plex­ity con­vin­cingly, much in
line with the as­ser­tions in the Poland decision: The Ger­man
UrhDAG trans­poses Art­icle 17 DSMD in cer­tainly a unique man­ner.
The Ger­man gov­ern­ment had made it clear, im­me­di­ately fol­low­ing
the ad­op­tion of the DS­MD, that it would not ac­cept wide­spread fil­-
ter­ing in the in­terests of com­mu­nic­at­ive free­dom. The cent­ral
mech­an­ism is, in short, that users may flag up­loaded con­tent as
pas­tiche or par­ody, and if so, the plat­form must not re­move that
con­tent un­less the right holder ob­jects and refers the mat­ter to
con­tent mod­er­a­tion, or in­deed to a court. Yet the real “trick” is that
the new law em­ploys a mech­an­ism not known in any other jur­is­dic­-
tion. Au­thors re­ceive, for every flagged use, re­mu­ner­a­tion from the
plat­form and thereby have, mostly, no in­cent­ive to pre­vent or
object to such uses. Be­cause of that pro­spect of a new source of in­-
come, the new law also ab­solves the op­er­ator from mak­ing de­-
cisions con­cern­ing the mean­ing of the no­tori­ously opaque terms of
pas­tiche or par­ody – and there­fore also, on bal­ance, avert­ing the
thorny prob­lem of plat­form staff elab­or­at­ing on the scope of fun­-
da­mental rights. The mech­an­ism ad­op­ted may, as a more dis­tant
yet power­ful ef­fect, also in­centiv­ise more es­tab­lished artists to
welcome platform uses in gen­eral – and thus to ex­ert pres­sure on
ex­ploiters to li­cense any plat­form use (to en­sure that in­come is
generated for their be­ne­fit to achieve the ul­ti­mate ob­ject­ive
underpinning the new law).
In con­sequence, the “me­dium of money” en­sures cre­at­ive free­-
dom. In a subtle and al­most per­fi­di­ous way, the Ger­man le­gis­lator
(un­con­sciously, prob­ably) mar­gin­al­ised the re­spect­ive eco­nomic
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[image: ]rights and in­terests of both plat­forms and ex­ploiters, turn­ing the
rights to prop­erty and busi­ness into what may be termed as trans-
sub­ject­ive rights to be ex­er­cised in the in­terest of au­thors and
users much in the sense of an “a­gency” right.
Ex­ploiters there­fore lose out twice: they can­not fully con­trol
rel­ev­ant flagged uses, and in the fu­ture, new stat­utory li­cens­ing
mod­els might emerge, re­quir­ing plat­forms to make pay­ments to
au­thors. This mar­gin­al­isa­tion of ex­ploiter in­terests cre­ates fur­ther
is­sues – that is, to stra­tegic­ally tar­get in­di­vidual users, a pro­spect
that the de­cision in La Quad­rat­ure du Net II now re­in­forces by giv­-
ing ac­cess to traffic data held by pro­viders. It is easy to see why: a
user flags their con­tent as pas­tiche, the con­tent stays up, which
res­ults in a pay­ment to the au­thor. The mar­gin­al­ised ex­ploiter,
however, either as a li­censee or as an owner of a neigh­bour­ing
right, may well wish to in­stig­ate a com­plaint with the plat­form, or
in­deed take im­me­di­ate legal ac­tion through courts. User know­ledge
on such strategy will spread fast. In ad­di­tion, ad­opt­ing such
strategies will work against the in­terests of au­thors – no pay­ment
is due where the work in ques­tion is ul­ti­mately re­moved.
Yet, the UrhDAG is si­lent on user an­onym­ity. The tra­di­tional
right to in­form­a­tion (§ 101 UrhG) still ap­plies, a right that has been
con­strued by Ger­man courts in a man­ner very fa­vor­ably to right
own­ers. Data pro­tec­tion laws play no role in such scen­ario, as I
have out­lined else­where in more detail.
Takeaway
At this junc­ture, the  La Quad­rat­ure du Net II de­cision cre­ates an
enorm­ous fric­tion between the del­ic­ate bal­ance achieved un­der the
UrhDAG and the broad per­mis­sion for data re­ten­tion fol­low­ing
from the rul­ing. In fact, fol­low­ing an eco­nomic lo­gic, stra­tegic en-
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[image: ]force­ment tar­get­ing in­di­vidual users is now the only means for the
copy­right in­dus­tries to pro­tect their own ex­ist­ing or fu­ture mar­kets
and thus to avoid un­wanted com­pet­i­tion. It is easy to ima­gine how
such strategy could be rolled out. A user flags, and money is paid to
the au­thor. But the right owner can al­ways in­stig­ate legal pro­ceed­-
ings, and for that they will need to know the per­sonal de­tails of the
al­leged of­fend­er. Pre­vi­ously, this was re­stric­ted to static data, and a
claim to dis­close such data, of course, de­pends on whether the op­-
er­ator held such data in the first palace. Now, ex­ploiters can ef­fect­-
ively in­stil fear of lit­ig­a­tion on the plat­form through ac­cess to
traffic data, mak­ing wide­spread lit­ig­a­tion much more ef­fort­less. At
the EU level, such ef­fect ob­vi­ously col­lides with the rel­ev­ance of
pas­tiche as as­ser­ted in the de­cision in the Poland case. For Ger­-
many, the de­cision – more crit­ic­ally – erad­ic­ates the in­cent­ive for
the in­dustry to li­censes uses on plat­forms in gen­er­al. To put it
bluntly: the de­cision, primar­ily con­cern­ing copy­right, dis­rupts the
le­gis­lat­ive de­cision in a Mem­ber State that ad­op­ted a solu­tion
cent­rally em­phas­ising cre­ativ­ity.
What is most mis­chiev­ous is that the Court of Justice saw it­self
un­able to cast an eye on its own de­cision in Poland and ac­cord­ingly
to elab­or­ate on its own stance which places em­phasis on user cre­-
ativ­ity. It did not con­sider the ef­fects the rul­ing will have on user
an­onym­ity as a cent­ral con­di­tion for the ex­er­cise of fun­da­mental
rights un­der the DS­MD. It can eas­ily be pre­dicted that the mat­ter
will be­come an­other bone of con­ten­tion yet again between the Ger­-
man Con­sti­tu­tional Court and the Court of Justice on the rel­ev­ance
and status of com­mu­nic­at­ive freedoms in a copy­right con­text –
and, ul­ti­mately, whether it is the former who will have the last
word on such con­sti­tu­tional mat­ters. It is cer­tainly not a co­in­cid­-
ence that Ger­man courts in 2007 asked the Court of Justice what is
the ap­pro­pri­ate meth­od­o­lo­gical ap­proach to con­stru­ing com­mu-
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[image: ]nic­at­ive freedoms pro­tec­ted un­der con­sti­tu­tional law in copy­right
mat­ters. As men­tioned, the Court of Justice had – very likely to
avoid fric­tions with the Ger­man Con­sti­tu­tional Court – to make
con­ces­sions. It had to aban­don the con­ven­tional prin­ciple that
copy­right ex­cep­tions must be “in­ter­preted nar­rowly” in the in­terest
of rights hold­ers and also had to broadly re­la­tiv­ize the “high level
of pro­tec­tion” tenet un­der sec­ond­ary law. The La Quad­rat­ure du Net
II decision now gives the copy­right in­dustry lever­age to un­der­mine
the del­ic­ate bal­ance of in­terests, par­tic­u­larly in the Ger­man UrhD­-
AG. A dis­ser­vice in­deed.
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[image: ]ata re­ten­tion laws are not a shield for on­line ab­users or a
means of en­sur­ing im­pun­ity. While new forms of data pro­-
cessing pose pri­vacy risks, they also en­able the im­ple­ment­a­tion of
data re­ten­tion re­gimes to com­bat ab­use without go­ing bey­ond
what can be con­sidered ne­ces­sary in a demo­cracy.
When the CJEU handed down its judg­ment in La Quadrature Du
Net 
I 
(C-511/18, 
C-512/18 
and 
C-520/18) 
(and 
Privacy
International (C‑623/17)) in 2020, it seemed that the saga of re­ten­-
tion cases was com­ing to an end. The Court – in its eighth con­sec­-
ut­ive rul­ing – cla­ri­fied (what ap­peared to be) the fi­nal as­pects of
the ap­plic­a­tion of data re­ten­tion le­gis­la­tion, which were largely fo­-
cused on the use of such in­form­a­tion in the area of state security.
However, this did not hap­pen. The fol­low­ing years saw the
equally sig­ni­fic­ant cases of Graham Dwyer (C-140/20)  and
SpaceNet  (Joined Cases C-793/19 and C-794/19). And when, once
again, it seemed that the is­sue of gen­eral data re­ten­tion, en­com­-
passing traffic and loc­a­tion data, was ul­ti­mately closed (in
SpaceNet, the CJEU clearly and un­equi­voc­ally in­dic­ated its im­per­-
miss­ib­il­ity in crim­inal pro­ceed­ing­s), the prob­lem of re­ten­tion rules
began to be ex­amined from a new, equally im­port­ant per­spect­ive.
As a res­ult of a re­quest for a pre­lim­in­ary ruling  from the
Conseil d’État, the Court had to cla­rify again whether the gen­eral
re­ten­tion of IP ad­dresses can be used as a mech­an­ism to counter
on­line copy­right in­fringe­ment.
The La Quad­rat­ure Du Net II (C-470/21) case  – es­pe­cially the
AG’s opin­ion ac­cept­ing the pos­sib­il­ity of us­ing such a measure –
sparked a discussion on the pos­sib­il­ity of re­vis­ing the CJEU’s re­ten­-
tion jur­is­pru­dence to date. However, I do not be­lieve that the
CJEU’s judg­ment ac­tu­ally her­alds a “Co­per­nican revolution” or is a
“Pan­dora’s box” . It rather com­ple­ments the ex­ist­ing line of jur­is-
D
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[image: ]pru­dence. Like a cliff­hanger in a TV series, it fore­shad­ows that the
story is not yet over.
Re­ten­tion of tele­com­mu­nic­a­tions data in the CJEU case law
The Court of Justice’s po­s­i­tion on gen­er­al­ised forms of re­ten­tion
has al­ways re­ferred to the prin­ciple of pro­por­tion­al­ity, ac­cord­ing to
which a ser­i­ous in­ter­fer­ence with an in­di­vidu­al’s rights can only be
jus­ti­fied by the pur­suit of ob­ject­ives that can also be con­sidered
ser­i­ous. In the Court’s view, pro­cessing of all re­tained data makes it
pos­sible to re­con­struct a di­gital pro­file of an in­di­vidu­al, re­veal­ing
de­tailed in­form­a­tion about them – in­clud­ing their world­view,
health status, polit­ical be­liefs etc. Thus, such ser­i­ous in­ter­fer­ence
can only be jus­ti­fied by the fight against ser­i­ous crime and na­tional
se­cur­ity ob­ject­ives. Again, however, this meas­ure can­not be ap­plied
in a gen­er­al­ised man­ner, as its ap­plic­a­tion would then not be linked
to a con­crete and real threat to an im­port­ant pub­lic in­terest.
Rather, it would be­come a tool for col­lect­ing re­dund­ant data.
The ex­am­in­a­tion of na­tional re­ten­tion laws should there­fore be
car­ried out in two di­men­sions: qual­it­at­ive and quant­it­at­ive. The
former serves to as­sess the de­gree of in­ter­fer­ence with in­di­vidual
rights. Ser­i­ous in­ter­fer­ence (col­lect­ing the to­tal­ity of elec­tronic
com­mu­nic­a­tions metadata) should be lim­ited to cases in which
serious objectives are pur­sued and should re­quire spe­cial legal
safe­guards, such as ju­di­cial over­sight. When ex­amin­ing re­ten­tion
laws, at­ten­tion should thus first be paid to the qual­ity of the data
col­lec­ted, which re­veals the de­gree of in­ter­fer­ence with in­di­vidual
rights.
Im­port­antly, however, the CJEU has not pre­de­ter­mined the ab­-
so­lute im­per­miss­ib­il­ity of all un­tar­geted forms of data re­ten­tion in
its case law to date. The cases ex­amined by the Court con­cerned
7
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[image: ]the re­ten­tion of high-qual­ity data, most of­ten the en­tirety of
metadata from elec­tronic com­mu­nic­a­tions, such a loc­a­tion data,
date and time of com­mu­nic­a­tion, and the com­mu­nic­a­tion part­ners
in­volved (al­low­ing pro­found in­ter­fer­ence with in­di­vidual right­s).
Con­sequently, the Court’s in­ter­pret­a­tion con­cerned the col­lec­tion
and pro­cessing of this type of in­form­a­tion. It was only in La
Quadrature du Net II that the CJEU was con­fron­ted with the per­-
miss­ib­il­ity of ap­ply­ing un­tar­geted re­ten­tion of a cer­tain cat­egory of
in­form­a­tion, the col­lec­tion and pro­cessing of which, within a lim­-
ited scope and for a spe­cific pur­pose, does not seem to ser­i­ously in­-
ter­fere with in­di­vidual rights.
The prob­lem of IP ad­dress re­ten­tion
The back­ground of La Quad­rat­ure du Net II was the per­miss­ib­il­ity
of a spe­cial legal pro­ced­ure, the so-c­alled gradu­ated re­sponse
procedure, which was es­tab­lished in French law for cases of coun­-
ter­act­ing copy­right infringement. Its es­sen­tial part is send­ing no­-
ti­fic­a­tions to users (sub­scribers of an in­ter­net ser­vice pro­vider)
about the use of their net­work ter­min­a­tion to share files on a P2P
net­work in a way that in­fringes copy­right. A gradu­ated re­sponse
pro­ced­ure is car­ried out by an ad­min­is­trat­ive body (Arcom ,
formerly Hadopi) and, in prin­ciple, does not in­volve the im­pos­i­tion
of crim­inal sanc­tions on users. Only in the case of re­peated copy­-
right in­fringe­ment does the pro­ced­ure provide for the pos­sib­il­ity of
no­ti­fy­ing a pub­lic pro­sec­utor of the in­fringe­ment.
On the tech­nical side, the pro­ced­ure is im­ple­men­ted when
copy­right hold­ers trans­mit ag­greg­ated in­form­a­tion about files be­-
ing shared on P2P net­works, along with the IP ad­dresses of the
users shar­ing these files. Ar­com com­bines this in­form­a­tion with
data from tele­coms op­er­at­ors, thus es­tab­lish­ing the iden­tity of the
8
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[image: ]sub­scriber to be no­ti­fied of the in­fringe­ment de­tec­ted. It was in
fact this last ele­ment of the mech­an­ism that was at the heart of the
dis­pute in La Quad­rat­ure du Net II – namely, whether tele­com­mu­-
nic­a­tions op­er­at­ors can be ordered to pre-empt­ively col­lect
information on the IP ad­dresses of all users simply be­cause these
data may (and in some cases will) prove ne­ces­sary for the pur­poses
of de­tect­ing copy­right in­fringe­ments.
A pos­it­ive an­swer, it seems, would lead to a situ­ation in which
it would be per­miss­ible to re­tain a par­tic­u­lar type of metadata
(source IP ad­dresses) in an un­tar­geted man­ner and without any
con­crete link to a crime. Ac­cord­ing to crit­ics of such a solu­tion, this
would lead to the Court ac­cept­ing the use of an in­trus­ive meas­ure
(gen­er­al­ised data re­ten­tion) for less im­port­ant pub­lic tasks whilst
sim­ul­tan­eously re­ject­ing its use for the pur­poses of fight­ing ser­i­ous
crime.
However, a neg­at­ive an­swer – up­hold­ing the pro­hib­i­tion of IP
data re­ten­tion in an un­tar­geted man­ner for the use of com­bat­ing
gen­eral crime – would make it sig­ni­fic­antly more dif­fi­cult to
investigate online copy­right in­fringe­ments. In the Court’s view, it
would in fact not so much hinder such a fight as make it im­-
possible, cre­at­ing the risk of sys­temic im­pun­ity for per­pet­rat­ors
(para. 119).
In my view, such a po­lar­ised fram­ing of the prob­lem presen­ted
in La Quad­rat­ure du Net II is flawed and leads to over­sim­pli­fic­a­tion.
On the one hand, the need for ef­fect­ive pro­sec­u­tion of on­line in­-
fringe­ments is real. On the other hand, the meas­ure needed to
provide this pro­tec­tion – al­beit us­ing un­tar­geted data re­ten­tion – is
not the same as the meas­ure re­ferred to in the earlier CJEU case
law. Not every data re­ten­tion pro­ced­ure is con­duc­ted in an un­tar­-
geted man­ner, but neither does every case of data re­ten­tion af­fect
the rights of the data sub­ject in the same way. By skip­ping the
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[image: ]qual­it­at­ive as­sess­ment and fo­cus­sing solely on the quant­it­at­ive as­-
sess­ment of data col­lec­tion prin­ciples, one loses sight of the ac­tual
sur­veil­lance po­ten­tial of the en­tire pro­cess. The Court aptly re­cog­-
nised this prob­lem, ad­dress­ing it in de­tail in its judg­ment.
A re­ad­just­ment or a u-turn?
In La Quad­rat­ure du Net II, the Court con­firmed in prin­ciple that
im­pos­ing an ob­lig­a­tion on tele­com­mu­nic­a­tion pro­viders to re­tain
the IP ad­dresses of the source of a con­nec­tion does not in­fringe EU
law, provided that ad­di­tional and spe­cific legal safe­guards are es­-
tab­lished. Once again, it based its in­ter­pret­a­tion on the prin­ciple of
pro­por­tion­al­ity, ex­amin­ing whether the bulk col­lec­tion of IP ad­-
dresses con­sti­tutes a ser­i­ous in­ter­fer­ence with in­di­vidual rights. In
this re­gard, the Court con­sidered that IP ad­dresses, as long as they
are not com­bined with other information (e.g. sites vis­ited, in­form­-
a­tion searched, con­tent viewed etc.), do not en­able the es­tab­lish­-
ment of de­tailed in­form­a­tion about an in­di­vidu­al. There­fore, their
pro­cessing does not lead to a ser­i­ous in­ter­fer­ence and, thus, should
not be lim­ited solely to the pur­suit of pur­poses that can be de­-
scribed as ser­i­ous. The Court’s reas­on­ing was based on two as­-
sump­tions: (1) IP ad­dresses do not re­veal de­tailed in­form­a­tion
about an in­di­vidual (para. 76) and (2) the pro­cessing of such data
on a case­-by-case (in­di­vidu­al­ised) basis does not lead to the pro­fil­-
ing of data sub­jects (“wa­ter­tight sep­ar­a­tion”, paras. 83, and 87-89).
IP ad­dresses as less sens­it­ive data
The above leads to ques­tions about the ac­tual im­pact of La
Quadrature du Net II on the ap­plic­a­tion of re­ten­tion rules in Mem­-
ber States. On the one hand, many point to the risk of lower­ing the
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[image: ]re­strict­ive standards set by the CJEU in its earlier case law, which
were sum­mar­ised in the SpaceNet case. La Quad­rat­ure du Net II can
also be read as a nar­row ex­cep­tion to the gen­eral pro­hib­i­tion of un­-
tar­geted data col­lec­tion es­tab­lished in former case law. It per­mits
such un­tar­geted data col­lec­tion only if it takes place in a strictly
con­trolled en­vir­on­ment. Fur­ther­more, it re­mains to be seen
whether the judg­ment ini­ti­ates a dis­cus­sion on un­tar­geted re­ten­-
tion in re­la­tion to other cat­egor­ies of traffic and loc­a­tion data.
In the Court’s view, the es­sen­tial reas­on­ing in La Quad­rat­ure du
Net II re­mains con­sist­ent with – and even re­in­forces – the earlier
case law. In­deed, the qual­i­fic­a­tion of IP ad­dresses as less sens­it­ive
data has made it pos­sible not only to put for­ward a dif­fer­ent set of
legal safe­guards for its pro­cessing, but also to dis­pense with the
man­dat­ory prior over­sight – which, ac­cord­ing to earlier case law,
should be ap­plied in cases where re­tained tele­com­mu­nic­a­tions data
are ac­cessed.
Al­though the Court’s reas­on­ing is con­sist­ent, it is based on the
as­sump­tion that IP ad­dresses can in­deed be cat­egor­ised as
low-sensitivity data. The ques­tion is whether this is al­ways the
case – all the more so as the ex­per­i­ence of re­cent years shows that
groups 
of 
in­form­a­tion 
ini­tially 
clas­si­fied 
as 
not 
very
sensitive   (e.g. geo­loca­tion data) have in sub­sequent years been
clas­si­fied by the same Court as re­quir­ing the identical protection
as the com­mu­nic­a­tions them­selves. Sim­ilar doubts are already
present today with re­gard to IP ad­dress data. For ex­ample, can in­-
form­a­tion about users of the Tor net­work – in par­tic­u­lar, data re­-
cor­ded at the ori­gin­at­ing and ter­min­at­ing nodes – really be clas­si­-
fied as low-­sens­it­iv­ity data in every case? It should be noted that
the col­lec­tion of IP ad­dresses at entry and exit nodes is a key tech­-
nique for de-an­onym­iz­ing Tor traffic and identi­fy­ing users – a
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[image: ]method suc­cess­fully em­ployed by se­cur­ity and in­tel­li­gence agen­-
cies world­wide.
More data re­ten­tion to come?
More con­tro­versy sur­rounds the link between data col­lec­tion rules
and the per­miss­ible scope of data pro­cessing. In par­tic­u­lar, at­ten­-
tion is drawn to the risk that im­ple­ment­ing the safe­guards model
de­scribed in La Quad­rat­ure du Net II will only cre­ate the il­lu­sion of
con­trol. If state au­thor­it­ies are able to re­quire tele­com­mu­nic­a­tion
op­er­at­ors to col­lect large data­bases of user in­form­a­tion, these data
will – sooner or later – also be used for other pub­lic pur­poses. I call
this phe­nomenon “the pro­lif­er­a­tion of elec­tronic sur­veil­lance
meas­ures”, and it has, in fact, been ob­served for years.
In the light of the ex­ist­ing case law, there ap­pears to be no
obstacle to IP ad­dress re­ten­tion data be­ing used by secret ser­vices
in the area of state se­cur­ity. Such data may also be help­ful in
identi­fy­ing per­pet­rat­ors of other (more ser­i­ous) crimes. The ques­-
tion of the re­quired legal safe­guards re­strict­ing the use of this in­-
form­a­tion may be sec­ond­ary in a situ­ation where the data have
already been col­lec­ted. This leads to the con­clu­sion that in La
Quad­rat­ure du Net II, the Court – con­sciously or not – per­mit­ted
the im­ple­ment­a­tion of a model awaited by many gov­ern­ments,
whereby states will be able to leg­ally re­tain (some) elec­tronic com­-
mu­nic­a­tions data, with the ob­lig­a­tion to demon­strate that the ne­-
ces­sity cri­terion is met only at the stage of ac­cess­ing the data.
A dif­fi­cult bal­ance to strike
La Quad­rat­ure du Net II has been met with mixed re­ac­tions, with
mainly crit­ical ar­gu­ments point­ing to the de­par­ture from the pre­vi-
14
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[image: ]ous clear in­ter­pret­a­tion re­gard­ing the pro­hib­i­tion of gen­er­al­ised
metadata re­ten­tion measures. These voices should not be ig­-
nored, as they ex­press le­git­im­ate con­cerns about the pos­sib­il­ity of
the judg­ment in­tro­du­cing solu­tions which are de facto identical in
terms of in­trus­ive­ness to those pre­vi­ously chal­lenged by the CJEU.
At the same time, however, it is im­port­ant not to lose sight of the
fact that law – in­clud­ing data re­ten­tion rules – must not be­come a
mech­an­ism for pro­tect­ing crim­in­als. The scale and mass nature of
on­line rights vi­ol­a­tions are a real prob­lem. P2P net­works are not
only a threat to copy­right pro­tec­tion, but also an en­vir­on­ment for
the dis­tri­bu­tion of con­tent re­lated to ser­i­ous crime (e.g. ex­trem­ist
speech or child ab­use materials ). It is there­fore ne­ces­sary to
strike a bal­ance between the two ra­tionales and to pro­pose solu­-
tions that ad­equately pro­tect users by not guar­an­tee­ing im­pun­ity
for crim­in­als.
La Quad­rat­ure du Net II fits into this need but, at the same time,
does not seem to ex­plain in suf­fi­cient depth the re­la­tion­ship
between the col­lec­tion and pro­cessing of low-­sens­it­iv­ity data and
their sub­sequent use by state au­thor­it­ies. Ad­dress­ing this is­sue
more clearly would help to cla­rify many con­tro­ver­sies and an­swer
ques­tions about the fu­ture of re­ten­tion laws in Mem­ber States.
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Spillovers and Un­ex­pec­ted In­ter­ac­tions
Read­ing the La Quad­rat­ure du Net II De­cision in Con­text
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[image: ]or more than a dec­ade now, the Court of Justice of the
European Union (CJEU) has struggled with the leg­al­ity of vari­-
ous bulk sur­veil­lance man­dates im­posed un­der European and na­-
tional law. Since its 2014 judg­ment in Digital Rights Ire­land
(C‑293/12 and C-594/12), the CJEU has been un­equi­vocal about the
need for non-trivial legal con­straints on data col­lec­tion (in that
case, un­der Art­icles 7, 8 and 11 of the Charter of Fun­da­mental
Right­s). In the 2016 cases of Tele2 Sverige and Privacy In­ter­na­tional
(Joined Cases C‑203/15 and C‑698/15), and sub­sequent rul­ings, the
Court craf­ted a re­tic­u­lated, mul­ti-tiered frame­work match­ing dif­-
fer­ent objectives  with dif­fer­ent re­gimes for bulk data col­lec­tion
and re­ten­tion.
Its April 2024 judg­ment in La Quad­rat­ure du Net II (C-470/21)
ex­tends this pro­por­tion­al­ity-ori­ented frame­work to the re­ten­tion
and shar­ing of IP ad­dress with Hadopi, a French pub­lic au­thor­ity
that “pro­tect[s] works and sub­ject mat­ter covered by copy­right or
re­lated rights against in­fringe­ment” (para. 52). Hadopi used that
data to identify the trans­mis­sion of un­li­censed ma­ter­i­al. The Court
de­clined to find that a Charter vi­ol­a­tion in Hadop­i’s au­thor­ized ac­-
cess to, or use of, in­ter­net pro­tocol (IP) ad­dresses provided, inter
alia, that such data was strictly par­ti­tioned from other bod­ies of
data (in­clud­ing in­form­a­tion about the work down­loaded) that could
be used to re­veal sens­it­ive per­sonal in­form­a­tion (e.g., “sexual ori­-
ent­a­tion, polit­ical opin­ions, re­li­gious, philo­soph­ic­al, so­ci­etal, or
other be­lief­s”, the so-c­alled “spe­cial cat­egor­ies of per­sonal data” of
Art­icle 9 of the EU Gen­eral Data Pro­tec­tion Reg­u­la­tion (para. 110)).
To our eyes, the La Quadrature du Net II de­cision does not mark
a sea-change in the CJEU’s ap­proach. The Court ap­plied again a
gen­eral prin­ciple that the in­tens­ity of the lim­it­a­tion of per­sonal
rights and freedoms has to mir­ror the ser­i­ous­ness of the in­terest
put at risk, and the iden­ti­fic­a­tion and cat­egor­iz­a­tion of what is “in-
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[image: ]tense”. What is “ser­i­ous” now has to be de­term­ined by the courts.
Both the dir­ect and the in­dir­ect im­pacts of this de­cision for pri­vacy,
we ar­gue here, arise from in­ter­ac­tions with other bod­ies of law and
com­mer­cial prac­tice re­lated to data.
As­sess­ing the mar­ginal im­pact of man­dat­ory dis­clos­ure
The ef­fect of a novel man­dat­ory re­ten­tion and of­fi­cial ac­cess re­-
gime de­pends on the other ways in which covered en­tit­ies already
come into con­tact, and share data, with of­fi­cials. Where those firms
are already shar­ing user data (in­clud­ing per­haps IP ad­dresses) with
of­fi­cials – whether vol­un­tar­ily or pur­su­ant to a legal man­date – the
ef­fect of such re­ten­tion and shar­ing man­dates will be di­min­ished.
The French law at is­sue in La Quad­rat­ure du Net II was the In­-
tel­lec­tual Prop­erty Code (or CPI). It ap­plied to “[e]lec­tronic com­-
mu­nic­a­tions pro­viders … and ser­vice pro­vider­s”. This cov­ers firms
that provide ac­cess to the in­ter­net for in­di­vidual private con­-
sumers. The CJEU did not ask whether such en­tit­ies are sub­ject to
any other legal re­gimes that might lead to the shar­ing of IP
addresses with agents of a European state. The gap is puzz­ling. A
pro­por­tion­al­ity ana­lysis should lo­gic­ally take ac­count of the way in
which ex­tant law already gives a (po­ten­tially bad in­ten­tioned) state
actor a path to ac­cess such data.
In this re­gard, con­sider the ef­fect of the 2024 Di­gital Ser­vices
Act (D­SA), which came into force on Feb­ru­ary 17, 2024 (i.e., two
months be­fore La Quad­rat­ure du Net II), upon the elec­tronic com­-
mu­nic­a­tions pro­viders covered by the CPI. The DSA’s most
well-known pro­vi­sions con­cern its im­plic­a­tions for very large on­-
line plat­forms. But these are not the only en­tit­ies reached by that
extensive and in­tric­ate legal measure.   Chapters II and III of the
DSA im­pose new rules for many en­tit­ies that likely rank also as
1
Spillovers and Un­ex­pec­ted In­ter­ac­tions
118

[image: ]elec­tronic com­mu­nic­a­tions pro­viders. For in­stance, Art­icle 18 re­-
quires host­ing ser­vices to “promptly in­form” the state of cer­tain
sus­pec­ted crim­inal activ­it­ies. The DSA also re­quires cer­tain in­ter­-
me­di­ar­ies to trace sellers on on­line mar­ket­places as a means to
pro­tect purchasers.
While the ex­act scope and im­ple­ment­a­tion of the DSA are a
work in pro­gress, it is hardly far-fetched to posit that the DSA’s ob­-
lig­a­tions will fall on some of the firms covered by the CPI, and that
firms un­der the DSA will finds them­selves in close and fre­quent
con­tact with reg­u­lat­ors. Art­icle 18, for in­stance, en­vis­ages in­form­a­-
tion shar­ing on an on­go­ing basis. Veri­fy­ing com­pli­ance with the
DSA reg­u­lat­ors will also need top peer in­side com­mu­nic­a­tions sys­-
tems. Whatever the formal terms of the law, it would be very sur­-
pris­ing if, in prac­tice, this did not lead to any leakage from firms to
of­fi­cials, and did not lead to private-pub­lic re­la­tion­ships that could
serve as ef­fect­ive spring­boards for in­formal co­oper­a­tion.
If of­fi­cials (espe­cially bad in­ten­tioned ones) already have a way
of ac­cess­ing IP ad­dresses and other data, are the CJEU’s new con­-
straints do­ing no work? The ef­fect of the DSA on pri­vacy is not ne­-
ces­sar­ily a neg­at­ive one, so there is no easy an­swer to this ques­-
tion. After all, per­haps of­fi­cials’ fa­mili­ar­ity with how elec­tronic
com­mu­nic­a­tions pro­viders struc­ture and pre­serve their data
creates a new or ad­di­tional in­terest in find­ing ways to get data
lawfully. That is, it may stim­u­late the prob­lem to which the CJEU
responded.  But the in­ter­ac­tion does un­der­score the oddity of eval­-
u­at­ing risks to pri­vacy in a va­cu­um.
There is a second way in which ex­ist­ing elec­tronic com­mu­nic­a­-
tions prac­tices in­ter­act with the pri­vacy risks of the CPI.  When
pack­ets of data are moved across the phys­ical in­fra­struc­ture of the
in­ter­net, they are gen­er­ally labeled with both the source and the
re­cip­i­ent IP address. Ac­cord­ing to Vadim Nikit­in, some 70 per­cent
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[image: ]of this traffic flows through phys­ical switches and data cen­ters in
the United States. And, as Henry Far­rell and Ab­ra­ham New­man
doc­u­ment, the U.S. has long taken ad­vant­age of its unique ac­cess to
the phys­ical in­fra­struc­ture of the in­ter­net to ac­cess data without
the per­mis­sion of other sovereigns. To our know­ledge, such ac­cess
is not con­strained by the rules pro­mul­gated by the European Data
Pro­tec­tion Board. In prac­tical ef­fect, the se­cur­ity of IP ad­dresses,
which was the spe­cific kind of data at is­sue in La Quad­rat­ure du Net
II, turns on the nature of the re­la­tion­ship between a given
European coun­try and the U.S. na­tional se­cur­ity ap­par­at­us. While it
might seem that mere ac­cess to source and re­cip­i­ent IP ad­dresses
does not re­veal a per­son’s civil iden­tity, we sus­pect that ap­plic­a­tion
of data-in­tens­ive AI ana­lytic will of­ten (per­haps al­most al­ways) al­-
low ac­cur­ate in­fer­ences about in­di­vidu­als.
Again, the reason to high­light this is not to un­der­cut the CJEU’s
legal con­clu­sions, but to point out how they might be en­riched and
com­plic­ated through con­tex­tu­al­iz­a­tion. This un­der­scores the
threshold need for the CJEU to pro­duce de­cisions that are more and
more spe­cific and provide some guid­ance.
The hid­den reg­u­lat­ory am­bi­tion of the CJEU
Our ob­ser­va­tions so far have raised ques­tions about the ef­fic­acy of
the La Quadrature du Net II de­cision as a pro­tec­tion of pri­vacy. In
an­other re­spect, however, the de­cision has an unanti­cip­ated, even
hid­den for­ce: It en­genders a right against auto­mated, ma­chine de­-
cisions far bey­ond the scope of the ex­tant European law con­cern­ing
that right.
Ex­plain­ing why re­quires some back­track­ing: One of the ques­-
tions dis­cussed by the CJEU was whether the CPI’s re­ten­tion man­-
dates triggered a de­mand for “prior re­view” by a court or an in­de-
4
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[image: ]pend­ent ad­min­is­trat­ive body (para. 123). The Court’s rul­ing on this
point is com­plex. Not all ap­plic­a­tions of the CPI, it ex­plained, in­-
volved ser­i­ous vi­ol­a­tions of fun­da­mental rights. Where they did,
however, the CJEU held that prior re­view was re­quired. In re­sponse
to this threatened rul­ing, the French au­thor­it­ies had sug­ges­ted that
such re­view could be “entirely auto­mated” be­cause of the sheer
volume of such in­stances (para. 147). The CJEU baulked at this sug­-
ges­tion. It dir­ec­ted in­stead that “in no case” could prior re­view be
“entirely auto­mated”, since this would make it im­possible to strike
a “fair bal­ance” in an in­di­vidual case (para. 148).  Even­tu­ally, the
data sub­ject has a right against a fully auto­mated de­cision by the
French gov­ern­ment and a par­al­lel right to a fair as­sess­ment from a
hu­man mind, able to con­tex­tu­al­ize and un­der­stand the full pic­ture
as a pre­requis­ite to a bal­anced de­cision.
This rul­ing is strik­ing be­cause European law else­where con­-
siders the scope of such a right to a hu­man de­cision (as it might be
para­phrased), and does not ex­tend it to these cir­cum­stances.
Article 22 of the Gen­eral Data Pro­tec­tion Regulation creates an in­-
di­vidual “right not to be sub­ject to a de­cision based solely on auto­-
mated pro­cessing, in­clud­ing pro­fil­ing, which pro­duces legal ef­fects
con­cern­ing him or her or sim­il­arly sig­ni­fic­antly af­fects him or her”.
It ex­pli­citly lim­its that right, though, in sev­eral ways. One limit
con­cerns in­stances in which a fully auto­mated de­cision is “au­thor­-
ised by Union or Mem­ber State law to which the con­trol­ler is sub­-
ject and which also lays down suit­able meas­ures to safe­guard the
data sub­ject’s rights and freedoms and le­git­im­ate interests”.  That
could in­clude the CPI. If it does, the CJEU seems to have ex­ten­ded
the Art­icle 22 right to a hu­man de­cision con­sid­er­ably fur­ther than
its le­gis­lat­ive spe­cific­a­tion. As such, it may be in­nov­at­ing bey­ond
the avail­able le­gis­lated ma­ter­i­als in un­ex­pec­ted ways.
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[image: ]One of us has ar­gued else­where that the Art­icle 22 right to a
hu­man de­cision does not have sturdy norm­at­ive foundations. But
that is be­side the point here: More simply, the im­port­ant ob­ser­va­-
tion is that in craft­ing new rules for pri­vacy pro­tec­tion in the bulk
re­ten­tion and sur­veil­lance con­texts, the CJEU may be engaging in
legal in­nov­a­tions that run far bey­ond what writ­ten law ima­gines.
Per­haps this is de­sir­able, per­haps not. But the spillover ef­fects of
its La Quad­rat­ure du Net II are more com­plex than com­monly ap­-
pre­ci­ated – and re­quire some con­tex­tual ana­lysis in or­der to be ex­-
cav­ated. Para­dox­ic­ally, what seemed an in­nov­a­tion or a step back
to those who only looked at the de­cision, can be ana­lyzed as the
spe­cific­a­tion of ex­ist­ing prin­ciples. What is really in­nov­at­ive are
the subtle im­plic­a­tions res­ult­ing from a mise en perspective, which
is the in­ter­ac­tion of the de­cision with other prin­ciples and bod­ies
of law.
An­other ques­tion is worth ask­ing: if we con­sider the pre­vi­ously
men­tioned “in­tens­ity” of the lim­it­a­tion of per­sonal rights and
freedoms, how “in­tense” is shar­ing an IP ad­dress? More ex­pli­citly,
how much does an IP ad­dress say about an in­di­vidu­al? In this de­-
bate, it seems cru­cial to re­call that not all per­sonal data are equal.
Some data, in fact, do not say much about the per­son. It does not
al­low im­me­di­ate iden­ti­fic­a­tion by the gen­eral pub­lic. We hence
think it de­sir­able that a clearer ana­lysis be con­duc­ted of what,
prac­tic­ally speak­ing, can be con­sidered as “telling” per­sonal data,
ser­i­ously dam­aging one’s free­dom and repu­ta­tion in case of dis­-
clos­ure. There cer­tainly is a vari­ab­il­ity in the sig­ni­fic­ance of per­-
sonal data that al­ters the prac­tical ef­fects of dis­clos­ure and the
pos­sib­il­ity of identi­fy­ing – and po­ten­tially dam­aging – an in­di­vidu­-
al. The GDPR seems to hint to this gradual ap­proach by re­fer­ring to
in­dir­ect iden­ti­fic­a­tion (Article 4) and sens­it­ive data (or spe­cial cat­-
egor­ies of per­sonal data – Art­icle 9). Fur­ther­more, the safe­guards
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[image: ]sur­round­ing in­ter­fer­ing meas­ures (e.g. con­fid­en­ti­al­ity ob­lig­a­tions
im­posed on pub­lic agents) have to be weighed in when as­sess­ing
how much an in­di­vidual is in real­ity im­pacted.
Con­clu­sion
We un­der­stand de­cisions such as La Quadrature du Net II best by
loc­at­ing them in a legal and so­cioeco­nomic con­text, con­sid­er­ing
how data pro­tec­tion rules ex­ist and are ap­plied in very prac­tical
con­texts and how they should ex­ist to pro­tect in­di­vidual rights,
without ever sac­ri­fi­cing gen­eral in­terests. We have tried to show
how this might be done, and how it could yield ana­lytic pay­offs and
a bet­ter un­der­stand­ing of im­plic­a­tions that, without ap­pear­ing as
im­me­di­ate con­sequences, are power­ful in their ef­fects. We hope
that these meth­ods can be used else­where in re­spect to other im­-
port­ant ques­tions of European data pri­vacy law. What seems much
needed in our time is a con­stant con­tex­tu­al­iz­a­tion and an abil­ity to
put things in per­spect­ive and in com­mu­nic­a­tion, without ever
adhering to data pro­tec­tion or­tho­dox­ies that could, in the end,
damage in far more ser­i­ous ways the in­di­vidu­als whose pri­vacy we
want to pro­tect.
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[image: ]s gen­eral and in­dis­crim­in­ate data re­ten­tion per­miss­ible un­der
the EU fun­da­mental rights frame­work? A dec­ade has passed
since the Court of Justice of the European Union (CJEU) was asked
this some­what over­sim­pli­fied legal ques­tion. For a dec­ade, dif­fer­ent
it­er­a­tions of this legal ques­tion, be it about the vari­ous forms of
data in ques­tion or the pur­poses for which data are re­tained, e.g.
coun­ter­-­ter­ror­ism, na­tional se­cur­ity, or crim­inal in­vest­ig­a­tions,
have reached the CJEU re­peatedly. Each it­er­a­tion of a sim­ilar
question revealed the in­creas­ing role of the private sec­tor in law
en­force­ment and the na­tional se­cur­ity do­main at the ex­pense of
pro­tect­ing in­di­vidu­als’ fun­da­mental rights. The La Quad­rat­ure Du
Net II (C-470/21) case adds a new for­mu­la­tion to the ques­tion: To
what ex­tent in­ter­net ser­vice pro­viders can re­tain their users’ IP ad­-
dresses so that HADOPI (Haute Autor­ité pour la Dif­fu­sion des
Œuvres et la Pro­tec­tion des droits d’auteur sur Internet) – the French
ad­min­is­trat­ive au­thor­ity for copy­right pro­tec­tion, can ac­cess the
civil iden­tity data linked to those ad­dresses to is­sue sanc­tions? In
an­swer­ing this ques­tion, the Court tilts the meta­phor­ical pro­por­-
tion­al­ity scale to­wards the in­terest of crim­inal in­vest­ig­a­tions. The
case out­come could con­trib­ute to the en­large­ment of privat­ised
sur­veil­lance that rests on a gen­er­al­ised pre-empt­ive data re­ten­tion
scheme. The Court’s find­ings could ce­ment in­trus­ive prac­tices
emer­ging from the coun­ter­-­ter­ror­ism nar­rat­ive to reg­u­lar state
prac­tice at the ex­pense of fun­da­mental rights pro­tec­tion.
From hope­ful be­gin­nings to a cau­tion­ary fu­ture
Law en­force­ment au­thor­it­ies and se­cur­ity agen­cies praise com­mu­-
nic­a­tions data ana­lysis as crit­ical in crim­inal in­vest­ig­a­tions and na­-
tional se­cur­ity mat­ters – so much so that states have tasked the
elec­tronic com­mu­nic­a­tion ser­vice pro­viders, which hold the key to
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[image: ]the un­sur­mount­able amount of data ex­trac­ted from their users,
with data re­ten­tion ob­lig­a­tions to en­sure that the data will not be
de­leted when needed. The res­ult is the col­lab­or­a­tion between
private sec­tor act­ors and law en­force­ment au­thor­it­ies to pre­vent,
de­tect, in­vest­ig­ate, and pro­sec­ute crimes in a pre-empt­ive ac­tion
mod­el. Lines are thus blurred  regarding ac­count­ab­il­ity and over­-
sight of data re­ten­tion schemes rest­ing on this collaboration.
A dec­ade ago, the CJEU’s Digital Rights Ireland  (C-293/12 and
C‑594/12) judg­ment and its fol­low­ing find­ings in Tele2 Sverige
(C‑203/15) were a ray of hope for strength­en­ing fun­da­mental rights
against the pre-empt­ive and gen­er­al­ised data re­ten­tion schemes.
The Court was crit­ical of the ser­i­ous in­ter­fer­ence that such
schemes cause to in­di­vidu­als’ en­joy­ment of the rights to pri­vacy
and data pro­tec­tion as pre­scribed un­der the EU Charter – to the
point that they served as the pre­ced­ent to ar­gue that the in­dis­crim­-
in­ate data re­ten­tion schemes were pre­cluded un­der EU law, for they
lead to dis­pro­por­tion­ate in­ter­fer­ences with those Charter rights.  
This tide around a ro­bust fun­da­mental rights dis­course from
the CJEU star­ted to turn with its 2020 La  Quadrature Du Net
I  (C‑511/18, C-512/18 and C-520/18) and Privacy International
(C‑623/17)  decisions, where it began to peel out the se­cur­ity ob­-
ject­ives for which Mem­ber States may man­date re­ten­tion of
different types of data from com­mu­nic­a­tions ser­vice pro­viders. A
com­mon legal is­sue in both cases was the ap­plic­ab­il­ity of EU law to
the dis­puted na­tional data re­ten­tion le­gis­la­tion, which the French
and the UK gov­ern­ments ar­gued to be based on the na­tional se­cur­-
ity carve out found in the EU Treaty (i.e. Art­icle 4 (2) TEU) and spe­-
cific EU le­gis­la­tion cov­er­ing the data pro­cessing ob­lig­a­tions of the
pro­viders of elec­tronic com­mu­nic­a­tions ser­vices (i.e. the ePri­vacy
Dir­ect­ive, Dir­ect­ive 2002/58/EC). Had the Court con­curred that the
rel­ev­ant na­tional data re­ten­tion le­gis­la­tion was out­side the scope
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[image: ]of EU law, the du­ties of those ser­vice pro­viders would have es­caped
its scru­tiny, only to be sub­jec­ted to na­tional con­sti­tu­tional law and
the European Con­ven­tion on Hu­man Rights (La Quadrature Du Net
I, para. 103).
However, the le­gis­la­tion in ques­tion res­ted on the na­tional se­-
cur­ity derog­a­tion un­der Art­icle 15 (1) of the ePri­vacy Dir­ect­ive, al­-
low­ing the Mem­ber States to man­date that ser­vice pro­viders re­tain
com­mu­nic­a­tions data (in­clud­ing IP ad­dresses) longer than the
period re­quired in the pro­vi­sion of their ser­vices (paras. 95-96 and
101). Ob­li­ging ser­vice pro­viders to re­tain data by law in­terfered
with the ser­vice users’ rights to pri­vacy and data pro­tec­tion (paras.
114-115). This legal man­date had to be pro­por­tion­ate to the aim it
set out to achieve – pro­tect­ing na­tional se­cur­ity and com­bat­ing
ser­i­ous crime (paras. 121-122).
The re­ten­tion of IP ad­dresses as a ser­i­ous in­ter­fer­ence with the
right to pri­vacy
Even though this could have par­tially ad­dressed the legal ac­count­-
ab­il­ity is­sues sur­round­ing stat­utory privat­isa­tion, where private
sec­tor act­ors are man­dated by law to act in the in­terest of states’
se­cur­ity objectives,  the cri­ti­cisms fo­cused on the pro­por­tion­al­ity
ana­lysis of dif­fer­ent re­ten­tion man­dates and cat­egor­ies of com­mu­-
nic­a­tion data.  This re­ten­tion man­date had to be pro­por­tion­ate to
the in­ter­fer­ence it caused to the en­joy­ment of those rights. With its
pro­por­tion­al­ity as­sess­ment, the Court dived into the dif­fer­ent pub­-
lic se­cur­ity-re­lated re­ten­tion pur­poses, from the most ser­i­ous one
be­ing na­tional se­cur­ity in­terests to fight­ing ser­i­ous crimes. The
more in­trus­ive a re­ten­tion meas­ure is, the more ser­i­ous the pub­lic
se­cur­ity pur­pose ought to be. The IP ad­dress, however, did not re-
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[image: ]veal the private lives of in­di­vidu­als as much as the other types of
traffic data, only show­ing the owner of the ter­minal equip­ment
(La Quadrature Du Net I, para. 152). Re­veal­ing the owner could be
the only way to in­vest­ig­ate the per­pet­rator of an on­line of­fence
(para. 154), in­centiv­ising the le­gis­lator to man­date gen­eral and in­-
dis­crim­in­ate data re­ten­tion to the in­ter­net ser­vice pro­viders so
that the in­form­a­tion would be avail­able bey­ond the period for
which it is ne­ces­sary for billing pur­poses (para. 155). Still, the IP
ad­dress could be used to pro­file users’ on­line activ­it­ies (para. 153).
To mit­ig­ate this pos­sib­il­ity, le­gis­la­tion im­pos­ing a data re­ten­tion
ob­lig­a­tion had to com­ply with cer­tain con­di­tions, primar­ily the aim
to com­bat ser­i­ous crime, pre­vent threats to pub­lic se­cur­ity, and
safe­guard na­tional security  (para. 156). A re­verse read­ing of this
find­ing would be that an ob­ject­ive of in­vest­ig­at­ing non-ser­i­ous
crime does not jus­tify the gen­eral and in­dis­crim­in­ate re­ten­tion of
IP ad­dresses be­cause of the dis­pro­por­tion­ate in­ter­fer­ence it causes
with pri­vacy and data pro­tec­tion rights.
In La Quad­rat­ure Du Net II, the CJEU did not con­cur with this
po­ten­tial re­verse read­ing. It dis­tin­guished the dis­puted le­gis­la­tion
based on its as­sess­ment that HADOPI had lim­ited ac­cess to the re­-
tained data – it could only ac­cess the civil iden­tity of the holder of
the IP ad­dress. If, as the Court ar­gued, there was no pos­sib­il­ity to
con­duct pro­fil­ing based on the re­tained IP ad­dresses, the in­ter­fer­-
ence arising from the gen­eral and in­dis­crim­in­ate data re­ten­tion
could not be deemed “ser­i­ous”. With this lower threshold for rights
in­ter­fer­ence, the Court was sat­is­fied that the in­ter­net ser­vice
providers could be man­dated to re­tain all the IP ad­dresses of their
ser­vice users to com­bat “crim­inal of­fences in gen­er­al” (para. 82),
how­ever minor they might be. This gen­er­al­ised stat­utory privat­isa­-
tion had to meet spe­cific stand­ards – but as wel­come as the Court’s
at­tempt at lim­it­ing this in­dis­crim­in­ate sur­veil­lance was, the
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[image: ]standards it laid out seem to fall short of ad­dress­ing the un­der­ly­ing
lo­gic be­hind it.
Oh, the prin­ciple of pro­por­tion­al­ity. Where are you?
Ul­ti­mately, those stand­ards were geared to­wards en­sur­ing that the
in­ter­fer­ence will not be ser­i­ous by pre­vent­ing on­line pro­fil­ing
(paras. 86-90). Without that pro­fil­ing, the cost to in­di­vidu­als’ fun­-
da­mental rights could be bal­anced against the be­ne­fit of data re­-
ten­tion for in­vest­ig­at­ing or­din­ary crimes. This ap­proach, however,
cap­tures only a lim­ited as­pect of the im­pacts of the privat­isa­tion of
sur­veil­lance in ques­tion.
The is­sue here is that this pre-empt­ive ac­tion does not con­sider
the in­di­vidual cir­cum­stances of each case, as the coun­ter­-­ter­ror­ism
and na­tional se­cur­ity in­terests are pur­por­ted to be driven by
a zero-risk im­per­at­ive. A gen­er­al­ised IP ad­dress re­ten­tion scheme
does not tar­get spe­cific people based on their in­volve­ment in al­-
leged crim­inal be­ha­viour. It cov­ers every­one who uses the in­ter­net,
not­with­stand­ing their on­line be­ha­viour. This leads to treat­ing
every­one as the per­pet­rator of a crim­inal of­fence – the ac­cess re­-
gime, des­pite the CJEU’s find­ings on the con­trary, does not yield as
much pro­tec­tion without in­de­pend­ent over­sight. As for the pro­por­-
tion­al­ity test, on one side of the bal­an­cing scale is (even minor)
crime pre­ven­tion. On the other side are cat­egor­ies of in­terests
other than free­dom from on­line pro­fil­ing, such as pre­sump­tion of
in­no­cence and reas­on­able ex­pect­a­tion of on­line an­onym­ity. The
Court, however, did not ex­plore those in­terests and fo­cused solely
on on­line pro­fil­ing. Dif­fer­ent in­terests might re­quire dif­fer­ent
levels of pro­tec­tion. Without this ana­lys­is, the re­ten­tion of IP ad­-
dresses was framed as a minor cost, while in­vest­ig­at­ing or­din­ary
crimes was deemed a sig­ni­fic­ant be­ne­fit. A pre-emp­tion lo­gic found
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[image: ]in the coun­terter­ror­ism and na­tional se­cur­ity rhet­oric seeped into
or­din­ary crime pre­ven­tion to the det­ri­ment of fun­da­mental rights.
Moreover, this lower­ing of the pro­tec­tion of fun­da­mental rights
within the EU frame­work could also im­pact the pro­tec­tion of data
trans­ferred from the EU to third coun­tries. In Schrems I
(C‑362/14)  and  Schrems II (C‑311/18) the CJEU ad­op­ted a strict
read­ing of the ad­equacy level the re­ceiv­ing coun­try must af­ford for
the in­com­ing data, cri­ti­cising its in­dis­crim­in­ate data re­ten­tion
schemes. Its find­ings in the Schrems-saga are more pro­tect­ive of
per­sonal data than its re­cent case law, the last of which is  La
Quadrature Du Net II. The CJEU’s re­cent stance on the is­sue could
po­ten­tially serve as lever­age to turn down the con­cerns over the
ex­pans­ive sur­veil­lance powers of law en­force­ment and in­tel­li­gence
au­thor­it­ies in the UK when the European Com­mis­sion re­con­siders
its ad­equacy de­cisions for UK laws pro­tect­ing per­sonal data in June
2025.  The com­pat­ib­il­ity of UK sur­veil­lance laws with the EU fun­-
da­mental rights frame­work con­tin­ues to be a live is­sue. As much
as La Quadrature Du Net II might in­dic­ate that the CJEU case law
on data re­ten­tion keeps on evolving to­wards un­do­ing the Court’s
former re­strict­ive read­ing of per­miss­ible data re­ten­tion, fur­ther is­-
sues linger as the UK plans to amend its data pro­tec­tion le­gis­la­-
tion. Hu­man rights com­pat­ib­il­ity of UK sur­veil­lance laws are
among many other prob­lems that need to be re­con­sidered in eval­u­-
at­ing the UK’s ad­equacy status. Just like the CJEU’s case law, noth­-
ing is settled.
5
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[image: ]he April 30, 2024 judg­ments of the Court of Justice of the EU
(CJEU) mark an­other key mo­ment in the com­plex and long-
last­ing legal de­bate on mass data re­ten­tion in the European Uni­on.
Start­ing from the ana­lysis of these de­cisions, in this con­tri­bu­tion I
will show that, not­with­stand­ing the CJEU’s con­stant in­ter­ven­tion
and its ef­forts to map out a clear path to­wards a bal­ance point
between se­cur­ity needs and fun­da­mental rights pro­tec­tion, the dir­-
ec­tion still ap­pears con­fused. Moreover, the frag­men­ted roads
taken by Mem­ber States do not seem to con­verge to a fi­nal com­mon
des­tin­a­tion. In this con­text, the Italian case rep­res­ents a paradig­-
matic example of a per­sist­ent mis­align­ment among the prin­ciples
and re­quire­ments es­tab­lished by the CJEU case law on data re­ten­-
tion and the le­gis­lat­ive solu­tions ad­op­ted at the na­tional level. This
ul­ti­mately demon­strates the need for a de­cis­ive EU le­gis­lat­ors’ in­-
ter­ven­tion, able to draw the fu­ture path of data re­ten­tion re­gimes.
In fact, after the turn­ing point de­term­ined by the CJEU’s Digital
Rights Ireland  (C-293/12 and C-594/12) de­cision in­val­id­at­ing the
2006 Data Re­ten­tion Directive (Directive 2006/24/EC), the only EU
law pro­vi­sion ad­dress­ing re­ten­tion and ac­cess to metadata is rep­-
res­en­ted by Art­icle 15 of the ePri­vacy Directive  (Directive
2002/58/EC). This vague and vast dis­cip­line al­lows Mem­ber States
to im­ple­ment na­tional le­gis­la­tions im­pos­ing the re­ten­tion – for a
spe­cific time-period – of com­mu­nic­a­tions data. This ex­cep­tion to
the gen­eral ob­lig­a­tion to de­lete or an­onym­ize metadata is al­lowed
when it con­sti­tutes a “ne­ces­sary, ap­pro­pri­ate and pro­por­tion­ate
meas­ure within a demo­cratic so­ci­ety” to safe­guard na­tional and
pub­lic se­cur­ity, in­clud­ing the in­vest­ig­a­tion and pro­sec­u­tion of
crim­inal of­fenses.
Ad­apt­ing the words of a splen­did and mel­an­cholic The Beatles’
song re­ferred to in the head­line, the cited pro­vi­sion and its in­ter­-
pret­a­tion in na­tional con­texts paved the way for the long and wind-
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[image: ]ing road of the data re­ten­tion re­gime, that al­ways led Mem­ber
States to the door of the CJEU.
The CJEU road: the dir­ec­tion set by the case La Quad­rat­ure du
Net II
The April 30, 2024 de­cision in the so called La Quad­rat­ure Du Net
II (C-470/21) case dealt, once again, with a pre­lim­in­ary rul­ing ac­-
tioned by the French Con­seil d’État. It con­cerned, in par­tic­u­lar, the
in­ter­pret­a­tion of Art­icle 15 ePri­vacy Dir­ect­ive, read in the light of
the EU Charter of Fun­da­mental Rights, re­gard­ing a pe­cu­liar cat­-
egory of metadata de­riv­ing from elec­tronic com­mu­nic­a­tions: IP ad­-
dresses and civil iden­tity data of users. Re­af­firm­ing its pre­vi­ous
case law, in par­tic­u­lar in  La  Quadrature Du Net I  (C‑511/18,
C‑512/18 and C-520/18)  and HK v. Prokuratuur (C‑746/18), the
CJEU emphasized that the more ser­i­ous the in­ter­fer­ence in fun­da­-
mental rights of a data re­ten­tion meas­ure is, the more im­port­ant
the pur­sued aims must be, spe­cific­ally na­tional se­cur­ity or the
com­bat against ser­i­ous crimes. The Court went even fur­ther and
out­lined its re­quire­ments in de­tail. De­pend­ing on the cat­egory of
data con­cerned as well as on the re­ten­tion ar­range­ments, the in­ter­-
fer­ence could be clas­si­fied as lim­ited and, thus, not re­quire a ser­i­-
ous pur­pose for its jus­ti­fic­a­tion. This is the most in­nov­at­ive part of
the de­cision: the judges entered not only in legal but also in IT
tech­nic­al­it­ies by de­mand­ing na­tional rules to en­sure that IP ad­-
dresses and civil iden­tity data are kept “wa­ter­tight”, sep­ar­ated “by
means of a se­cure and re­li­able com­puter sys­tem” (para. 87) as well
as a reg­u­lar re­view by a third-­party au­thor­ity (para. 126). Hav­ing
these safe­guards in place, a gen­eral and in­dis­crim­in­ate re­ten­tion of
these spe­cific data categories does not al­low pre­cise con­clu­sions to
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[image: ]be drawn about the private life of the per­sons in ques­tion (para.
92): Not constituting a ser­i­ous in­ter­fer­ence, the bulk re­ten­tion of
IP ad­dresses could there­fore be im­posed also for the pur­pose of
com­bat­ing crim­inal of­fences in gen­er­al.
This in­ter­pret­a­tion seems to dampen the strong re­ject for bulk
data re­ten­tion ex­pressed in the 2014 ground­break­ing Digital Rights
Ire­land decision. Non­ethe­less, a closer look could re­veal not a back­-
track but, rather, a new step in a con­tinu­ous pro­cess of re­fin­ing the
route, de­tail­ing the bal­an­cing ex­er­cise. The pre­cise pre­lim­in­ary
rulings’ questions ac­tioned by Mem­ber States al­lowed the Court to
ap­ply the ne­ces­sity and pro­por­tion­al­ity prin­ciples to het­ero­gen­-
eous con­texts and to bet­ter ex­plain the ini­tial jur­is­pru­dence. This
seems to be con­firmed by the more and more in­-depth dif­fer­en­ti­-
ations the CJEU pro­posed in its re­cent case law between na­tional
se­cur­ity and pub­lic se­cur­ity pur­poses, but also between tar­geted
and bulk re­ten­tion; quick freeze and gen­eral and in­dis­crim­in­ate re­-
ten­tion; loc­a­tion data and IP ad­dresses; ser­i­ous and gen­eral crim­-
inal of­fenses.
The de­scribed ap­proach can be iden­ti­fied also in an­other
decision, re­leased the same day of the  La Quad­rat­ure Du Net
II  decision and fo­cused more on the pro­ced­ural guar­an­tees con­-
cern­ing ac­cess to metadata: the Procura della Re­pub­blica presso il
Tribunale di Bolzano (C-178/22) case. This judg­ment is based on the
re­quest for pre­lim­in­ary rul­ing from the Tribunal of Bolzano – the
first one con­cern­ing data re­ten­tion com­ing from Italy and
concluding with a CJEU de­cision – here, the Court re­af­firms that,
con­sid­er­ing the al­loc­a­tion of com­pet­ences, the defin­i­tion of crimes’
“ser­i­ous­ness” is in prin­ciple left to Mem­ber States. However, while
they can con­sider so­cial real­it­ies and spe­cificit­ies, the peri­meter of
“ser­i­ous of­fenses” must com­ply with Art­icle 15 ePri­vacy Dir­ect­ive
(read in light of the Charter). This pro­vi­sion can­not thus be dis­tor-
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[image: ]ted by ren­der­ing the ser­i­ous­ness re­quire­ment “largely mean­ing­-
less”, so that “ac­cess to data be­comes the rule rather than the ex­-
cep­tion”. This im­port­ant safe­guard is con­firmed by an ad­di­tional
guar­an­tee: the prior re­view by a court or an in­de­pend­ent ad­min­is­-
trat­ive body. In fact, these au­thor­it­ies should main­tain the power
to re­fuse access to data if, in fact and not­with­stand­ing the defin­i­-
tion es­tab­lished by na­tional law, the of­fence is mani­festly not ser­i­-
ous. This dis­cre­tion­ary power en­sures a more ef­fect­ive prior review,
which could take into ac­count the spe­cific case and “the
societal conditions pre­vail­ing in the Mem­ber States”.
These two judg­ments enter in what can be defined a gradual
“con­sti­tu­tion­al­iz­a­tion” path of mass sur­veil­lance elab­or­ated by the
CJEU. This path aims at trans­lat­ing core con­sti­tu­tional prin­ciples
into the data re­ten­tion dis­cip­line and at in­tro­du­cing lim­its and
safe­guards. Non­ethe­less, the out­lined road is not im­mune to cri­ti­-
cism: the Court de­cisions suf­fer the spe­cificit­ies of the single case
eval­u­ated and the ques­tions re­ferred by na­tional courts, as well as
the vague­ness – and the pos­sible dif­fer­ent in­ter­pret­a­tions – of
some af­firm­a­tions and re­quire­ments (e.g. how can we de­term­ine if
the guar­an­tees en­sured make it “ex­cess­ively dif­fi­cult to identify ef­-
fect­ively the per­pet­rator of a crim­inal of­fence”, as the judges said?).
Moreover, the very frag­men­ted re­sponses ad­op­ted by Mem­ber
States to the CJEU case law could con­cretely im­pinge on the ef­-
fect­ive­ness of the Court’s ef­forts. The Italian ex­ample rep­res­ents an
in­ter­est­ing case study.
The Italian road: an in­ev­it­able short­cut?
The CJEU jur­is­pru­dence opened a re­form debate in sev­eral Mem­-
ber States (inter alia Belgium, Ger­many and the UK – be­fore the
Brex­it), lead­ing to the re­dis­cus­sion of na­tional data re­ten­tion and
1
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[image: ]ac­cess re­gimes. Nonetheless, in Italy the polit­ical and ju­di­cial dia­-
logue was al­most non-ex­ist­ent. Italian courts mainly ad­op­ted “re­-
as­sur­ing” interpretations of the supra­na­tional jurisprudence, with
the pur­pose of pre­serving the ad­miss­ib­il­ity of rel­ev­ant evid­ence in
crim­inal proceedings.  Only in re­cent times, par­tic­u­larly after
the HK v. Prokuratuur decision, the le­gis­lat­ive and ju­di­cial at­ten­tion
to na­tional pro­vi­sions’ com­pli­ance with EU law – and par­tic­u­larly
with CJEU prin­ciples – fi­nally took off. In 2021, the Par­lia­ment ap­-
proved sig­ni­fic­ant modi­fic­a­tions to Art­icle 132 of the Pri­vacy
Code. This con­tro­ver­sial Art­icle dis­cip­lines the re­ten­tion ob­lig­a­-
tion im­posed on ser­vice pro­viders as well as the ac­cess to metadata
for se­cur­ity and in­vest­ig­at­ive pur­poses. The 2021 re­form in­tro­-
duced for the first time the judge’s prior au­thor­iz­a­tion for ac­cess­ing
metadata and the defin­i­tion of ser­i­ous crimes le­git­im­iz­ing the ac­-
cess by law en­force­ment au­thor­it­ies – of­fences pun­ish­able un­der
na­tional law by a max­imum term of im­pris­on­ment of at least three
years. Not­with­stand­ing the in­tro­duc­tion of more pro­found and un­-
pre­ced­en­ted safe­guards, the Bolzano Tribunal raised doubts on the
com­pat­ib­il­ity of such pro­vi­sions with the EU law, con­sid­er­ing: i)
that the threshold of “ser­i­ous­ness” covered also of­fences caus­ing
lim­ited so­cial dis­turb­ance; ii) that courts lack mar­gin of dis­cre­tion
to re­fuse the au­thor­iz­a­tion on the basis of an ac­tual eval­u­ation of
the of­fence un­der in­vest­ig­a­tion. The de­rived pre­lim­in­ary rul­ing, the
above-analysed  Procura della Re­pub­blica presso il Tribunale di
Bolzano  CJEU de­cision, could lead to re­in­ter­pret­ing the cur­rent
metadata ac­quis­i­tion dis­cip­line in Italy.
While be­lated guar­an­tees have been in­tro­duced on the ac­cess
side, it’s worth un­der­lin­ing that the data re­ten­tion re­gime re­mains
still com­pletely un­covered by le­gis­lat­ive and ju­di­cial con­sid­er­a­-
tions. Not­with­stand­ing the ob­jec­tions raised by the Italian Data
Pro­tec­tion Authority and sev­eral scholars , the cur­rent le­gis­la­tion
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[image: ]main­tains a gen­er­al­ized and in­dis­crim­in­ate re­ten­tion period of 72
months(!). In fact, Art­icle 132 Pri­vacy Code es­tab­lishes a 24 months
re­ten­tion for tele­phone metadata and 12 months for in­ter­net
metadata; however, the so called Legge Europea 2017 ex­ten­ded,
in the af­ter­math of ter­ror­istic at­tacks in the EU, the re­ten­tion
period only with ref­er­ence to the fight of spe­cific ser­i­ous crimes
(i.e. ter­ror­ism, or­gan­ized crime such as mafi­a). Since ser­vice pro­-
viders can­not know in ad­vance for what kind of of­fences law en­-
force­ment au­thor­it­ies would re­quest ac­cess to data, they are de
facto ob­liged to re­tain metadata for the longest time period of 72
months, thus trans­form­ing the ex­cep­tion into gen­eral rule.
Moreover, the data re­ten­tion pro­vi­sion does not es­tab­lish any
form of tar­geted re­ten­tion – i.e. geo­graphic areas lim­it­a­tions – for
the pur­pose of com­bat­ing ser­i­ous crimes and pre­vent­ing ser­i­ous
threats to pub­lic se­cur­ity. This lim­it­a­tion could re­veal in­ad­equate
to tackle crimes – such as mafia – not char­ac­ter­ized by a lim­ited
area of in­ter­ven­tion. Non­ethe­less, the Italian le­gis­lat­ors and courts
al­ways avoided ques­tion­ing the le­git­im­acy of the bulk re­ten­tion re­-
gime: this demon­strates a sort of re­luct­ance to­wards the prin­ciples
es­tab­lished by the CJEU and con­firmed also in the Spetsializirana
prokuratura (C-350/21) case. Such an ap­proach seems to be based
on the be­lief that solid safe­guards con­cern­ing the ac­cess phase are
suf­fi­cient to pro­tect fun­da­mental rights from un­law­ful and dis­pro­-
por­tion­ate ac­quis­i­tion of per­sonal in­form­a­tion, without con­sid­er­-
ing the bulk re­ten­tion as a per se severe in­tru­sion in the private
sphere.
A jour­ney with a blurred des­tin­a­tion?
Dur­ing the last dec­ade, the CJEU put sig­ni­fic­ant ef­forts in
determining the lim­its of mass data re­ten­tion and ac­cess to
10
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[image: ]metadata. Nev­er­the­less, the step by step – or case by case – path
out­lined by the Court does not yet re­veal a clear des­tin­a­tion. It is
un­deni­able that the CJEU judg­ments promp­ted sev­eral Mem­ber
States to adopt more right­s-ori­ented le­gis­lat­ive re­forms, in­tro­du­-
cing new rel­ev­ant safe­guards. At the same time, at­trib­ut­ing to EU
judges alone the del­ic­ate task of map­ping out the road to­wards a
“con­sti­tu­tion­al­iz­a­tion” of mass sur­veil­lance prac­tices does not rep­-
res­ent a long-term and ef­fect­ive strategy.
The in­ev­it­able mar­gin of in­ter­pret­a­tion and defin­it­ory powers
left to Mem­ber States – also due to the pe­cu­liar EU in­sti­tu­tional
architecture – al­lowed the cre­ation of a frag­men­ted reg­u­lat­ory
scenario: na­tional solu­tions ad­ap­ted only slowly, par­tially and re­-
luct­antly to the stand­ards and re­quire­ments fixed by the supra­na­-
tional case law. The con­tinu­ous dia­logue between Mem­ber States
and the CJEU, as well as na­tional courts and supra­na­tional judges,
of­ten pro­duced legal ten­sions, ex­acer­bated by the clash between
pro-security ap­proaches (by law en­force­ment au­thor­it­ies) and data
pro­tec­tion activists.
In this con­text, the EU le­gis­lat­ors can­not stay si­lent: On the
con­trary, they should come into play, pro­mot­ing a ser­i­ous
regulatory debate and de-es­cal­at­ing dan­ger­ous po­lar­iz­a­tions. The
divergent roads es­tab­lished by na­tional poli­cy­makers should not
ne­ces­sar­ily con­verge. However, a har­mon­iz­a­tion in terms of shared
ba­sic prin­ciples and safe­guards could fi­nally help Mem­ber States
nav­ig­at­ing the layered CJEU case law as well as identi­fy­ing vi­able
con­crete reg­u­lat­ory dis­cip­lines. Un­doubtedly, at­tain­ing a polit­ical
com­prom­ise able to com­ply with the high stand­ards set by Court’s
de­cisions and, at the same time, to be ac­cep­ted at the na­tional level
is, at this point, quite a hard task. And the re­cent ad­vance­ments are
not en­cour­aging: on the one hand the de­bate on a new ePri­vacy
Reg­u­la­tion seems to be in a deadlock. On the other hand, the ser-
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[image: ]i­ous con­cerns ex­pressed by the EDPB on the last avail­able Reg­u­la­-
tion’s draft show the at­tempt of sev­eral States to wa­ter down and
re­dis­cuss the CJEU case law’s principles. A trend that seems to be
con­firmed by the af­firm­a­tion of the EU High-­Level Group on ac­cess
to data for ef­fect­ive law enforcement.
In this scen­ario, the long and wind­ing data re­ten­tion road that
leads Mem­ber States to the CJEU door will prob­ably never dis­ap­-
pear, tak­ing up once again The Beatles’ song. And the stakes are
high, es­pe­cially in a con­text char­ac­ter­ized by tech­no­lo­gical ad­-
vance­ments that made real­ity the cre­ation of bio­met­ric data scrap­-
ing on the web, so­cial scor­ing sys­tems and emo­tion re­cog­ni­tion
based on vast re­ten­tion and pro­cessing of per­sonal data. As Ro­dotà
strongly high­lighted, “we may be­lieve that we are only dis­cuss­ing
data pro­tec­tion; in fact we are deal­ing with the des­tiny of our so­-
cial or­gan­isa­tions, their present and – above all – their future”.
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Data Re­ten­tion in a Cross-Bor­der Per­spect­ive
Latest In­sights from the European Union and the United States
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[image: ]s widely known, the re­ten­tion of metadata con­sti­tutes an es­-
sen­tial tool in the con­text of the fight against ter­ror­ism and,
more broadly, ser­i­ous crime. This ana­lysis fo­cuses on a com­par­ison
between two “gi­ants” un­der the per­spect­ive of metadata re­ten­tion
for se­cur­ity pur­poses, i.e. Europe and the United States, and high­-
lights some chal­lenges that arise there­from.
To look at re­cent de­vel­op­ments, on 30 April 2024, the European
Court of Justice (ECJ) has ruled again on metadata retention in La
Quad­rat­ure Du Net II  (C-470/21). The Court de­term­ined that, al­-
though metadata re­ten­tion can­not be set aside as it is pivotal to
en­sure well-­work­ing pre­vent­at­ive strategies against transna­tional
crime, fur­ther guar­an­tees need to be en­sured, e.g. keep­ing IP ad­-
dresses sep­ar­ated from civil iden­tity data. Hence, it ap­pears that
the European Union (EU) is in­creas­ingly af­firm­ing it­self as the
main actor in the tricky bal­ance between se­cur­ity, on the one hand,
and hu­man rights – such as pri­vacy and data pro­tec­tion – on the
oth­er.
However, metadata re­ten­tion is use­ful and ef­fect­ive only in­so­-
far as sim­ilar meas­ures and stand­ards are ad­op­ted through­out as
many coun­tries as pos­sible. Spe­cific­ally, it is es­sen­tial that at least
the “two sides” of the West­ern world, namely Europe and the
United States, en­sure well-­work­ing co­oper­a­tion and sim­ilar levels
of pro­tec­tion in this con­cern. Hence, a com­par­ison between the two
is very use­ful in or­der to make some con­sid­er­a­tions on this point.
The European scen­ario: An end­less fight between the ECJ and
na­tional law­makers
In the EU con­text, the ECJ has re­peatedly ruled on metadata re­ten­-
tion, not only with the land­mark decision  Digital Rights Ire­land
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[image: ](C‑293/12 and C‑594/12) in 2014 and sub­sequent judg­ments, such
as  Tele2 Sverige  (C-203/15) in 2016, but also with the more
recent La Quad­rat­ure Du Net II judgment (2024), men­tioned above.
In these rul­ings, like in other ones ad­dress­ing other as­pects of the
bal­ance between se­cur­ity and pri­vacy rights (e.g., Opin­ion A-1/15,
is­sued in 2017 and con­cern­ing the col­lec­tion and re­ten­tion of Pas­-
sen­ger Name Re­cord data), the Lux­em­bourg Court has taken a pro­-
gress­ively more real­istic and prag­matic stance, as re­marked by
scholars. As a mat­ter of fact, through the time the Court has
validated mass sur­veil­lance and ac­cep­ted it as a conditio sine qua
non to be in­tro­duced in any pub­lic se­cur­ity strategy. Yet, the judges
have not re­nounced to re­af­firm safe­guards that, par­tic­u­larly if one
looks at the re­cent de­cision, are framed in a more and more tech­-
nical and pre­cise way, tak­ing into ac­count even re­fined tech­nic­al­it­-
ies, as re­marked by Form­i­ci’s ana­lysis in this book.
Against this back­ground, do­mestic law­makers seem not to be
con­vinced that a bal­anced at­ti­tude in the se­cur­ity vs. pri­vacy
conun­drum is the way to go: Many of them – Ita­ly, with its 72
months re­ten­tion peri­od, is a pat­ent ex­ample – rely on metadata
re­ten­tion re­gimes that are at least du­bi­ous – to use an eu­phem­ism
– from the per­spect­ive of the prin­ciples en­shrined in the ECJ’s case
law con­cern­ing sur­veil­lance.
This holds true not only for EU Mem­ber States. In fact, even if
one looks at coun­tries that are form­ally out­side the EU, but play a
rel­ev­ant role in the European scen­ario, the situ­ation is wor­ry­ing.
Let us just con­sider the United King­dom (UK) – no longer an EU
Mem­ber State, after Brex­it, but surely an es­sen­tial actor in the
keep­ing of se­cur­ity. The UK, in spite of sev­eral supra­na­tional de­-
cisions sanc­tion­ing or con­demning some as­pects of its sur­veil­lance
schemes (see, e.g., the Big Brother Watch and Oth­ers v. the United
Kingdom  judgment (Ap­pl. nos. 58170/13, 62322/14 and 24960/15)
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[image: ]by the European Court of Hu­man Rights and the  Privacy
International judgment (C‑623/17) by the ECJ), keeps quite wor­ri­-
some bulk of in­ter­cep­tion pro­vi­sions un­der the In­vest­ig­at­ory
Powers Act 2016 c. 25.  For in­stance, rules on court au­thor­iz­a­tions
are poor and the pro­vi­sions on for­eign sur­veil­lance are draf­ted very
widely, so as to leave dis­cre­tion to gov­ern­mental au­thor­it­ies as to
their scope.
In sum, a quite di­vis­ive situ­ation ex­ists in Europe. Courts, es­pe­-
cially the supra­na­tional ones, try to guar­an­tee a well-­thought-out
at­ti­tude. Law­makers, in­stead, give cru­cial im­port­ance to the se­cur­-
ity side of the bi­no­mi­al, and con­sequently they do not re­nounce to
bulk and in­dis­crim­in­ate sur­veil­lance, in­clud­ing but not only
through the use of com­mu­nic­a­tion metadata. Nev­er­the­less, the
very ex­ist­ence of such a dia­logue (or maybe it would bet­ter be
defined as a tug-of-war) between courts and law­makers is a sign of
sound “coun­ter­-lim­its” to the ac­tion of polit­ical bod­ies that, by
their very nature, tend to be in­clined to­wards se­cur­ity when it
comes to the pro­tec­tion of their cit­izens and in­sti­tu­tions.
The US scen­ario: A driver for the lower­ing of stand­ards?
In the United States, the start­ing point in the field of the re­la­tion­-
ship between se­cur­ity and rights as pri­vacy and data pro­tec­tion is
very dif­fer­ent from the European one. This is due to sev­eral factors
that are in­her­ent in the US legal sys­tem, the per­tin­ent legal frame­-
work, as well as legal cul­ture.
First, the Fourth Amend­ment – from which pri­vacy rights are
in­ferred – is deemed to be re­cess­ive when other needs are at stake,
among them is se­cur­ity. If one con­siders the in­ter­pret­a­tion given
by courts, the cir­cum­stances where war­rants can be ex­cluded or re-
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[image: ]duced are al­most more than the ones where they are con­sidered
essential.
Second, 
and 
re­lated 
to 
the 
above-­men­tioned 
as­pect,
the well-known third-­party doc­trine, ac­cord­ing to which a per­son
has no reas­on­able ex­pect­a­tion of pri­vacy when he/she vol­un­tar­ily
shares in­form­a­tion with oth­ers. This doc­trine al­lows an al­most full
“lib­er­al­iz­a­tion” of data that in­di­vidu­als give to a vari­ety of en­tit­ies,
and the jur­is­pru­den­tial stance on this doc­trine is still quite
consolidated, with few to no ex­cep­tions.
Third, when the tech in­dustry is in­volved – like in the case of
metadata sur­veil­lance, since co­oper­a­tion of com­mu­nic­a­tion ser­vice
pro­viders with pub­lic au­thor­it­ies is cent­ral – the United States tend
to em­brace a very “liber­tari­an” stance, more ori­ented to­wards the
mar­ket than to­wards the pro­tec­tion of users’ rights. This is mani­-
fest, among oth­ers, in the scarce reg­u­la­tion of the tech­no­logy mar­-
ket in gen­er­al, which then res­ults in self-reg­u­la­tion by the in­dustry.
All these fea­tures are clearly vis­ible in the con­text of metadata
re­ten­tion. Not only were the United States among the pi­on­eers of
this prac­tice, with the con­tro­ver­sial Sec­tion 215 of the 2001 USA
Pat­riot Act, ex­ten­ded sev­eral times and then in­cor­por­ated into the
USA Free­dom Act in 2015; they also passed the Cloud Act in 2018,
ac­cord­ing to which US fed­eral au­thor­it­ies can ac­cess the data
stored by any US com­pany, among oth­ers for the pur­pose of crime
pre­ven­tion. In ef­fect, the Cloud Act ap­plies ex­tra-­ter­rit­ori­ally, since
there is no need that the com­pany’s serv­ers are based in the United
States.
At the same time, US courts have not taken firm stances against
in­dis­crim­in­ate metadata re­ten­tion car­ried out without strong guar­-
an­tees. In­deed, the fed­eral Su­preme Court, when called to rule on
ac­cess to com­mu­nic­a­tion metadata, re­manded the case back to the
lower court to be dis­missed (see the 2018 Microsoft Corp. v. United
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[image: ]States   judgment, re­ferred to a case ori­gin­ated be­fore the en­act­-
ment of the Cloud Act but settled shortly after the Act had been
pub­lished).
Thus, in con­trast to the European scen­ario, the US con­text does
not see a strong role of courts try­ing to con­tain the drifts of the
law­makers, which, as a con­sequence, be­come sig­ni­fic­antly more
wor­ry­ing than on the European side. Ad­di­tion­ally, re­cent elect­oral
res­ults in the United States might bring to an even more con­cern­-
ing situ­ation.
Moreover, given the ex­tra-­ter­rit­orial ef­fects of metadata
retention, but also of the fight against ter­ror­ism, which is a
transna­tional crime, the im­plic­a­tions of the US legal re­gime on
cross-bor­der stand­ards of pri­vacy pro­tec­tion are note­worthy. While
the European sys­tem is more pro­tect­ive, there is in­deed little to do
when US law en­force­ment au­thor­it­ies re­quest ac­cess to metadata
on European serv­ers based on the more in­trus­ive US laws. It is true
that also EU stand­ards ap­ply ex­tra-­ter­rit­ori­ally and the Brus­sels ef­-
fect has its own weight. The Brus­sels ef­fect can be defined as the
in­flu­ence of EU law even out­side of the EU bor­ders, im­ply­ing that
also non-EU coun­tries may end up hav­ing to com­ply with EU
norms due to the ne­ces­sity to keep re­la­tion­ships with EU
countries. Nev­er­the­less, given the sig­ni­fic­ance of the United
States on the tech­no­logy mar­ket, the pre­val­ence of its (leg­al)
stand­ards based on its mar­ket po­s­i­tion is not to be ex­cluded and
would need to be opposed, e.g. through strong courts’ stances in fa­-
vor of pri­vacy, in or­der to re­store a well-bal­anced global con­text.
Some con­clud­ing con­sid­er­a­tions
The presen­ted back­ground is not in­ten­ded to give a totally
pessimistic vision, ar­guing that hu­man rights stand­ards will ne­ces-
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[image: ]sar­ily be re­duced due to the eco­nomic pre­dom­in­ance of the United
States. Rather, the ana­lysis warns against the risk of a sort of “re­-
verse Brus­sels ef­fect”, and claims that ef­forts should be made to
avoid that the eco­nomic power of the United States brings to a
lower­ing of pri­vacy stand­ards when it comes to metadata sur­veil­-
lance. In or­der to do so, European au­thor­it­ies should en­gage in
care­ful and in­-depth re­view of the stand­ards ad­op­ted in the United
States – and in any other third coun­try with which the EU ex­-
changes data. The re­cent re­view by the EU Com­mis­sion on the im­-
ple­ment­a­tion of the US Data Pri­vacy Frame­work (DPB) seems to go
in this direction.
On a more in­sti­tu­tional note, this com­ment shed light on how
es­sen­tial the role of courts is in the strik­ing and keep­ing of a
balance between se­cur­ity, un­deni­able to en­sure the sur­vival of our
so­ci­et­ies, and hu­man rights, es­sen­tial if such so­ci­et­ies are will­ing
to be con­sidered as “demo­crat­ic”.
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[image: ]owadays, data is mostly col­lec­ted not by state act­ors but by
busi­nesses. To make use of the data amassed by these com­-
pan­ies, law en­force­ment au­thor­it­ies of­ten ob­lige them to hand over
their re­cords. To en­sure that the com­pan­ies ac­tu­ally col­lect (and do
not de­lete) the most use­ful data for these au­thor­it­ies, le­gis­lat­ors
have put re­ten­tion ob­lig­a­tions into place. However, only very spe­-
cific data is sub­ject to such re­ten­tion, while most data is stored by
com­pan­ies due to their own eco­nomic in­terest. For the pur­poses of
a gen­eral sur­veil­lance ac­count, this begs the ques­tion if data
collected by state act­ors (such as air­line pas­sen­ger name re­cords
[PNR] ) should be treated dif­fer­ently. While many are con­cerned
with the lat­ter, the po­ten­tial threats these private data pools pose
for the ex­er­cise of fun­da­mental rights are of­ten over­looked. In any
case, a gen­eral sur­veil­lance ac­count re­quires more em­pir­ical data
on the ex­er­cise of sur­veil­lance powers in or­der to provide a com­-
plete pic­ture of the level of sur­veil­lance in a so­ci­ety.
Pre­vent­ing total sur­veil­lance
The re­cent CJEU decision  La Quad­rat­ure Du Net II  (C-470/21) on
data re­ten­tion has brought back some peoples’ dream of data re­-
ten­tion obligations for tele­com­mu­nic­a­tions traffic data.  The Ger­-
man his­tory of data re­ten­tion goes back more than 14 years: In its
2010 data re­ten­tion judg­ment, the Ger­man Fed­eral Con­sti­tu­tional
Court held traffic data re­ten­tion to be gen­er­ally permissible – the
caveat be­ing very strict thresholds for the laws gov­ern­ing the re­-
ten­tion. One of the re­quire­ments that fol­lows from the judg­ment is
what is dubbed an “Über­wachungs­ges­amtrech­nung” (here­after
“gen­eral sur­veil­lance ac­coun­t”). Ac­cord­ing to the judg­ment, such
an ac­count en­tails that the Ger­man par­lia­ment needs to con­sider
already ex­ist­ing data col­lec­tion pro­ced­ures be­fore en­act­ing new
N
1
2
3
André Bartsch , Johanna Fink , Jakob Mutter , Marc André Bovermann & Isabelle Weiss
159

[image: ]mass data col­lec­tion meas­ures. The court deemed this ne­ces­sary to
pre­vent an Or­wellian dysto­pia where the gov­ern­ment is able to
cap­ture all the activ­it­ies of citizens. In the afore­men­tioned 2010
data re­ten­tion judg­ment, the Ger­man con­sti­tu­tional court con­-
siders this pro­hib­i­tion of total sur­veil­lance to be part of the con­sti­-
tu­tional identity  which not even EU le­gis­la­tion can supersede.
Thus, the gen­eral sur­veil­lance ac­count is ne­ces­sary to en­sure the
per­sist­ence of Ger­many’s con­sti­tu­tional iden­tity. In a time where
private act­ors have amassed some of the largest data pools, this
begs the ques­tion what it takes for the gen­eral sur­veil­lance ac­count
to ad­equately con­sider private data pools.
Since 2010, the gen­eral sur­veil­lance ac­count has eman­cip­ated
from this spe­cific con­text to be a tool to as­sess sur­veil­lance
measures conducted by Ger­man se­cur­ity au­thor­it­ies more
generally. A gen­eral sur­veil­lance ac­count should feature a norm­at­-
ive eval­u­ation of the rel­ev­ant sur­veil­lance meas­ures along­side an
em­pir­ical survey. The norm­at­ive di­men­sion al­lows for an as­sess­-
ment of the pos­sible in­tens­ity of a meas­ure, while the em­pir­ical
eval­u­ation aims at as­sess­ing their in­tens­ity in prac­tice, i. e. how
often the rel­ev­ant meas­ures were con­duc­ted. Both are es­sen­tial to
ac­count for the gen­eral level of state sur­veil­lance in a so­ci­ety.
Whether the data was col­lec­ted be­cause of a re­ten­tion ob­lig­a­-
tion could be an im­port­ant factor for de­term­in­ing the pos­sible in­-
tens­ity of a meas­ure, i. e. the norm­at­ive eval­u­ation. This ques­tion
ex­pli­citly ex­tends to all kinds of data pools, even though the pub­lic
dis­cus­sion is of­ten fo­cused on tele­com­mu­nic­a­tions traffic data re­-
ten­tion alone.   Especially with the rise of so­cial me­dia, data
collected by on­line plat­forms has grown to be more and more im­-
port­ant to law en­force­ment authorities.
In or­der to ex­am­ine how a gen­eral sur­veil­lance ac­count can ac­-
count for private data pools, we will first ex­am­ine the types of data
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[image: ]the concept of “data re­ten­tion” en­com­passes. Next, we take a crit­-
ical look at whether it is jus­ti­fied not to treat private data pools as
data re­ten­tion. Lastly, we ana­lyse what needs to be done to en­able
an ef­fect­ive gen­eral sur­veil­lance ac­count, ac­count­ing for private
data pools.
It’s not just tele­com­mu­nic­a­tions data
In the Ger­man con­text, the term “data re­ten­tion” or “Vor­rats­daten­-
speicher­ung” refers to the pre­cau­tion­ary stor­age of per­sonal data
con­cern­ing tele­com­mu­nic­a­tions traffic without a spe­cific in­dic­a­-
tion. If ne­ces­sary, the stored data might be used at a later date for
pur­poses not yet fore­seen. This is due to the fact that the Ger­man
con­sti­tu­tional court de­veloped its jur­is­pru­dence on the mat­ter in
its 2010 judg­ment mainly against the back­drop of tele­com­mu­nic­a­-
tions traffic data re­tained by ser­vice pro­viders as re­quired by the
law  transposing the Data Re­ten­tion Dir­ect­ive 2006/24/EC.
However, 
even 
in 
this 
judg­ment, 
the 
court 
held 
that
telecommunications traffic data re­ten­tion could pave the way for
fur­ther pre-empt­ive data collection,   thus re­cog­nising that data
re­ten­tion in other fields is con­ceiv­able. Bear­ing this in mind, it is
not sur­pris­ing that also the CJEU of­ten refers to its own de­cisions
on PNR data in its rul­ings on data re­ten­tion (see e.g. La Quadrature
Du Net I (C-511/18) paras. 115 se­q., 130 se­q.).
In­deed, in prac­tice, data is also re­tained in other fields and by
other means. Ex­amples in­clude cus­tomer and us­age data stored by
di­gital and postal ser­vices pro­viders for op­er­a­tional pur­poses,
which can be re­ques­ted by law en­force­ment au­thor­it­ies un­der cer­-
tain cir­cum­stances (e.g. Sec. 40 para. 2 and Sec. 50 para. 2 of the
Ger­man Fed­eral Crim­inal Of­fice Act), as well as PNR data and fin­-
an­cial data, which are col­lec­ted by air­lines or banks re­spect­ively
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[image: ]and trans­mit­ted to the des­ig­nated na­tional data pro­cessing au­thor­-
ity (e.g. Sec. 2 of the Ger­man Pas­sen­ger Data Act and Sec. 24c of the
Bank­ing Act). There­fore, a gen­eral sur­veil­lance ac­count must also
con­sider those other kinds of privately gathered data.
Pub­lic and private data re­ten­tion
The pivotal point of the de­bate around data re­ten­tion is the ob­lig­a­-
tion of private act­ors to store cer­tain data.  The mere stor­age
already con­sti­tutes an in­ter­fer­ence with fun­da­mental rights, such
as Art­icles 7 and 8 CFR, Art­icle 8 ECHR as well as Art­icle 2 sec. 1
and Art­icle 1 sec. 1 Ger­man Ba­sic Law. Ad­di­tion­ally, the fun­da­-
mental rights of a person are also af­fected when data is re­trieved by
law en­force­ment au­thor­it­ies.
Data re­ten­tion ob­lig­a­tions could there­fore in­deed in­crease the
in­tens­ity of sur­veil­lance on an in­di­vidu­al. As a res­ult, the laws gov­-
ern­ing the re­trieval of data from data pools for which data re­ten­-
tion ob­lig­a­tions ex­ist (e.g. tele­com­mu­nic­a­tion ser­vice pro­viders, cf.
Sec. 172 (1), 176 Ger­man Tele­com­mu­nic­a­tions Act) could be con­-
sidered more in­tense than those gov­ern­ing the re­trieval of data
from ser­vices where there are no re­ten­tion ob­lig­a­tions, e.g. di­gital
ser­vices pro­viders. The lat­ter ones only store data for their own
pur­poses.
When data re­ten­tion ob­lig­a­tions ex­ist, the state can as­sume
that the rel­ev­ant data is stored, and it can re­li­ably ac­cess the data
at any time. This dif­fers from an – from the state’s point of view –
“ar­bit­rary” re­ten­tion of data by di­gital ser­vices pro­viders for com­-
mer­cial pur­poses.
However, tak­ing big so­cial me­dia plat­forms and search en­gines
into ac­count draws a dif­fer­ent pic­ture. Most of these ser­vices store
cus­tomer data in their own eco­nomic interest. In some cases, the
12
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[image: ]data might be ne­ces­sary to op­er­ate the com­pany. For ex­ample, Net­-
flix stores user data for billing purposes and Facebook stores it to
dis­play it to other users and run advertisements.   In oth­ers, the
data has an eco­nomic value, as it can be sold and data dom­in­ance
also means mar­ket power.
In these cases, the state au­thor­it­ies can rely on the fact that the
pro­viders store data on a large scale. Di­gital ser­vices pro­viders are
also likely to store more data than tele­com­mu­nic­a­tions pro­viders
and in­stead of a few months, as provided for in the time lim­its of
Sec. 172 of the Ger­man Tele­com­mu­nic­a­tions Act, the data is of­ten
stored for sev­eral years.
This means that even when di­gital ser­vices store data only for
their own in­terest, law en­force­ment au­thor­it­ies can still ac­cess this
data at vir­tu­ally any time. In the end, the re­ten­tion of data by di­-
gital ser­vices is just as in­tense for the in­di­vidual as the re­ten­tion of
data by tele­com­mu­nic­a­tions pro­viders.
However, other di­gital ser­vices have made pri­vacy their busi­-
ness model (like Sig­nal) and only store data which is ab­so­lutely ne­-
ces­sary for the ser­vice. In these cases, law en­force­ment au­thor­it­ies
can only ac­cess little to no data without re­ten­tion ob­lig­a­tions.
Con­sequently, only when data re­ten­tion ob­lig­a­tions are in place
can law en­force­ment au­thor­it­ies ex­pect a min­imum amount of
data.
As­sess­ing sur­veil­lance re­quires em­pir­ical data
Com­mon to the dif­fer­ent kinds of data re­ten­tion is that ac­cess to
stored data by law en­force­ment au­thor­it­ies touches upon the fun­-
da­mental rights of the data sub­jects. Be it as a re­trieval of privately
stored data or as a change of pur­pose when ac­cess­ing data stored
by state au­thor­it­ies, the ac­cess to data con­sti­tutes a new in­ter­fer-
13
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[image: ]ence. Data re­ten­tion in it­self does not cre­ate ad­di­tional know­ledge
for law en­force­ment au­thor­it­ies, but data ac­cess does. It is there­-
fore es­sen­tial that a gen­eral sur­veil­lance ac­count fo­cuses on data
ac­cess. However, the (gen­er­ally) in­creased quant­ity and qual­ity of
data can be ac­coun­ted for with a higher in­tens­ity scor­ing of the rel­-
ev­ant meas­ures when per­form­ing the legal ana­lysis of sur­veil­lance
powers.
Next to the norm­at­ive ana­lys­is, the gen­eral sur­veil­lance ac­-
count still re­quires – as ex­plained above – em­pir­ical data on the
fre­quency of data ac­cess in or­der to provide a full un­der­stand­ing of
the total amount of sur­veil­lance in society.  Quantitative data on
sur­veil­lance powers is quite scarce, however. While there are re­-
port­ing ob­lig­a­tions for cer­tain forms of surveillance – e.g. Sec­tion
101b of the Ger­man Code of Crim­inal Pro­ced­ure re­quires re­port­ing
on tele­com­mu­nic­a­tion monitoring – there are sig­ni­fic­ant gaps in
the re­port­ing re­quire­ments for many other meas­ures. Con­sti­tu­-
tional jurisprudence  by the Ger­man Fed­eral Con­sti­tu­tional Court
ex­pli­citly re­quires re­port­ing ob­lig­a­tions only for spe­cific meas­ures
that in­ter­fere with fun­da­mental rights in a par­tic­u­larly in­tense
manner.
A call for more em­pir­ical data about sur­veil­lance meas­ures
This line of jur­is­pru­dence re­quires some re­vi­sion in light of the
gen­eral sur­veil­lance ac­count. Without suf­fi­cient em­pir­ical data it is
im­possible to cre­ate a mean­ing­ful im­age of the total amount of
sur­veil­lance within a so­ci­ety. The concept of meas­ur­ing the ex­tent
of sur­veil­lance is de­rived from the con­sti­tu­tional imperative of pre­-
vent­ing the total mon­it­or­ing of society. In a series of rulings, the
Fed­eral Con­sti­tu­tional Court has held that sur­veil­lance powers
must be co­ordin­ated in a way that pre­vents one per­son from be-
17
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[image: ]com­ing the sub­ject of com­plete sur­veil­lance through the ex­er­cise
of powers by dif­fer­ent law en­force­ment and in­tel­li­gence
authorities. This concept can be ex­ten­ded to the broader con­text
of the gen­eral sur­veil­lance ac­count, which is also based on the idea
of pre­vent­ing total sur­veil­lance. It is the re­spons­ib­il­ity of the state
to co­ordin­ate all sur­veil­lance powers in or­der not to ex­ceed the
per­mit­table level of sur­veil­lance in a society. As pre­vi­ously
stated, this re­quires not only a norm­at­ive ana­lysis but also a
quantitative analysis of the ex­er­cise of sur­veil­lance powers. Cur­-
rently, this co­ordin­at­ive duty can­not be ful­filled with the avail­able
em­pir­ical data.
It is the shared responsibility of the le­gis­lator and law en­force­-
ment au­thor­it­ies to en­sure com­pli­ance with con­sti­tu­tional
requirements. Con­sequently, the le­gis­lator should in­tro­duce
more re­port­ing ob­lig­a­tions for the ex­er­cise of sur­veil­lance powers
and se­cur­ity au­thor­it­ies should – pro­act­ively – im­prove their in­-
ternal mon­it­or­ing of the ex­er­cise of com­pet­en­cies. Based on such a
solid em­pir­ical found­a­tion, a com­plete gen­eral sur­veil­lance
account becomes pos­sible.
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New Me­dia, New Data and a Dark Fore­bod­ing
Sur­veil­lance as Ob­ser­va­tion, Sim­u­la­tion, and Weapon
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[image: ]he last two dec­ades have seen ma­jor changes in sur­veil­lance
prac­tices; there has been a shift in fo­cus from state power and
con­trol to big tech cor­por­a­tions and mon­et­isa­tion. What we are
cur­rently wit­ness­ing is yet an­other shift, which is es­tab­lish­ing sur­-
veil­lance prac­tices as a means of hy­brid war­fare. Sur­veil­lance can
be used as a weapon, and not just in mil­it­ary con­texts. The AI-
driven vis­ion of ac­cess­ing what people think and feel might seem
harm­less in com­par­is­on, but it may turn out to be a much more
power­ful sword.
Sur­veil­lance prac­tices old and new
From the 18th cen­tury, sur­veil­lance was a mainly a state-run
endeavour, util­ised for ad­min­is­trat­ive pur­poses, to ex­er­cise con­trol
and power. Pre­vi­ous sur­veil­lance tech­no­lo­gies were lim­ited by
today’s stand­ards, as not every ac­tion was pho­to­graphed or filmed,
not every con­ver­sa­tion re­cor­ded. Part of its ef­fi­ciency was de­rived
from a nim­bus of per­ceived per­vas­ive­ness, a vari­ation of the pan­-
op­ticon ef­fect that today is framed as a “chilling ef­fect” in legal dis­-
cus­sions: you did not know if there was someone listen­ing in on
your phone call, but the pos­sib­il­ity that someone could potentially
be listen­ing made you already change your be­ha­viour.
With the as­ton­ish­ing rise of di­gital plat­forms, there has been a
con­sid­er­able shift in sur­veil­lance prac­tices: who does it, how do
they do it, and why? Large cor­por­a­tions of­fer ser­vices that pro­duce
data sets that are in turn used for mon­et­isa­tion. The power dy­nam­-
ics heav­ily fa­vor a form of sur­veil­lance-­based capitalism.  Search
en­gines, con­tent-­provid­ing plat­forms and so­cial me­dia – each step
that is taken on there is con­sti­tuted in data and leaves data be­hind.
As more and more parts of our lives are con­sti­tuted by and lived
within data, this type of sur­veil­lance is al­most all-en­com­passing.
T
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[image: ]Its main ob­ject­ive is not, in es­sence, polit­ic­al; the power ex­er­cised
over users lies in the ex­trac­tion of data and the ma­nip­u­la­tion of be­-
ha­viours with the ul­ti­mate goal of making money. Des­pite be­ing
aware that all com­mu­nic­a­tions are re­cor­ded and ana­lysed, the ma­-
jor­ity of people ac­cept it, ig­nore it or see a greater be­ne­fit in the
free ser­vices they con­sume.
Of course, states are keen on ob­tain­ing this data, as it is in­-
form­a­tion that is so avail­able and tempt­ing. Pro­pos­als by EU
policy-makers to make pro­viders auto­mat­ic­ally ana­lyse mes­sen­ger
data in or­der to scan for il­legal con­tent is one re­cent ex­ample of
this desire. In light of more gen­eral drift to­wards demo­cratic back­-
slid­ing that can be ob­served in the US and EU mem­ber states, the
com­bin­a­tion of uni­ver­sal datafic­a­tion, the tar­get­ing of in­di­vidu­als
and the dis­sol­u­tion of the state/­cor­por­ate bound­ary in times of
auto­cratic tend­en­cies seems like quite the dark triad of sur­veil­lance
prac­tices.
Weapon­ising sur­veil­lance
This dark triad points to yet an­other shift, the weapon­isa­tion of
sur­veil­lance. Pe­gas­us, a spy­ware tool of­fer by the Is­rael-­based NSO
Group, de­scribes it­self as of­fer­ing cy­ber­in­tel­li­gence to help gov­ern­-
ments fight ter­ror­ism and crime. In prac­tice, it works by in­filt­rat­ing
an in­di­vidual phone – for ex­ample, via mes­sen­ger ser­vices –
enabling the spy­ware to har­vest any data that is pro­duced (con­-
tacts, com­mu­nic­a­tions, con­tent­s). Even though it is mar­keted as a
tool to pre­vent or in­vest­ig­ate ter­ror­ism and crime, this type of
intelligence gathering can be used for tar­geted at­tacks against in­-
di­vidu­als for polit­ical gain. Us­ing know­ledge about in­di­vidu­als –
such as journalists or polit­ical op­pon­ents – to threaten or black­-
mail them is an ef­fect­ive and low-ef­fort strategy for weapon­ising
2
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[image: ]sur­veil­lance. Rather than run­ning their own in­tel­li­gence ef­forts,
state act­ors and agen­cies have found them­selves in the role of
customers of private com­pan­ies that of­fer their ex­clus­ive spy­ing
ser­vices to them. Given that, in demo­cratic sys­tems, this is be­ing
con­duc­ted un­der the la­bel of fight­ing crime and coun­ter­ing ter­ror­-
ism, these highly in­vas­ive meas­ures can hap­pen largely out­side of
legal over­sight.
This is even more so the case when di­gital sur­veil­lance is used
in open con­flicts for auto­mated in­form­a­tion gath­er­ing and tar­get
se­lec­tion, as it is re­portedly be­ing done in Rus­si­a’s ag­gres­sion
against Ukraine as well as in the Is­raeli strikes against Gaza fol­low­-
ing the Hamas at­tacks on Oc­to­ber 7, 2023. Ac­cord­ing to journ­al­istic
ac­counts, Is­rael’s Lav­ender sys­tem re­portedly used sur­veil­lance
data to identify ter­ror­ists and Hamas operatives. To take an­other
ex­ample, the Pa­lantir sys­tem – as en­vi­sioned and pro­moted by the
com­pany – prom­ises a nat­ural lan­guage in­ter­face that ag­greg­ates
all avail­able data to boost situ­ational aware­ness in con­flicts, to
ana­lyse the pos­sible and most ef­fect­ive courses of ac­tion, and to
make cor­res­pond­ing re­com­mend­a­tions. Some of this func­tion­al­ity
is being used and ap­plied in Ukrain­ian ef­forts against the Rus­sian
invaders.
In more ab­stract terms, these prac­tices of weapon­ised
surveillance are also rooted in the plat­form-­de­rived tech­niques of
datafic­a­tion, pro­fil­ing, tar­get­ing and re­com­mend­ing. The core dif­-
fer­ence, however, is that the prob­ab­il­istic score does not de­note po­-
ten­tial cus­tom­ers or users who are sus­cept­ible to ads, but en­emy
com­batants 
or 
ter­ror­ists. 
The 
data-rich 
net­worked 
and
platform-based type of war­fare is re­flect­ive of what goes un­der the
la­bel of hy­brid war­fare. What of­ten gets over­looked is that this hy­-
brid­ity also en­tails a dis­sol­u­tion of es­tab­lished con­cep­tual bound­-
ar­ies: Are the act­ors state, private or cor­por­ate ones? Are they mil-
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[image: ]it­ary or ci­vil­ian? What about the use of tech­no­lo­gies? And, above
all: At what point are na­tions at war with each oth­er? How can we
still dis­cern this most blurry line?
Ex­pand­ing the pur­poses and ob­jects of sur­veil­lance
These blur­ring bound­ar­ies also change the found­a­tion of what sur­-
veil­lance prac­tices are or en­tail. Take, for ex­ample, the idea of
“autonom­ous weapon­s”, of­ten simply en­vi­sioned as killer ro­bots or,
in more nu­anced ap­proaches, as un­manned vehicles, equipped to
se­lect and en­gage tar­gets without hu­man in­ter­ven­tion. When the
con­cep­tual basis for sur­veil­lance is con­ceived of as a com­bin­a­tion
of data col­lec­tion, auto­mated data ana­lys­is, pat­tern re­cog­ni­tion
and re­com­men­ded ac­tions as de­scribed above, yet an­other bound­-
ary be­comes blurry: Are we deal­ing with a re­l­at­ively in­no­cent prac­-
tice of in­form­a­tion gath­er­ing or in­tel­li­gence, or should these types
of sur­veil­lance rather be un­der­stood as an “autonom­ous weapon”
in their own right, as the step from re­com­mend­a­tion to ac­tual
decision can be quite a small one?
The chan­ging pur­poses of sur­veil­lance have been ac­com­pan­ied
by an in­creas­ing ex­pan­sion of the ob­jects of sur­veil­lance.
The first ex­pan­sion is rooted in the be­lief that the fu­ture can be
ob­served in the present. Ob­ser­va­tion prac­tices such as in­ter­cept­ing
phone con­ver­sa­tions or video sur­veil­lance are based on the pretty
straight­for­ward no­tion of see­ing what people ac­tu­ally do. Tech­-
niques such as pro­fil­ing and prob­ab­il­ity-­based ex­tra­pol­a­tions of
likely fu­ture be­ha­viours cre­ate the idea of ob­serving what has not
happened yet. In other words, surveillance be­comes simulation. It no
longer just looks at simply the things that people do – their
actual movements, search quer­ies, con­tacts and com­mu­nic­a­tions.
It is con­cerned with what people will, it is as­sumed, likely do in the
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[image: ]fu­ture based on the stat­ist­ical prox­im­ity to par­tic­u­lar groups con­-
veyed by cer­tain mark­ers, such as af­fil­i­ation with the purely
mathematical-fictional unit of “per­sons who be­haved sim­il­arly in
the pas­t”. As a side ef­fect, the in­di­vidual is no longer the un­di­vid­-
able ob­ject of sur­veil­lance. What is un­der sur­veil­lance is an in­di­-
vidu­al’s com­plex en­tan­gle­ments with a pro­file: the in­-­di­vidual is
split into iden­tity mark­ers such as gender, race or age, group
affiliations of be­ha­vi­oural pat­terns.
The second ex­pan­sion is based on de­vel­op­ments in me­dia and
in­ter­face tech­no­lo­gies that sell the idea of ac­cess­ing what people
think and how they feel. When us­ing and nav­ig­at­ing our smart
phones, smart speak­ers, smart homes or smart watches, we are no
longer lim­ited to purely tex­t-­based in­ter­ac­tions. We use our voices,
ges­tures and fa­cial ex­pres­sions – and in do­ing so we in­ad­vert­ently
help pro­duce un­pre­ced­en­ted amounts and types of data. In al­low­-
ing more dir­ect in­ter­ac­tions, the new in­ter­faces ac­cess know­ledge
on so­cial dy­nam­ics or emo­tional states by track­ing nat­ural lan­-
guage, non-­verbal in­ter­ac­tions with the ma­chine and with each
other while the device con­veni­ently keeps on re­cord­ing couple or
fam­ily dy­nam­ics. Ap­plic­a­tions such as avatar friends or bots
specifically target our so­cial and emo­tional needs – and in do­ing so
eli­cit more and more data in these areas.
Be­sides the idea of ob­serving fu­ture be­ha­viours, the ag­greg­a­-
tion and ana­lysis of data that seem­ingly cap­tures the so­cial and
emo­tional real­it­ies of those sur­veilled, pro­motes a fairly re­cent
tech­no­lo­gical ima­gin­a­tion: ob­serving the in­side of people’s minds
– emo­tions, at­ti­tudes, be­liefs – ac­cur­ately (a re­cur­ring ima­gin­a­tion
if you look at the his­tor­ical ex­ample of the polygraph ). The con­-
sequences of this de­vel­op­ment are be­com­ing par­tic­u­larly note­-
worthy and con­sequen­tial in the field that brands it­self as emo­tion
ana­lyt­ics.
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[image: ]A dire pre­mon­i­tion: The sur­veil­lance of what people think and
feel
The premise of so-c­alled af­fect­ive com­put­ing and emo­tion
analytics is to make hu­man af­fect and emo­tion ma­chine-read­able
in an ef­fort to im­prove hu­man-ma­chine in­ter­ac­tions by pay­ing par­-
tic­u­lar at­ten­tion to those ele­ments that also play a huge role in
com­mu­nic­a­tion and in­ter­ac­tions between hu­mans. Ges­tures and
move­ments of the body, fa­cial ex­pres­sions or speech pat­terns in
nat­ural lan­guage use are con­ver­ted into com­put­able data sets. The
use of an­thro­po­morphic design ele­ments, in­ter­act­ive bots or
human-like so­cial ro­bots of­fer in­ter­faces that cue hu­mans to make
more use of non- and para­verbal modes of com­mu­nic­a­tion. While
these 
goals 
un­der­line 
par­tic­u­lar 
func­tional 
be­ne­fits 
in
human-machine in­ter­ac­tions, emo­tion ana­lyt­ics and af­fect­ive com­-
put­ing – when com­bined with the shift­ing of the sur­veil­lance prac­-
tices discussed above – also in­duce a sense of fore­bod­ing.
As we have seen, sur­veil­lance as sim­u­la­tion does no longer
limit it­self to what people ac­tu­ally do but what they are vir­tu­ally
about to do in a prob­ab­il­istic fu­ture. Com­put­ing af­fect and emo­tion
cre­ates a sur­veil­lance prac­tice that ex­pands to hu­man thoughts and
feel­ings. At least, this is the prom­ise of emo­tion ana­lyt­ics. In real­-
ity, it fur­ther dis­so­ci­ates the ob­ject of sur­veil­lance, its ref­er­ent,
from the sur­veil­lance tech­nique that claims to make it vis­ible. The
reason for this is that the epi­stem­o­lo­gical found­a­tions for the ana­-
lysis of emo­tions are highly ques­tion­able. In many cases, they rely
on a par­tic­u­lar dic­tion­ary of emo­tions that is able to trans­late what
can ac­tu­ally be ob­served into the cor­res­pond­ing men­tal states be­-
hind this sym­bolic code. The no­tori­ous FACS model – fa­cial ac­tion
cod­ing sys­tems – con­verts vis­ible muscle move­ments in a hu­man’s
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[image: ]face into cor­res­pond­ing emo­tions. It still of­fers one of the most
pop­u­lar tax­onom­ies for the ana­lysis of emo­tions based on visu­ally
trace­able data, not least be­cause of its al­most simplistic im­ple­-
ment­a­tion of ma­chine-read­ab­il­ity. The found­a­tions of this con­ver­-
sion of fa­cial ex­pres­sion into know­ledge about a hu­man’s emo­tions
are highly ques­tion­able: it neg­lects so­cial and cul­tural con­texts, as­-
sumes the uni­ver­sal­ity of emo­tional ex­pres­sion and is partly based
on a hy­per­bolic and al­most com­ical sys­tem of representation.
Des­pite the like­li­hood of cre­at­ing a fair amount of em­pir­ical
arte­facts, the ana­lysis of emo­tions or af­fects within the power dy­-
nam­ics of cur­rent sur­veil­lance prac­tices might de­velop a mighty
know­ledge of its own: Sur­veil­lance as sim­u­la­tion and im­puta­tion. If
pro­gram­mers of sur­veil­lance tech­niques define situ­ations as real,
they be­come real in their con­sequences (here, I am cor­rupt­ing the
Thomas the­orem a little for the sake of ar­gu­ment). The emo­tion-
sur­veil­lance tech­nique cre­ates an af­fect-laden sub­ject with
attendant simulation know­ledge on thoughts and feel­ings. This is a
real risk, as the mod­els even claim to de­tect emo­tions that the sub­-
ject is try­ing to hide.
A look ahead
If the cur­rent de­vel­op­ments pro­moted by private com­pan­ies are
any in­dic­ator of what state act­ors will soon be eager to trace, track
and po­ten­tially util­ise for polit­ical reas­ons or poli­cing in
authoritarian systems, the mere idea of af­fect­ive com­put­ing and
emo­tion ana­lyt­ics is a dire pre­mon­i­tion of what is to come.  This
out­look is fur­ther sub­stan­ti­ated by the mass im­ple­ment­a­tion of
AI-­based emo­tion re­cog­ni­tion tools, which is already hap­pen­ing in
China.
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[image: ]This type of sur­veil­lance pro­duces know­ledge that not only
claims to re­veal what people are likely to do in the fu­ture but also
what they feel and think, paired with the prom­ise of read­ing the ac­-
tual truth be­hind the fake emo­tion – as one surely can al­ways feign
the right at­ti­tude or re­quired ethos.  The con­sequences of this
epistemological bend­ing are po­ten­tially grave. The AI-­powered
ma­chine read­ing tool can quite eas­ily be framed as gen­er­at­ing im­-
par­tial and ob­ject­ive know­ledge about dis­loyal mind­sets and at­ti­-
tudes that are in need of sanc­tion­ing or pro­sec­u­tion. This might
even mark the re­turn to a form of crim­inal law that is
attitude-based rather than act-­based. The mere thought of com­-
mit­ting an il­legal act might after all be some­thing that vi­ol­ates the
law.
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[image: ]l­though di­gital an­onym­ity is as­so­ci­ated with a wide range of
op­por­tun­it­ies and is im­port­ant for nat­ural per­sons, it also
har­bors risks and can stand in the way of suc­cess­ful crim­inal pro­-
sec­u­tion – di­gital an­onym­ity should there­fore be gran­ted within
lim­its.
The right to re­spect of private and fam­ily life (Article 7 of the
Charter of Fun­da­mental Rights of the European Union (C­FR)), as
well as the right to pro­tec­tion of per­sonal data (Article 8 CFR) are
of fun­da­mental im­port­ance for nat­ural per­sons. This is not only a
sub­ject­ive per­cep­tion but is also re­flec­ted in an em­pir­ical study the
Fraunhofer 
In­sti­tute 
for 
Se­cure 
In­form­a­tion 
Tech­no­logy
conducted.   This em­pir­ical study shows not only the im­port­ance
for the par­ti­cipants to de­cide for them­selves (to the greatest pos­-
sible ex­tent) which pieces of per­sonal in­form­a­tion they dis­close to
whom, but also the im­port­ance of an­onym­ity to nat­ural per­sons.
However, since life is in­creas­ingly tak­ing place on­line, (sup­posed)
an­onym­ity can also be ex­ploited to spread hate, dis­crim­in­at­ory
con­tent, and fake news. Thus, in the di­gital age, anonymity also
har­bors risks. Con­sid­er­ing these risks, the European Court of
Justice (ECJ), has (con­trary to its pre­vi­ous case law ) opened the
door to data re­ten­tion in Europe and thereby re­stric­ted di­gital
anonymity with the de­cision La Quad­rat­ure Du Net II (C-470/21) in
fo­cus here. This con­tri­bu­tion there­fore dis­cusses whether and to
what ex­tent in­di­vidu­als should be gran­ted a right to an­onym­ity in
the di­gital age.
An­onym­ity in the di­gital age
Re­cital 26 of the Gen­eral Data Pro­tec­tion Reg­u­la­tion (G­DPR, Reg­u­-
la­tion (EU) 2016/679) states that an­onym­ous data is “in­form­a­tion
which does not [or no longer] re­late to an iden­ti­fied or iden­ti­fi­able
A
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[image: ]nat­ural per­son”. Hence, ac­cord­ing to the GDPR an­onym­ous data is
the op­pos­ite of per­sonal data and an­onym­ity is given if no nat­ural
per­son 
can 
be 
iden­ti­fied 
based 
on 
the 
pro­cessed
information.  Taking into ac­count the word­ing of re­cital 26 GDPR
as well as the case law of the ECJ in Mircom In­ter­na­tional v. Tele­net
BVBA (C‑597/19) a fac­tual and (mostly) re­l­at­ive un­der­stand­ing of
the term an­onym­ity must be assumed. Whether data is
anonymous or not thus de­pends on whether the iden­ti­fic­a­tion of
nat­ural per­sons is de facto im­possible, in par­tic­u­lar due to ex­cess­ive
ef­fort re­quired for iden­ti­fic­a­tion. Since only the know­ledge of those
parties who have law­ful ac­cess to the (sup­posedly an­onym­ous) data
is likely to be used in the sense of re­cital 26 GDPR – provided an
un­law­ful ac­cess to the data is made suf­fi­ciently un­likely by tech­-
nical and or­gan­iz­a­tional pro­tect­ive meas­ures – their know­ledge is
the de­cis­ive factor for whether the data can be con­sidered
anonymous from a data pro­tec­tion point of view.
However, even if data are not con­sidered gen­er­ally an­onym­ous
from a data pro­tec­tion point of view, they can still be an­onym­ous
re­l­at­ively to cer­tain per­sons. On the in­ter­net, for in­stance, nat­ural
per­sons can usu­ally be iden­ti­fied by their IP ad­dress (even if they
do not act­ively dis­close any per­sonal in­form­a­tion). There­fore, on
the in­ter­net, gen­eral an­onym­ity does not ex­ist from the
perspective of data pro­tec­tion law. However, iden­ti­fic­a­tion by an IP
ad­dress is sub­ject to cer­tain legal re­quire­ments (e.g. sus­pi­cion of a
crim­inal of­fense com­mit­ted in or with help of the in­ter­net), so that
iden­ti­fic­a­tion by an IP ad­dress is neither al­ways pos­sible nor pos­-
sible for every­one. Hence, an­onym­ity on the in­ter­net still ex­ists re­l­-
at­ively to cer­tain per­sons. For ex­ample, a so­cial me­dia user who
only uses a pseud­onym as well as non-identi­fy­ing im­ages and in­-
form­a­tion may be an­onym­ous in re­la­tion to other in­ter­net users,
while sim­ul­tan­eously, in the event of a crim­inal of­fense, can be
3
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[image: ]iden­ti­fied by law en­force­ment au­thor­it­ies. In Ger­many, for ex­-
ample, in the event of a crim­inal of­fense, law en­force­ment au­thor­-
it­ies can use the IP ad­dress (in­clud­ing time stamp) to re­quest
information from the tele­com­mu­nic­a­tions pro­vider as to whom the
rel­ev­ant IP ad­dress was as­signed to at the time in ques­tion (§ 100j
(2) of the Ger­man Code of Crim­inal Pro­ced­ure).
Op­por­tun­it­ies of an­onym­ity in the di­gital age
Even though an­onym­ity on the in­ter­net usu­ally only ex­ists
relatively to cer­tain per­sons, such re­l­at­ive (and sub­ject­ively per­-
ceived) an­onym­ity is im­port­ant to nat­ural per­sons. This is shown
by an em­pir­ical study the Fraunhofer In­sti­tute for Se­cure In­form­a­-
tion Tech­no­logy con­duc­ted with 100 in­di­vidu­als from Germany. In
this study, 83% of the par­ti­cipants stated that they would
(whenever pos­sible) prefer the use of anonymized data ori­gin­ally
con­cern­ing them to the use of their per­sonal data. Reas­ons for this
in­clude, among oth­ers, the fact that an­onym­ity makes some of the
par­ti­cipants feel less ob­served (stated by 77% of the par­ti­cipants
with at least “tend to agree”) and safer (stated by 71% of par­ti­-
cipants with at least “tend to agree”).
On the in­ter­net, an­onym­ity en­ables the con­struc­tion and ex­-
plor­a­tion of (online-)identities and cre­ates a space for ex­pres­sion
and (self-)representation. There­fore, it bears the po­ten­tial for in­-
ter­net users to ex­er­cise their rights and freedoms without re­stric­-
tions. This is par­tic­u­larly im­port­ant for vul­ner­able groups, such as
chil­dren or minor­it­ies, who are par­tic­u­larly af­fected by hate speech,
dis­crim­in­a­tion, and other of­fenses. Be­cause of the an­onym­ity they
en­joy on­line, they are less likely to ex­per­i­ence hate, dis­crim­in­a­tion
or other ab­use when ex­press­ing (polit­ic­al) opin­ions and views.
Fur­ther­more, an­onym­ity can cre­ate an ad­ded value for so­ci­ety
5
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[image: ]since it en­ables the dis­cus­sion of so­cial ta­boo top­ics (e.g. sexu­al­ity,
vi­ol­ence and ab­use as well as is­sues of minor­it­ies), which can lead
to bet­ter edu­ca­tion and in­ter­per­sonal understanding.
Risks of an­onym­ity in the di­gital age – the other side of the
coin
On 
the 
other 
hand, 
due 
to 
the 
on­line 
dis­in­hib­i­tion
effect,  anonymity on the in­ter­net can lead to per­sons los­ing ac­-
count­ab­il­ity for their own actions and ad­her­ing less to so­cial
norms and rules or even to laws. In con­sequence, this can res­ult
in per­sons us­ing their (sup­posed) di­gital an­onym­ity to say or do
things they would not say or do in the ana­log­ous world, in view of
(fea­tures of) their civil iden­tity. These things can pos­sibly in­clude a
wide range of of­fenses, from hate speech to the dis­sem­in­a­tion of
dis­crim­in­at­ory con­tent and false in­form­a­tion to stalking. Fur­-
ther­more, it can lead to ser­i­ous crimes such as drug-, hu­man- or
arms-trafficking. Thus, (sup­posed) an­onym­ity can, on the
negative side, af­fect other per­sons and their rights and freedoms.
The right to di­gital an­onym­ity: A right within lim­its
In view of the afore­men­tioned op­por­tun­it­ies and risks of di­gital
anonymity – the op­por­tun­ity to pro­tect rights and freedoms on the
one hand, and the risk of af­fect­ing rights and freedoms of oth­ers,
on the other – a right to di­gital an­onym­ity should (as every right)
be gran­ted within lim­its.
Nev­er­the­less, it is ques­tion­able whether a right to di­gital
anonymity ex­ists at all in the cur­rent legal situ­ation and, if so, to
what ex­tent there are lim­its to this. A right to an­onym­ity is not
9
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[image: ]directly provided for – neither in Ger­man law nor in European or
in­ter­na­tional law. However, it can be de­rived from other (fun­da­-
ment­al) rights and freedoms. In Ger­man law, for ex­ample, a right
to an­onym­ity can be de­rived from the right to in­form­a­tional
self-determination in terms of Art­icle 2 (1) in con­junc­tion with
Art­icle 1 (1) of the Ger­man Constitution. Also, it is re­lated to
other fun­da­mental rights, in par­tic­u­lar the fun­da­mental right to
free­dom of ex­pres­sion, arts and sci­ences (Article 5 Ger­man Con­sti­-
tu­tion) as well as the right to pri­vacy of cor­res­pond­ence, posts and
tele­com­mu­nic­a­tions (Article 10 Ger­man Constitution).  Sim­il­arly,
at European level, a right to an­onym­ity can be de­rived from the
Charter of Fun­da­mental Rights of the European Uni­on, in par­tic­u­-
lar from the rights to re­spect for private and fam­ily life (Article 7
CFR), the right to pro­tec­tion of per­sonal data (Article 8 CFR) as
well as the right to free­dom of ex­pres­sion and in­form­a­tion (Article
11 CFR). At the global level, a right to an­onym­ity can be de­rived
from in­ter­na­tional con­ven­tions on hu­man rights,  among oth­ers,
from the European Con­ven­tion on Hu­man Rights (E­CHR) and the
In­ter­na­tional Cov­en­ant on Civil and Polit­ical Rights (ICCPR).
These con­ven­tions in­clude a right to re­spect for private and fam­ily
life (see Art­icle 8 ECHR, Art­icle 17 IC­CPR) as well as a right to free­-
dom of opin­ion and ex­pres­sion (see Art­icle 10 ECHR, Art­icle 19
ICCPR), both of which – like the afore­men­tioned German and
European fun­da­mental rights and freedoms – are closely linked to
(di­git­al) anonymity and thus con­sti­tute the basis for a (de­rived)
right to anonymity.
However, none of the afore­men­tioned rights and freedoms are
ab­so­lute. Rather, they can be re­stric­ted at the na­tion­al, European
and global level re­spect­ively, es­pe­cially when this is ne­ces­sary to
pro­tect the rights of oth­ers (see e.g. Art­icle 5 (2) Ger­man Con­sti­tu­-
tion, Art­icle 10 (2) Ger­man Con­sti­tu­tion, Art­icle 52 (1) CFR, Art­icle
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[image: ]8 (2) ECHR, Art­icle 10 (2) ECHR, Art­icle 19 (2) IC­CPR). Con­-
sequently, like other fun­da­mental rights and freedoms, the right to
an­onym­ity is not an ab­so­lute right but a right within limits.  This
is, as the present­a­tion of the op­por­tun­it­ies and risks of an­onym­ity
in the di­gital age has shown, ne­ces­sary to make use of the op­por­-
tun­it­ies offered by the right to (di­git­al) an­onym­ity while at the
same time coun­ter­ing the risks that arise from an­onym­ity in the di­-
gital age.
The fu­ture of the right to di­gital an­onym­ity
On April 30, 2024 the ECJ ruled  (La Quad­rat­ure Du Net
II (C‑470/21)) that the gen­eral and in­dis­crim­in­ate re­ten­tion of data
does not ne­ces­sar­ily con­sti­tute a ser­i­ous in­ter­fer­ence with
guaranteed rights (para. 79) but can be jus­ti­fied by the ob­ject­ive of
com­bat­ing crim­inal of­fenses. However, this is only the case if it is
genu­inely ruled out that the re­ten­tion could give rise to ser­i­ous in­-
ter­fer­ences with the private life of the per­son con­cerned (para. 82).
To rule out such a ser­i­ous in­ter­fer­ence, sev­eral con­di­tions must be
met. Amongst them, it must be en­sured that each cat­egory of data,
in­clud­ing data re­lat­ing to civil iden­tit­ies and IP ad­dresses, is stored
un­der tech­nical mod­al­it­ies in such a way that no pre­cise con­clu­-
sion about the per­sons private life can be drawn. In par­tic­u­lar, each
cat­egory of data must be com­pletely sep­ar­ate from the other cat­-
egor­ies of data re­tained (paras. 86-87). As a res­ult of the rul­ing, the
ECJ par­tially lowers the re­quire­ments for link­ing IP ad­dresses to
iden­tit­ies, thereby shift­ing the lim­its of the right to di­gital
anonymity. This, however, does not un­der­mine the rights of those
who merely take ad­vant­age of the op­por­tun­it­ies of the right to di­-
gital an­onym­ity. Rather, it pro­tects the vic­tims of those who ex­ploit
di­gital an­onym­ity for of­fenses and ser­i­ous crimes, thus af­fect­ing
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[image: ]the rights of oth­ers. Since crim­inal of­fenses are in­creas­ingly shift­-
ing to the di­gital space and, in con­sequence, the threat situ­ation
is evolving, ap­pro­pri­ate coun­ter­meas­ures are needed to en­able
crim­inal pro­sec­u­tion and pro­tect vic­tims. This – and not the
general restriction of the right to di­gital an­onym­ity – is what the
re­cent de­cision of the ECJ is about. Hence, the right to di­gital an­-
onym­ity re­mains un­touched for those who act law­ful. Those who
ex­ploit an­onym­ity for un­law­ful activ­it­ies, on the other hand, can be
pro­sec­uted more eas­ily based on the ECJ’s de­cision.
Con­clu­sion
Di­gital an­onym­ity is as­so­ci­ated with a wide range of op­por­tun­it­ies
for in­di­vidu­als and so­ci­ety, but it also har­bors risks for other per­-
sons. Like any (fun­da­ment­al) right, the right to di­gital an­onym­ity
must there­fore al­ways be bal­anced against the rights and freedoms
of oth­ers. As crim­inal of­fenses are in­creas­ingly shift­ing to the di­-
gital space, the threat situ­ation is chan­ging and coun­ter­meas­ures
to en­able suc­cess­ful pro­sec­u­tion in the di­gital age are re­quired.
This is made pos­sible by the ECJ de­cision of April 30, 2024.
However, it re­mains to be seen whether and to what ex­tent the rul­-
ing of the ECJ will af­fect the legal de­vel­op­ments in Ger­many and
other EU mem­ber states.
This re­search work has been fun­ded by the Ger­man Fed­eral Ministry of
Edu­ca­tion and Re­search and the Hessen State Min­istry for Higher
Edu­ca­tion, Re­search and the Arts within their joint sup­port of the Na­-
tional Re­search Cen­ter for Ap­plied Cy­ber­se­cur­ity ATHENE. This art­icle
re­flects the per­sonal opin­ion of the author.
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[image: ]he sym­posium Eyes Everywhere, which forms the basis of this
ed­ited volume, was con­cluded with an in­ter­view with former
Fed­eral Min­is­ter of Justice Sabine Leutheusser-Schnarrenberger for
our weekly ed­it­or­ial format “Five Questions to...”. 
Sabine Leutheusser­-Schnar­ren­ber­ger is one of the most prom­-
in­ent voices in Ger­man data pro­tec­tion law; in this in­ter­view she
re­flects on the means and ends and how they re­late to each other
over time in the con­text of sur­veil­lance practices.
The in­ter­view was con­duc­ted by Isa­bella Risini and Erik Tuchtfeld.
1. In light of the ECJ case La Quad­rat­ure du Net II (C-470/21),
Joachim Her­rmann, the Bav­arian Min­is­ter of the Interior, em­-
phas­izes in his con­tri­bu­tion to this book  that “the level of
threat de­term­ines the pro­por­tion­al­ity of the means – both are
sub­ject to the con­stant change over time”. Do you see such a
change, the in­creased threat level de­scribed by Herrmann, and
do you share his as­sess­ment that na­tional se­cur­ity needs a
“Zeitenwende”?
Although there are al­ways prob­lem­atic de­vel­op­ments in na­tional
se­cur­ity, threat situ­ations can also be over­stated. Over­all, Ger­many
is a safe coun­try. There is no doubt that the in­ter­net has fun­da­-
ment­ally changed crime, which has in­creas­ingly shif­ted to the di­-
gital space. However, the call for new sur­veil­lance powers or even a
“Zeiten­wende” ig­nores very im­port­ant as­pects. Firstly, most di­gital
threats must be ad­dressed in a very real way – and crime solv­ing
rates are stable in the di­gital world. Secondly, it is ques­tion­able
whether the de­man­ded in­stru­ments ac­tu­ally provide more se­cur­ity.
There is a lack of suf­fi­cient evid­ence here, partly be­cause there are
of­ten no eval­u­ation clauses. In­stead of ad­dress­ing these points and
ar­guing for an evid­ence-­based, fun­da­mental rights-oriented re­form
T
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[image: ]of the se­cur­ity ar­chi­tec­ture, Mr. Her­rmann and oth­ers of­ten provide
sim­pli­fied an­swers. Of course, di­gital sur­veil­lance meas­ures re­strict
the freedoms of cit­izens. The fath­ers and moth­ers of our Ba­sic Law
already saw this “cer­tainty of the pas­t”. Fun­da­mental rights were
never in­ten­ded to be “fair-weather in­sti­tu­tion­s”. They are in­ten­ded
to en­sure the pro­tec­tion of the in­di­vidu­al, es­pe­cially in times of
un­cer­tainty and threat, even if it seems ap­pro­pri­ate for the ma­jor­-
ity or the state to re­strict them.
2.  In last year's sum­mer, the Fed­eral Gov­ern­ment seemed to
see a need for such changes and voted in fa­vor of the pos­sib­il­-
ity of AI-sup­por­ted bio­met­ric ana­lysis of the in­ter­net as part
of the “se­cur­ity pack­age” (parts of the pack­age were stopped
by the Bundes­rat, however). Crit­ics fear that this will only be
pos­sible via ex­tens­ive data­bases with all im­age ma­ter­ial from
the in­ter­net in or­der to search for sus­pects in this stored ma­-
ter­i­al. What do you think of these measures?
Biometric ana­lysis of the in­ter­net opens up new sur­veil­lance pos­-
sib­il­it­ies that were un­ima­gin­able just a few years ago. AI tech­no­-
logy is de­vel­op­ing rap­idly and without a fore­see­able en­d­point, so
the open­ness of the tech­no­logy (to be im­ple­men­ted) was a cent­ral
prob­lem of the se­cur­ity pack­age. Due to the wide range of im­ple­-
ment­a­tion op­tions, it re­mained un­clear to what ex­tent fun­da­-
mental rights would be cur­tailed. However, key de­cisions like this
should be made dir­ectly in the law, in the in­terests of fun­da­mental
rights. There was a lively de­bate on the se­cur­ity pack­age, dur­ing
which many prob­lem­atic pro­vi­sions were im­proved or equipped
with safe­guards. The de­bate about which AI sys­tems we no longer
con­sider tol­er­able in a demo­cracy was con­duc­ted ex­tens­ively at the
European level as part of the AI Act ((EU) 2024/1689). AI sys­tems
that ex­tract im­ages from the in­ter­net in an un­tar­geted man­ner in
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[image: ]or­der to cre­ate or ex­pand data­bases for bio­met­ric fa­cial re­cog­ni­tion
are pro­hib­ited un­der the AI Act. This clear line should also be
defined in na­tional laws. The fact that parts of the se­cur­ity pack­age
have now been stopped in the Bundes­rat, be­cause some states de­-
man­ded more sur­veil­lance, sug­gests that some want to re­open this
de­bate in Ger­many. I warn against this be­ing done with pop­u­list
slo­gans and within only a few weeks. This re­quires a broader and
less agit­ated debate.
3. The ECJ ex­pressed, in April 2024, the fear that without IP
data re­ten­tion there would be “a real risk of sys­temic im­pun­-
ity”. This ar­gu­ment is re­peatedly put for­ward in calls for data
re­ten­tion. Do you have the im­pres­sion that the ex­tens­ive data
pools 
col­lec­ted 
by 
private 
pro­viders 
for 
com­mer­cial
purposes are suf­fi­ciently taken into ac­count? Should these be
in­cluded in an “gen­eral sur­veil­lance account”? 
The idea that only data re­ten­tion can pre­vent im­pun­ity has been
dis­proved. There has been no data re­ten­tion in Ger­many for more
than ten years and the se­cur­ity au­thor­it­ies still an­nounce bet­ter
crime solv­ing rates every year. When the data re­ten­tion laws were
ab­ol­ished, I com­mis­sioned a study in my role as Fed­eral Min­is­ter of
Justice to identify pos­sible gaps in pro­tec­tion. The res­ult was clear:
there are no such gaps. In ad­di­tion, the Quick Freeze mod­el, an al­-
tern­at­ive to in­dis­crim­in­ate data re­ten­tion, has been an op­tion for
years. Im­ple­ment­ing this model and then eval­u­at­ing it would be a
sens­ible way to provide the se­cur­ity au­thor­it­ies with a new, leg­ally
se­cure in­stru­ment with which they can ac­cess IP ad­dress data,
among other things.
The idea be­hind the so-c­alled “gen­eral sur­veil­lance ac­count” is
that per­man­ent sur­veil­lance fun­da­ment­ally changes the nature of
so­ci­ety. It is part of the con­sti­tu­tional iden­tity of the Fed­eral
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[image: ]Republic of Ger­many that the ex­er­cise of free­dom may not be fully
re­cor­ded or mon­itored. Le­gis­lat­ors must there­fore take ex­ist­ing
sur­veil­lance powers into ac­count when con­sid­er­ing new in­stru­-
ments. If the state wants to ex­tend its sur­veil­lance reach by ac­cess­-
ing private data col­lec­tions, these must also be in­cluded in the
over­all cal­cu­la­tion, that is quite clear to me.
4. Do you think it is ne­ces­sary for Ger­man or European
legislators to take stronger ac­tion against such private data
col­lec­tion, for ex­ample by re­form­ing the GDPR ((EU)
2016/679)  or in­tro­du­cing the ePri­vacy Reg­u­la­tion, which has
been on hold for a long time?
Extensive data col­lec­tion makes us vul­ner­able, both in­di­vidu­ally
and as a so­ci­ety. One ex­ample is Meta’s data col­lec­tion, which al­-
most com­pletely re­cords users’ on­line activ­ity in­side and out­side of
Face­book, which can cre­ate a feel­ing of con­stant sur­veil­lance. The
ECJ emphasized  this in Maximilian  Schrems v. Meta (C‑446/21) in
Oc­to­ber and found, among other things, that Meta is not al­lowed to
use data in­def­in­itely for tar­geted ad­vert­ising, but on the con­trary
vi­ol­ates the prin­ciple of data min­im­iz­a­tion. This un­der­lines the im­-
port­ance of the GDPR prin­ciples; however, it also shows that they
are of­ten only en­forced by data pro­tec­tion act­iv­ists (such as Max
Schrems in this case). Not only be­cause the prac­tices are ob­scured,
but also be­cause many per­ceive them as un­avoid­able or even nor­-
mal. Bet­ter law en­force­ment is there­fore needed at this point and
the re­sump­tion of ne­go­ti­ations on the ePri­vacy Regulation could
also be useful.
5. Time and again, massive an­ti­semitic in­sults and in­cite­ment
to hatred oc­cur on the in­ter­net. You were the An­ti­-Semit­ism
Com­mis­sioner of the state of North Rhine-Westphalia until
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[image: ]the end of Oc­to­ber of this year and in this role you dealt pro­-
fes­sion­ally with an­ti­semitic crimes on the in­ter­net. Do you
have the im­pres­sion that an­onym­ity on the in­ter­net fa­cil­it­ates
such acts or rep­res­ents a rel­ev­ant obstacle to the pro­sec­u­tion
of such acts?
Anonymity pro­tects free­dom of ex­pres­sion and is es­sen­tial for a
demo­cracy – both off­line and on­line. It en­ables people to talk about
highly per­son­al, re­li­gious and polit­ical is­sues without hav­ing to
fear im­me­di­ate os­tra­cism and re­pres­sion. The prob­lem is not that
the in­ter­net of­fers room for an­onym­ity, but the grow­ing so­cial ac­-
cept­ance of an­ti­semitic state­ments. It has reached a level that must
wake us up. In­creas­ingly, people are openly spread­ing an­ti­semitic
hate speech un­der their real names – in so­cial me­dia, com­ments
and threat let­ters. But also on the street, as part of openly an­ti­-
semitic demon­stra­tions, of­ten dis­guised as cri­ti­cism of Is­raeli
policy. People who want to spread hatred are clearly no longer suf­-
fi­ciently de­terred by laws. The flip side of an­onym­ity on the in­ter­-
net would be the so-c­alled “man­dat­ory real name veri­fic­a­tion”,
which has been a sub­ject of con­tro­versy since the be­gin­ning of the
in­ter­net. Even such a meas­ure does not lead to suc­cess, as the ex­-
ample of South Korea shows. Ma­li­cious com­ments such as de­fam­a­-
tion and in­sults hardly de­creased there – des­pite the fact that such
de­fam­a­tion is also pun­ish­able un­der Korean crim­inal law. A study
by the Uni­ver­sity of Zurich even shows that users are of­ten more
ag­gress­ive un­der their real names than an­onym­ous users. We
there­fore need truly ef­fect­ive meth­ods to struc­tur­ally and
consistently combat pun­ish­able forms of hate on­line. It is
unacceptable for pro­sec­ut­able crimes to go un­pun­ished for
organizational, fin­an­cial or per­son­nel reasons.
1
2
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